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1	Overall description
1.1	Response to SA3
SA1 thanks SA3 for the LS asking clarifications of the following questions SNAAPP requirements captured in below.(taken from S3-222970):
TS 22.261 contains the following two requirements:
1. 1: provide a third-party with secure access to APIs (e.g. triggered by an application that is visible to the 5G system), by authenticating and authorizing both the third-party and the UE using the third-party's service.
2: provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE.
SA3 would like to request for clarification of requirement 1:	Comment by NTT DOCOMO: In response to a comment, I have put each of SA3 questions just before each of SA1 comments.
[…]
Q1a: What is the purpose of requiring: authenticating and authorizing both the third-party and the UE using the third-party's service?
Q1b: What would be a use case for this requirement? 
Q1c: Would the third party AF be considered trusted or not trusted in this use case?
Q1d: Does this requirement also include cases that one UE uses the third party's service to get access to resources from another UE? (Example: In the context of a (hiking) game one UE is receiving the location of another UE.)
SA3 would like to request for clarification of requirement 2:
Q2a: Could you please give an example in which a UE is provided with secure access to APIs, triggered by an application that is not visible to the 5G system?
Q2b: How would the 3GPP system allow access on application level if the applications are not visible to the 3GPP system? 
Q2c: Would at least the UE be aware of which application is triggering the UE to access the API? 
Q2d: Would this requirement also be relevant for a UE requesting resources of another UE?
1. SA3 would like to request for clarification that applies to both requirements:
1. […]
1. Q3a: What does the "application" in the two requirements indicate? Is it an application on the UE or an application on the third party AF?
1. Q3b: What is the meaning of "application that is visible to the 5G system"? Does this mean that the application has a direct communication with an entity of the 5G system, or any other meaning?
1. SA1 thanks SA3 for asking questions. SA1 would like to provide the following comments one by one to those questions.:
1. 
1. Regarding requirement 1:
1. SA3 Q1a: What is the purpose of requiring: authenticating and authorizing both the third-party and the UE using the third-party's service?
1. SA1 response to SA3 question Q1a:	Comment by NTT DOCOMO: Some parts are deleted to make the description simpler.
Some texts are added to explain more about authentication.
This requirement 1 treats a scenario where:
· A part of an application resides in a third-party's application server and another part of the application resides in a UE. Those two parts of the application combined provide a service experience to a user who is using the UE.
· The part of the application residing in the third-party's application server accesses northbound APIs exposed by 5GS (i.e., NEF). (This part of the application is called as an application client in this response to SA3 Q1a below.)	Comment by NTT DOCOMO: I have used a term “client”, since someone commented that linkage between application and API does not sound natural.

SA6 uses “client” in many occasions.

This client here is actually “web application” “client” as defined in RFC 6749 clause 2.1.
· Such applications, unlike applications that are used for M2M and that manage UEs, do not have a rigid association nor agreement with network operator. User uses those applications potentially temporarily and for e.g., entertainment.
· No 3GPP-specific UE impact is expected.
Now a part of an application clientresiding in a third-party's application server wants to contacts a certain API that has impact on a user. 5GS encounters a situation where 5GS can fulfil the request coming from the third-party's application clientserver, if the user authorizes the application client to access the API, under an authorizationassumption that the network operator allows the user to use this API in this way. 	Comment by NTT DOCOMO: Words are changed to make clear that this is the part of “authorization of UE”.
The affected user, here equated with a UE (and the subscriber), then authorizes the application client to use the API in this way. For 5GS to make sure that To give this authorization comes exactly from the user, the 5GS affected UE (again considered to be identical to user and subscriber) needs to be authenticated the user as long as that is needed from a security point of view. The 5GS also needs to authenticate the part of the application clientresiding in the third-party's application server that is here equated with the third party, as long as that is needed from a security point of view,to establish a secure path between 5GS and this part, and then to give authorizatione to the intended application clientthis part for use of the API depending on the user's intent.	Comment by NTT DOCOMO: Maybe SA3 people say “SA3 decides”
Coming back to the SA3 question:	Comment by NTT DOCOMO: This part is redundant. But, hearing comments to other parts, I feel to treat SA3 questions directly may be a good thing.
· The purpose of requiring: authenticating both the third-party and the UE is for 5GS to make sure that the 5GS communicates with the intended entities, i.e., the application client and the user.
· The purpose of requiring: authorizing the third-party is to avoid a situation where the application client uses a certain API against the user's wish.
· The purpose of requiring: authorizing the UE is to avoid a situation where a certain API is accessed against the operator's wish.
It is to be noted that the application client and the third-party are not conceptually separated in the requirement. It is also to be noted that the user, the UE, and the subscriber are not conceptually separated in the requirement. Additional mechanism for authentication and authorization here, if any, can be considered in the application level.	Comment by NTT DOCOMO: Moved from the above.	Comment by NTT DOCOMO: This seems already consensus. 

1. SA3 Q1b: What would be a use case for this requirement? 
1. SA1 response to SA3 question Q1b:
No use cases are defined in SA1. Use cases are found in the cover page of the approved CR S1-203297. A schematic representation of a use case is found in a company contribution S1-202099. Since this work item was treated with a mini WID, no TR was created.	Comment by NTT DOCOMO: In response to a comment, I have added this info.

1. SA3 Q1c: Would the third party AF be considered trusted or not trusted in this use case?
1. SA1 response to SA3 question Q1c:
Not trusted.

1. SA3 Q1d: Does this requirement also include cases that one UE uses the third party's service to get access to resources from another UE? (Example: In the context of a (hiking) game one UE is receiving the location of another UE.)
1. SA1 response to SA3 question Q1d:
No.
SA1 was not aware of the possibility to separate the concept of "resource owner", which is defined as "an entity capable of granting access to a protected resource" in TR 23.700-95 in SA6, from UE, when the whole requirements were discussed. In the requirement 1, UE plays a role of resource owner. 	Comment by NTT DOCOMO: We can keep it. But it does not add much value.
1. 
1. Regarding requirement 2:
1. SA3 Q2a: Could you please give an example in which a UE is provided with secure access to APIs, triggered by an application that is not visible to the 5G system?
1. SA1 response to SA3 question Q2a:
This requirement 2 treats a scenario where:
· A part of an application may reside in a third-party's application server and another part of the application resides in a UE. Those two parts of the application combined provide a service experience to a user who is using the UE.
· The part of the application residing in the UE accesses northbound APIs exposed by 5GS (i.e., NEF). (This part of the application is called as an application client on the UE in the responses to SA3 Q2a and Q2b below.)	Comment by NTT DOCOMO: This client here is actually “user-agent-based application” “client” or “native application” “client” as defined in RFC 6749 clause 2.1.

So in the context of OAuth, “visible” and “not visible” are actually linked to client categories.
· Such applications, unlike applications that are used for M2M and that manage UEs, do not have a rigid association nor agreement with network operator. User uses those applications potentially temporarily and for e.g., entertainment.
· No 3GPP-specific UE impact is expected.
It is to be noted that "not visible" means the third-party's application server does not access 5GS. The application client on the UE accesses 5GS.	Comment by NTT DOCOMO: Moved from the below. There is misunderstanding for “visible”. It’s better to explain in earlier timing.

1. SA3 Q2b: How would the 3GPP system allow access on application level if the applications are not visible to the 3GPP system? 
1. SA1 response to SA3 question Q2b:
See the response to SA3 Q2a for the meaning of "not visible"."not visible" means the third-party's application server is not visible. The part of the application residing in the UE accesses northbound APIs exposed by 5GS.	Comment by NTT DOCOMO: Moved to the above. 
For example, 5GS can authenticate the application client on the UE. Then 5GS can give authorization to this application client on the UE either in the same way as in the response to SA3 Q1a or based on this authentication itself.	Comment by NTT DOCOMO: Added, since there was a comment that SA1 response to Q2b is vague.

In this case, two ways can be considered; the authorization code grant flow or the client credential flow. So I added “for example”.
1. 
1. SA3 Q2c: Would at least the UE be aware of which application is triggering the UE to access the API? 
1. SA1 response to SA3 question Q2c:
No.This was not discussed.	Comment by NTT DOCOMO: Seemingly this is consensus already. This part is clear now without additional text.
There was also a comment that SA1 response to Q2c is vague. Now the response is clear.
It is to be noted that UE does not access the API; application on the UE accesses the API.
1. 
1. SA3 Q2d: Would this requirement also be relevant for a UE requesting resources of another UE?
1. SA1 response to SA3 question Q2d:
No.

1. Regarding requirements 1 and 2:
1. SA3 Q3a: What does the "application" in the two requirements indicate? Is it an application on the UE or an application on the third party AF?
1. SA1 response to SA3 question Q3a:
See the SA1 responses in the above for Q1a and Q2a.
1. 
1. SA3 Q3b: What is the meaning of "application that is visible to the 5G system"? Does this mean that the application has a direct communication with an entity of the 5G system, or any other meaning?
1. SA1 response to SA3 question Q3b:
"visible" means the application client on the third-party's application server is visible and contacts 5GS.
1.2	Response to SA6
SA1 thanks SA6 for the LS asking the following question (taken from S6-223488):
[…] SA6 understands that the 5G system can recognize the application triggering the APIs in order to allow finer granularity in authorization and that SA1 does not intend to reject this assumption with the word "not visible."
[…] SA6 also requests SA1 to provide feedback if the above descriptions are not aligned with the requirements intended by SA1.
SA1 response to SA6 question
SA1 did not associate the word "visible" or "not visible" with whether "the 5G system can recognize the application triggering the APIs in order to allow finer granularity in authorization." SA1 does not intend to reject the above SA6 assumption. It's up to downstream groups (incl., SA6) to judge whether it's beneficial to consider this aspect as well.	Comment by NTT DOCOMO: Deleted. The message is “it’s up to SA6 and SA3” I think “visible” “not visible” is sufficiently explained in the above.
2	Actions
To SA3
ACTION:	SA1 kindly asks SA3 to take the answers above into account. SA3 may refine security requirements, as it falls under SA3’s remit.
To SA6
ACTION:	SA1 kindly asks SA6 to take the answers above into account.
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