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Abstract: This contribution proposes a new use case for TR 22.837
1. Introduction
Wireless sensing can be used for fall detection, e.g. as described in several references (such as [34][35][36]) of TR 22.837. It can also be used for much more detailed sensing purposes, such as sensing of biometric data [37][38]. Recent advances in machine learning can enable even individual humans to be recognized based on wireless sensing data as shown in the reference below:
[bookmark: _Hlk126931121][XX] 	Zhang, Ronghui, and Xiaojun Jing. 2021. "Device-Free Human Identification Using Behavior Signatures in WiFi Sensing" Sensors 21, no. 17: 5921. https://doi.org/10.3390/s2117592
This can open up exciting new opportunities, but also poses significant privacy challenges. For example, a base station or other wireless sensing device, even when installed indoors, can sense a relatively large area. This may lead to sensing of people that are not meant to be sensed or did not provide authorization or user consent to be sensed. Sensing of such unintended targets should be avoided, and sensing data of such targets should be discarded.
2. Reason for Change
We propose to add a use case and requirements to clarify that wireless sensing should be done with care and avoid that unintended targets are being sensed. 
3. Proposal
It is proposed to agree to add the following new reference and use case to 3GPP TR 22.837.
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[bookmark: _Toc113213446]5.X Use case on fall detection using wireless sensing.
[bookmark: _Toc113213447]5.X.1 	Description
Wireless sensing can be used for fall detection, e.g. as described in several references (such as [34][35][36]) of TR 22.837. It can also be used for much more detailed sensing purposes, such as sensing of biometric data [37][38]. Recent advances in machine learning can enable even individual humans to be recognized based on wireless sensing data as described in [XX]. This can open up exciting new opportunities, but also poses significant privacy challenges. For example, a base station or other wireless sensing device, even when installed indoors, can sense a relatively large area. This can lead to sensing of people that are not meant to be sensed or that do not have authorization or that did not provide user consent to be sensed. Sensing of such unintended targets needs to be avoided, and sensing data of such targets needs to be discarded.
The use case involves Bart. Bart is living happily in his nice house that he has lived in for many years, but he is getting old and is afraid that if he falls down, he will easily break something and that it could be difficult to call for help. So he has subscribed to a service that offers fall detection using wireless sensing technology. He is happy that he does not need to wear a fall detection device all the time and also happy that he does not need to install a camera in his house. He is getting old, but still appreciates his privacy.
[bookmark: _Toc113213448]5.X.2	Pre-conditions
1.	The 5GS offers wireless sensing capabilities through a set of base stations.
2. 	Bart has subscribed to the wireless sensing service offered by the 5GS, and has provided user consent to be a target for wireless sensing. In cooperation with an external application provider the 5GS offers a fall detection application using 5G wireless sensing. Depending on the application requirements, Bart may have provided some identification information (e.g. the location of his home, and possibly also some physical characteristics such as his length) for the wireless sensing service. Also, the identity of his mobile phone is known by the 5GS and linked to the same subscription as used for the wireless sensing service.
[bookmark: _Toc113213449]5.X.3	Service Flows
1.	Bart has just come home. Through a nearby base station it is detected that Bart is a potential target for the wireless sensing service, for example by using the identity received from the mobile phone carried by Bart to check if Bart is subscribed to the wireless sensing service and has provided user consent to be a target for wireless sensing. 
2. 	Since Bart is indeed an authorized target for the wireless sensing service, the nearby base station performs wireless sensing of Bart. Based on the sensing measurements from the base station, the sensing service calculates the sensing results in order to detect if Bart falls down.
3. 	Bart is expecting some visitors. His girlfriend Julia is coming by, and also his best friend James will visit. 
4.  As soon as his visitors arrive, the wireless sensing service detects the presence of additional people. However, the sensing service is able to determine that the additional people are not authorized targets for the wireless sensing service.
5.	The sensing service continues to wirelessly sense Bart, but discards any sensing results related to Julia and James.
6. 	Whilst his guests sit down in the living room. Bart walks to the kitchen, but forgot about the water that he had accidentally dropped earlier on his tile floor. He slips and falls down. Julia hears that Bart falls and rushes to the kitchen. She slips as well and tumbles on top of Bart. Luckily Bart and Julia’s did not hurt anything and they could heartily laugh about the situation. 
7. 	The wireless sensing service has recognized that Bart has fallen down and sends a warning to the fall detection application, but Julia’s fall is not detected.
[bookmark: _Toc113213450]5.X.4	Post-conditions
[bookmark: _Toc113213451]The organization behind the fall detection application calls Bart to check if he is ok. He says that he is fine, so no further action is taken. 
[bookmark: _Toc113213452]5.X.5	Existing features partly or fully covering the use case functionality
None
[bookmark: _Toc113213453]5.X.6	Potential New Requirements needed to support the use case
[PR 5.X.6-1] The 5G system shall be able to verify or obtain authorization for performing wireless sensing of a target.
[PR 5.X.6-2] The 5G system shall be able to verify or obtain user consent for performing wireless sensing of a target.
[PR 5.X.6-3] The 5G system shall be able to limit sensing results only to sensing results for intended sensing targets.
[PR 5.X.6-4] The 5G system shall be able to identify a target for sensing based on a UE carried or encompassed by the target.
* * * End of changes * * * *
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