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Abstract: It is proposed to update the current considerations on confidentiality, integrity and privacy in clauses 6.1 and 6.2 of 3GPP TR 22.837 V0.3.0.

1. Proposal
This pCR proposes to update clause 6.1 and 6.2 in 3GPP TR 22.837 V0.3.0 with the following changes.


[bookmark: _Toc120625123][bookmark: _Toc107843109][bookmark: _Toc112685704]*************** Start of the Change ****************
[bookmark: _Toc355779204][bookmark: _Toc354586742][bookmark: _Toc354590101][bookmark: _Toc120625313]6.1	Considerations on securityconfidentiality and privacyintegrity, 
[bookmark: _Toc120625314]6.1.1	General 
When introducing sensing technology, newsecurity aspects on confidentiality, integrity, and availability need to be considered, to ensure that these aspects are considered already when proposing service requirements.
For instance, with sensing technology, even by-standers can be affected in a completely new way, previously in that not only UEes have been able to beis identifiable and trackableed, but now sensing capabilities may enable tracing and potentially identification of anything in the environment, including humans that do not carry a UE, or any objects. When a human becomes a sensed object or the sensed object is owned by a human, This hasthere are privacy implications for privacythe affected human. Obviously humans should have a right to privacy.
Sensing technology could be used in some use cases concerning property or safety of people. Any untrusted/unreliable sensing signals/measurement data/results could cause loss to the concerned people or organization. This has security implications for all sensing operations. 
In a sensing serivce, the sensed objects could be identifiable or unidentifiable. It needs to be considered whether unidentifiable objects also require a certain level of protection to avoid abuse of sensing technology. On the other hand, an attacker may also claim ownership of sensed objects (e.g. unidentifiable objects) or environment to abuse privacy demand with the purpose of impeding a sensing service.
Of courseIn addition, factors such as resolution, updating frequency, and type of application may influencehave thepotential security implications.
Requirements to minimize thesecurity risks ofand privacy violationunwanted usage and awareness of the usage needs to be considered in stage 1. These are captured in the next chaptersubclauses.
[bookmark: _Toc120625315]6.1.2	Potential NewGeneral Requirements 
A set of general new requirements can be identified:
[P.R.6.1.2-1] The 5G system shall limit the sensing information access to users authorized to receive that information.
[P.R.6.1.2-2] The 5G system shall support encryption, and integrity and anti-replay protection of the sensing  resultrelated information, to protect the data inside the 5G system and when used.
[P.R.6.1.2-3] The 5G system shall support appropriate level of sensing for both situations where consent can be obtained from the senseding targetobjects, and where it cannot without violating user privacy.
[bookmark: _Toc120625316][P.R.6.1.2-a] The 5G system shall support appropriate level of privacy protection for sensed obejcts (either identifiable or unidentifiable).
[P.R.6.1.2-a] The 5G system shall limit sensing operations to users authorized to request sensing service.
[P.R.6.1.2-b] The 5G system shall limit sensing operations only on the specific objects/environment if indicated by sensing service requester.
6.1.32 	ConsiderationPotential Requirements on Privacy 
Since Sensing is almost for the whole environment under the RF signal coverage, the privacy of sensing operation is an important consideration factor for real deployment.
Sensing operations shall be performed based on permission obtained from the owner or management of the sensed objects or environment.
-	ForIn the private areas, the private permission is required for sensing operations from the owner or management of the sensed objects or environmentsuch as the homeowner for in-home sensing or the building management for the in-building sensing.
-	ForIn the public areas, such as the public road, park and airport, it is required to obtain the permission of the public area management for sensing operations.
For the specific object (e.g. rain) or environment, it is required that sensing operations including the contentexposure of the sensing result report isare limited according to the authority of the sensing requester, for example, the climate and rainfall detection can only be reported to the Meteorological Bureau.
For the sensed object that supports 3GPP UE capability, the 5GS should notify the sensed object/UE about the sensing event and request user consent of the user before sensing the object.
These privacy policies need to be configured on the 5GS and can be flexible modified by the related parties under the operator control.	Comment by mi: To remove as this is solution specific.
*************** End of the Change ****************
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