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1	Overall description
1.1	Response to SA3
SA1 thanks SA3 for the LS asking the following questions (taken from S3-222970):
TS 22.261 contains the following two requirements:
1. 1: provide a third-party with secure access to APIs (e.g. triggered by an application that is visible to the 5G system), by authenticating and authorizing both the third-party and the UE using the third-party's service.
2: provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE.
SA3 would like to request for clarification of requirement 1:
[…]
Q1a: What is the purpose of requiring: authenticating and authorizing both the third-party and the UE using the third-party's service?
Q1b: What would be a use case for this requirement? 
Q1c: Would the third party AF be considered trusted or not trusted in this use case?
Q1d: Does this requirement also include cases that one UE uses the third party's service to get access to resources from another UE? (Example: In the context of a (hiking) game one UE is receiving the location of another UE.)
SA3 would like to request for clarification of requirement 2:
Q2a: Could you please give an example in which a UE is provided with secure access to APIs, triggered by an application that is not visible to the 5G system?
Q2b: How would the 3GPP system allow access on application level if the applications are not visible to the 3GPP system? 
Q2c: Would at least the UE be aware of which application is triggering the UE to access the API? 
Q2d: Would this requirement also be relevant for a UE requesting resources of another UE?
1. SA3 would like to request for clarification that applies to both requirements:
1. […]
1. Q3a: What does the "application" in the two requirements indicate? Is it an application on the UE or an application on the third party AF?
1. Q3b: What is the meaning of "application that is visible to the 5G system"? Does this mean that the application has a direct communication with an entity of the 5G system, or any other meaning?
1. SA1 would like to provide the following comments:
1. SA1 response to SA3 question Q1a:
This requirement 1 treats a scenario where:
· A part of an application resides in a third-party's application server and another part of the application resides in a UE. Those two parts of the application combined provide a service experience to a user who is using the UE.
· The part of the application residing in the third-party's application server accesses northbound APIs exposed by 5GS (i.e., NEF).
· Such applications, unlike applications that are used for M2M and that manage UEs, do not have a rigid association nor agreement with network operator. User uses those applications potentially temporarily and for e.g., entertainment.
· No 3GPP-specific UE impact is expected.
Now a part of an application residing in a third-party's application server contacts a certain API that has impact on a user. 5GS encounters a situation where 5GS can fulfil the request coming from the third-party's application server, if the user authorizes the application to access the API, under an assumption that the network operator allows the user to use this API in this way.
The affected user, here equated with a UE (and the subscriber), then authorizes the application to use the API in this way. To give this authorization, the affected UE (again considered to be identical to user and subscriber) needs to be authenticated. The 5GS also needs to authenticate the part of the application residing in the third-party's application server that is here equated with the third party to establish a secure path between 5GS and this part, and then to authorize this part for use of the API depending on the user's intent.
1. SA1 response to SA3 question Q1b:
No use cases are defined in SA1. 
1. SA1 response to SA3 question Q1c:
Not trusted.
1. SA1 response to SA3 question Q1d:
No.
SA1 was not aware of the possibility to separate the concept of "resource owner", which is defined as "an entity capable of granting access to a protected resource" in TR 23.700-95 in SA6, from UE, when the whole requirements were discussed. In the requirement 1, UE plays a role of resource owner. 
1. SA1 response to SA3 question Q2a:
This requirement 2 treats a scenario where:
· A part of an application may reside in a third-party's application server and another part of the application resides in a UE. Those two parts of the application combined provide a service experience to a user who is using the UE.
· The part of the application residing in the UE accesses northbound APIs exposed by 5GS (i.e., NEF).
· Such applications, unlike applications that are used for M2M and that manage UEs, do not have a rigid association nor agreement with network operator. User uses those applications potentially temporarily and for e.g., entertainment.
· No 3GPP-specific UE impact is expected.
1. SA1 response to SA3 question Q2b:
"not visible" means the third-party's application server is not visible. The part of the application residing in the UE accesses northbound APIs exposed by 5GS.
1. SA1 response to SA3 question Q2c:
This was not discussed.
It is to be noted that UE does not access the API; application on the UE accesses the API.
1. SA1 response to SA3 question Q2d:
No.
1. SA1 response to SA3 question Q3a:
See the SA1 responses in the above for Q1a and Q2a.
1. SA1 response to SA3 question Q3b:
"visible" means the third-party's application server is visible and contacts 5GS.
1.2	Response to SA6
SA1 thanks SA6 for the LS asking the following question (taken from S6-223488):
[…] SA6 understands that the 5G system can recognize the application triggering the APIs in order to allow finer granularity in authorization and that SA1 does not intend to reject this assumption with the word "not visible."
[…] SA6 also requests SA1 to provide feedback if the above descriptions are not aligned with the requirements intended by SA1.
SA1 response to SA6 question
SA1 did not associate the word "visible" or "not visible" with whether "the 5G system can recognize the application triggering the APIs in order to allow finer granularity in authorization." SA1 does not intend to reject the above SA6 assumption. It's up to downstream groups (incl., SA6) to judge whether it's beneficial to consider this aspect as well.
2	Actions
To SA3
ACTION:	SA1 kindly asks SA3 to take the answers above into account. SA3 may refine security requirements, as it falls under SA3’s remit.
To SA6
ACTION:	SA1 kindly asks SA6 to take the answers above into account.
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