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Abstract: This document provides an overview of “Malicious UE Transmitter in 5G Sensing” use case, service flows and potential new requirements for TR 22.837 v0.3.0 (FS_Sensing).
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[bookmark: _Toc100862436][bookmark: _Toc100921160]5.X	Use Case on Malicious UE Transmitter in 5G Sensing
[bookmark: _Toc100862437][bookmark: _Toc100921161]5.X.1	Description		
5G Sensing replies on trustworthy RF signals to provide reliable services. However, a malicious sensing transmitter can contaminate the sensing measurement data and jeopardize the effectiveness of 5G sensing service. 
For example, a malicious user registers his UE to join 5G sensing service and supports sharing 5G sensing measurement data to 5G receivers. But the malicious user hacks on the sensing transmitter module of his UE, modifies the sensing measurement data and provides invalid sensing measurement data to 5G sensing receiver. This can cause false alarm/alert in 5G sensing result and eventually make the user lose faith in 5G Sensing service. To prevent the above issue from happening, 5G system needs to support to disable a malicious UE for 5G sensing service once a malicious UE is detected. 
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Figure 1. Malicious UE Transmitter Example in Autonomous Driving Assistance


5.X.2	Pre-conditions
Refer to TC 5.26, Bob’s vehicle is doing autonomous driving. 
Joe’s vehicle is from a malicious user. Joe’s vehicle is registered for 5G sensing service. Joe installs a hacking software which makes Joe’s vehicle report fake 5G sensing measurement data to 5G sensing receiving entity.
5.X.3	Service Flows
1) Bob drives in downtown and Bob’s vehicle sensing unit is blocked by Joe’s vehicle which is a big truck. Bob’s vehicle can’t see the front road situation well and would not know if it needs to decelerate in advance or not (e.g., if there are any slowdown traffic in the front or any regulatory sign at an intersection area). 
2).	Bob recognizes the needs of 5G sensing system assistance and selects Joe’s vehicle to assist the sensing of surroundings. Joe’s vehicle transfers his sensing information to Bob’s Automated Driving System (ADS) server (see TC 5.26 for details). But Joe’s vehicle transfers fake sensing information (e.g., reporting non existing objects in its surroundings) to Bob’s ADS server.
3).	Bob’s ADS server detects the fake sensing information from Joe’s vehicle, checks on Joe’s past fake reporting records and identifies Joe’s vehicle as a malicious UE. Note: How Bob’s ADS server implements the detection of malicious UE is out of 3GPP scope here.   
4).	Bob’s ADS server reports Joe’s UE as a malicious UE to 5G sensing system.
5).	5G sensing system disables Joe’s UE for 5G sensing service (e.g. add Joe’s UE into the forbidden list of 5G Sensing service). After Joe’s vehicle is added into the forbidden list, Joe’s Vehicle is not authorized to join 5G sensing service anymore.  
5.X.4	Post-conditions
Joes’ vehicle is not authorized for sharing 5G sensing measurement data anymore.
5.X.5	Existing feature partly or fully covering use case functionality
TR 22.837 PR 5.8.6-4 specifies, “The 5G system shall be able to provide means to authorize and configure a UE for sensing operation”. 
This use case is different from the above requirement. For this use case, UE is authorized by 5G system and is allowed to join 5G sensing service. But after joining 5G sensing service, a UE can be manipulated by a malicious user to provide fake sensing measurement data to 5G system. There is no requirement for malicious user management in 5G sensing service.
5.X.6	Potential New Requirements needed to support the use case
[PR.5. X.6-1] The 5G system shall provide an API for an authorized third-party entity to report malicious UE(s) to 5G system.

[PR.5. X.6-2] The 5G system shall provide a mechanism to disable a UE for 5G sensing service once the UE is identified as a malicious UE (e.g., add an identified malicious UE into the UE forbidden list for 5G sensing service)
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