3GPP TSG SA WG 1 Meeting #100 	  S1-223493
Toulouse, France, 14 – 18 November 2022	(Revision of S1-223121)

Source:	Huawei
pCR Title:	New requirement for forbidden sensing area
Draft Spec:	3GPP TR22.837-020
Agenda item:	7.2
Document for:	Approval
Contact:	Fangyuan Zhu (zhufangyuan@huawei.com)

Abstract:  this contribution proposes to add some new security requirement for sensing. 
1. Introduction
Sensing is using RF signal to sense the target environment. However, according to regional/national requirements, there may be some sensitive areas where are not allowed to perform sensing. Therefore, it is proposed to add a new requirement into clause 6.2. 
2. Reason for Change
Currently, TR 22.837 already captured some authorization related PRs for 5G system when UEs perform the sensing measurement in a certain area or location using 3GPP sensing technologies. However, when UEs located in a area where is not allowed to perform sensing operation, the 5G network shall support mechanisms to disable sensing operations of this UE. 
3. Proposal
It is proposed to agree the following changes of  Clause 6.2 to 3GPP TR 22.837 v0.2.0.

* * * First Change * * * *
6.2 Privacy 
Since Sensing is almost for the whole environment under the RF signal coverage, the privacy of sensing operation is an important consideration factor for real deployment.
For the private area, the private permission is required for sensing operation from such as the homeowner for in-home sensing or the building management for the in-building sensing.
For the public area, such as the public road, park and airport, it is required to obtain the permission of the public area management.
For the specific object (e.g. rain), the content of the sensing result report is limited according to the authority of the sensing requester, for example, the climate and rainfall detection can be reported to the Meteorological Bureau.
For the sensed object that supports 3GPP UE capability, the 5GS should notify the UE about the sensing event and request consent of the user before sensing the object. 
These privacy policies need to be configured on the 5GS and can be flexible modified by the related parties under the operator control.
[bookmark: _GoBack]The 5G system shall support mechanisms to disable sensing operations of a UE if the UE is located in an area where the sensing operation is not allowed due to privacy considerations.
* * * End of Change * * * *
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