3GPP TSG SA WG 1 Meeting #100 	S1-223420
Toulouse, France, 14 – 18 November 2022	(revision of S1-223115)

Source:	CATT
pCR Title:	Pseudo-CR: Considerations on security
Draft Spec:	3GPP TR 22.851 v0.2.0
Agenda item:	7.4
Document for:	Approval
Contact:	Qing Wan wanqing1@cictmobile.com 

Abstract: The contribution describes the considerations on security for indirect network sharing, and potential security requirements are identified for TR22.851.
1. Introduction
Indirect network sharing introduces the involvement of core network of Hosting Operators, which have ability to access to more user information, and the operation and network information of Participating Operators. The proposal intends to collect considerations on security for different use cases of indirect network sharing and reflects in TR22.851.
2. Reason for Change
Potential security requirements for different use cases of indirect network sharing shall be considered in TR22.851.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 22.851v 0.2.0 

* * * First Change * * * *
[bookmark: _Toc104210785]6	Other considerations
6.1	Considerations on security
[bookmark: _GoBack]Different from MOCN configuration, which routes UE to the core network of Participating Operator only directly through shared RANthe access network of Hosting Operator, indirect network sharing needs to involve the core network of Hosting Operator in the signaling exchange. The interoperability between the core networks of Hosting Operator and Participating Operator will expose more information about the subscribers, the operator’s policy and operations of respective core networks.The interoperability between the core networks of Hosting Operator and Participating Operator will expose more information about the subscribers and the service policy and operations of each core network.
Considering the security on user privacy and proprietary business strategy of the operator’s policys, new potential security requirements are captured as below. 
[P.R.6.1-1] The 5G system shall protect the user privacy (e.g. the subscription, user identities) from disclosing to shared RAN and the core network of Hosting Operatorss when UE obtains services in shared networks using indirect network sharing.
[P.R.6.1-2] The 5G system shall provide a mechanism to limit the exposure of the information non-relevant to indirect network sharing (e.g. network topologies of RAN and/or core network, the operator’s policy) between Hosting Operators and Participating Operators.
* * * End of Change * * * *
3GPP
