3GPP TSG-SA WG1 Meeting #100 
S1-223343
Toulouse, France, 14– 18 November 2022
(revision of S1-223113)
Title:
Use case of UAVs/traffic vehicles/pedestrians detection near Smart Grid equipment
Agenda Item:
7.1
Source:
China Mobile
Contact:
Xiaonan Shi (shixiaonan@chinamobile.com)  
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5.T
Use case of UAVs/traffic vehicles/pedestrians detection near Smart Grid equipment
5.T.1
Description

In the future, there will be more and more autonomous driving devices, such as drones and self-driving cars. These devices have a strong ability to affect the surrounding environment, which may have an impact on the operating equipment in Smart Grid.
For example, traffic vehicles, such as UAVs and engineering vehicles, may affect the operation safety of multiple links such as power generation, power transmission, and power transformation.

At present, multiple scenarios of power transmission and transformation in the Smart Grid industry have potential combination with integrated sensing and communication technology. Among them, there are related accidents caused by hooking or damaging transmission lines by traffic vehicles in the power transmission process. Thus, the transmission stations need to identify and warn traffic vehicles. In the process of power transformation, there are security risks such as candid photography and attack by drones, getting electric shock when approaching, etc. In a word, there are requirements for perimeter intrusion detection and UAV detection in substations.
5.T.2
Pre-conditions

There are existing 5G base stations deployed near the transmission stations and substations, which can provide constant remote sensing of the location of intruders in the coverage area including UAVs, engineering vehicles and pedestrians. Network operator A can use these 5G base stations to provide 5G sensing service for the Smart Grid operator X, including sensing the motion trail of the UAVs, traffic vehicles and pedestrians in their working area.

The Smart Grid operator X uses the 5G sensing service provided by 5G network Operator A to detect potential intrusion/approaching of UAVs, traffic vehicles and pedestrians near the transmission stations and substations.

The Smart Grid operator sets the border of restricted area for the transmission stations/lines and substations in which no UAVs, traffic vehicles or pedestrians can be access, and define a warning distance value. Once a UAV, traffic vehicle, or pedestrian is detected that its distance from the border is less than the warning distance value, the 5G system will report the event to the Smart Grid operator to send the alerting message.

The 5G base stations can sense the location of the UAV/traffic vehicle/pedestrian constantly and send these data to the 5G core network. Then the sensing node and computing node can analyse and predict the path of the UAV or pedestrian according to a large amount of data, and give early warning of potential security risks.
5.T.3
Service Flows

1.
The Smart Grid operator X requests sensing service from network operator A to collect sensing data in the defined area (i.e., the park covering transmission stations and substations). The network operator A configures the base stations located in the defined area to perform sensing.

2.
The 5G base station constantly collects sensing measurement data of the location of UAVs/traffic vehicles/pedestrians in the defined area, and send the sensing data to the 5G core network with a defined frequency to obtain the sensing result (i.e., the distance between the UAV/traffic vehicle/pedestrian and the border or motion trail).

3.
The 5G system will send notification to UAVs/traffic vehicles/pedestrians with UE that they are near a restricted area. 5G system will also report the sensing results to the Smart Grid operator. The Smart Grid operator determines to send the alerting message to the intruding/approaching UAVs/traffic vehicles/pedestrians based on the sensing results. In addition, the staffs working in the park respond to the emergency and prepare to intercept the intruding/approaching if the UAVs/traffic vehicles/pedestrians are not away.
5.T.4
Post-conditions

The UAVs/traffic vehicles/pedestrians are away from the defined area. Potential security risks are avoided. Thanks to the wide-area and constant sensing capability of the 5G base station, and the precise data processing and prediction by the 5G core network, the safety supervision of the Smart Grid is improved.
5.T.5
Existing features partly or fully covering the use case functionality
None.
5.T.6
Potential New Requirements needed to support the use case



[PR. 5.T.6 - 001] Subject to operator policy, the 5G system shall enable the core network to expose a suitable API to a authorized third party to provide the information regarding sensing results.
[PR. 5.T.6 - 002] The 5G system shall provide a mechanism to notify the UE about the sensing result base on the pre-agreeement with 3rd party.
[PR. 5.T.6 - 003] The 5G system shall be able to support the following KPIs:

Table 5.T.6-1: Performance requirements for the use case in Smart Grid

	Scenario
	Sensing service area 
	Confidence level [%]


	Accuracy of positioning estimate by sensing (for a target confidence level)
	Accuracy of velocity estimate by sensing (for a target confidence level)
	Sensing resolution
	Max sensing service latency

[ms]


	Refreshing rate

[s]


	Missed detection

[%]


	False alarm

[%]



	
	
	
	Horizontal

[m]
	Vertical

[m]
	Horizontal

[m/s]
	Vertical

[m/s]
	Range resolution

[m]


	Velocity resolution (horizontal/ vertical)

[m/s x m/s]


	
	
	
	

	Sensing for the use case in Smart Grid (Note 1)
	Outdoor
	95%
	≤0.7


	N/A
	UAV: ≤25;

Pedestrian: ≤1.5;

Vehicle: ≤15
	N/A
	N/A
	N/A
	≤5s


	≥10Hz


	[≤5%]
	[≤5%]

	Note 1: the typical size (Length x Width x Height) of UAV is 1.6m x 1.5m x 0.7m, the  typical size of pedestrian is 0.5m x 0.5m x 1.75m, and the typical size of engineering vehicle is 7.5m x 2.5m x 3.5 m. The size of the park of Smart Grid depends on the real environment. 

Note 2: the safe distance between pedestrian/vehicle and transmission station/line is 0.7m/0.95m [x].



