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5.X
Use case on confidentiality and integrity protection for coordinated sensing

5.X.1
Description

Coordinated sensing plays an important role in wireless sensing services. Currently, there are already some use cases that are based on or leverage 5GS coordinated sensing, e.g., sensing-assisted automotive maneuvering and navigation, network-assisted sensing to avoid UAV collision, health monitoring at home, etc. The coordinated sensing involves transmitting sensing measurement data or exchanging sensing coordination information between UEs and RAN entities. This use case introduces the requirements that protecting confidentiality and integrity of the data inside the coordinated sensing systems.

For the use case “5.8 sensing-assisted automotive maneuvering and navigation”, Bob’s vehicle could request neighboring UEs/RAN entities for sensing inputs by establishing a direct 5G communication connection with neighboring UEs/RAN entities. During this process, the sensing inputs could be eavesdropped and tampered by unauthorized users if without confidentiality and integrity protection, resulting in impaired system performance and increased security risks.
For the use case “5.12 network assisted sensing to avoid UAV collision”, the UE on boarding the UAV could send the sensing measurement data containing surrounding environment information back to the base station via the 5G communication connection. Unauthorized users could obtain the environmental measurement data through eavesdropping, and may tamper with the sensing measurement data, causing UTM to erroneously guide the UAV’s flying trajectory. 

For the use case “5.17 health monitoring at home”, the UE coordinates wireless sensing with the base station, which requires exchanging sensing coordination information between UEs and RAN entities. The coordination information may include sensing capabilities and coordinating of timing/frequencies of sensing signals. The sensing capability and timing/frequencies information of sensing signals being coordinated need to be protected from tampering to prevent sensing service degradation or denial of sensing service (i.e., DoS attack). 
In summary, two aspects need confidentiality and integrity protection in coordinated sensing, i.e., sensing measurement data transmission and sensing coordination information exchange between UEs and RAN entities. 
5.X.2
Pre-conditions

1. The UEs and RAN entities are deployed for the NR-based integrated communication and sensing. The UEs and RAN entities can act as wireless sensing transmitters or receivers. 
2. UE A and UE B support direct 5G communication connections with each other or with other RAN entities (e.g., base station A, and base station B). Additionally, UE A, UE B, base station A, and base station B are authorized. 
3. There is an unauthorized user that is attempting to eavesdrop or tamper with data transmitted inside the coordinated sensing systems.
5.X.3
Service Flows

Sensing measurement data transmission between UEs and RAN entities

1. UE A is enabled to coordinate with UE B and base station A. UE A establishes 5G communication connection with UE B and base station A.  
2. UE A sends its sensing measurement data to the base station A. 

3. UE B requests sensing inputs from UE A.
4. Based on the received requests, UE A sends the sensing measurement data to UE B.

5. Unauthorized users attempt to obtain or tamper with sensing measurement data being transmitted.

6. Due to the confidentiality and integrity protection of the transmitted sensing measurement data, unauthorized users cannot obtain any sensing information, and cannot damage the security of the system by tampering.
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Figure 5.X.3-1: Sensing measurement data transmission for coordinated sensing
Sensing coordination information exchange between UE and RAN entities 

1. UE A coordinates with base station A and base station B to perform the sensing service. According to the system configuration and policies, UE A exchanges the sensing coordination information (e.g., sensing capability) with base station A and base station B. 

2. When performing coordinated sensing operations, the base station A and base station B act as sensing transmitters. UE A acts as a sensing receive. 

3. Unauthorized users attempt to obtain or tamper with the coordination information being exchanged.

4. Due to the confidentiality and integrity protection of the transmitted coordination information, unauthorized users cannot obtain any information, and cannot damage the security of the system by tampering.
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Figure 5.X.3-2: Sensing coordination information exchange for coordinated sensing
5.X.4
Post-conditions

Confidentiality and integrity of sensing measurement data transmitted between UEs and RAN entities are protected.
Confidentiality and integrity of sensing coordination information exchanged between UEs and RAN entities are protected.
5.X.5
Existing features partly or fully covering the use case functionality

TBD.
5.X.6
Potential New Requirements needed to support the use case

[PR 5.X.6 -1] The 5G system shall provide confidentiality and integrity protection to prevent the sensing measurement data transmitted between UEs and RAN entities from eavesdropping and tampering. 

[PR 5.X.6 -2] The 5G system shall provide confidentiality and integrity protection to prevent sensing coordination information between UE and RAN entities from eavesdropping and tampering. 
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