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Abstract: This document provides a categorization proposal for categorizing service requirements for Ambient IoT devices.
1. Discussion
Some service requirements can be merged or classified into one category. The following text provides analysis to all the existing service requirements in TR 22.840 v0.2.0, and proposes to classify them into six categories, including communication, Ambient IoT device management, positioning, security, exposure and charging.
In clause 7.1.y, it is not clear whether “activate and deactivate an Ambient_IoT device” has the same meaning as “enable and disable an Ambient_IoT device”. It is proposed to further discuss the requirements during the meeting, and use the same wording or clarify the differences between them.

2. Analysis
7.1.x	General Service Requirements for Communication
The following PRs are almost the same. They can be covered by one PR, e.g. 
[PR 7.1.x-1] The 5G system shall be able to communicate with an Ambient-IoT device.
[PR 5.2.6-1] The 5G system shall be able to communicate with an Ambient-IoT device.
[PR 5.11.6-1] The 5G system shall be able to communicate with an Ambient-IoT device.
[P.R.5.13.6-001] The 5G system shall be able to support communication with Ambient IoT devices. 
[PR.5.15.6.2-1] The 5G system shall support communication for Ambient_IoT devices.
[PR.5.6-001] The 5G system shall be able to support communication services for ambient power-enabled IoT devices.
Editor’s Note: The definition of ‘ambient power-enabled IoT devices’ will align to final TR.

The following PRs includes more descriptions to the Ambient IoT device and the communication mechanism. With the agreed definition to Ambient IoT device, these PRs can be covered by the above PR.
[P.R.5.1.6-001] The 5G system shall be able to support communication with Ambient_IoT device which is battery-less or with limited energy storage (e.g. capacitor).
[PR 5.5.6.1-001] The 5G system shall support communication for an Ambient IoT device which is battery-less or with limited energy storage capability.  
[PR.5.3.6.2-1] The 5G system shall support energy efficient communication mechanisms (i.e. minimizing the overall and peak device communication power consumption) for Ambient IoT devices.
[P.R.5.13.6-004] The 5G system shall support energy efficient communication mechanisms for Ambient IoT devices (i.e. minimizing the device communication power consumption).
[PR.5.4.6-001] 5G system shall support network access for Ambient IoT devices while considering the constraint power consumption.
Note: The above requirement applies to both NPN and PLMN. 

The following PR emphasize the communication entities include RAN entities and authorized UEs. They could be covered by the PR below:
[PR 7.1.x-2] The 5G system shall be able to support means to support RAN entities and authorized UEs to communicate with Ambient IoT devices and transfer related information to other 5G system entities (e.g. core network) / servers.
[PR.5.8.6-3] The 5G system shall be able to support means to support RAN entities and authorized UEs to communicate with Ambient IoT devices and transfer related information to other 5G system entities (e.g. core network) / servers.
[PR.5.8.6-1] The 5G system shall be able to assist an Ambient IoT device with discovery and communication with UEs/RAN entities that can provide location related information. 
Editor’s note: "UEs/RAN entities” terminology needs to be clarified. 

The following PRs describes collecting information from an Ambient IoT device and can be merged, e.g.
[PR 7.1.x-3] The 5G system shall be able to collect information from a specific Ambient IoT device.
[PR 5.2.6-3] The 5G system shall be able to provide a mechanism to collect the information stored in an Ambient-IoT device.
Editor’s Note: This requirement need to be revisited to clarify how the device can store information without application and what kind of data that can be stored.
[P.R.5.12.6.1-002] The 5G system shall be able to collect information from a specific Ambient IoT device.

The following PR adds time restriction of the efficiency of communication with a group of devices and can be covered by a separated PR, e.g.: 
[PR 7.1.x-4] The 5G system shall be able to communicate with a group of Ambient-IoT devices over a predefined duration.
[PR 5.2.6-2] The 5G system shall be able to communicate with a group of Ambient-IoT devices over a predefined duration.

7.1.y	Requirements for Ambient IoT device management
The following PRs propose provision, authentication, authorization, mobility management in 5GS to Ambient IoT devices. Authentication and authorization would be better to be put in security clause. This clause can focus on provision and mobility management, e.g.:
[PR 7.1.y-1] The 5G System shall allow an operator to provision subscriptions/credentials to Ambient_IoT devices.
[PR 7.1.y-2] The 5G System shall optimize mobility management support for non-stationary Ambient_IoT devices that are unable to initiate communication towards the network.

[PR 5.16.6.1-003] The 5G System shall allow an operator to manage (e.g. provision, authenticate, authorise, etc.) Ambient_IoT devices that have limited or no power source.
[PR 5.16.6.1-002] The 5G system shall optimize mobility management support for non-stationary Ambient_IoT devices that are unable to initiate communication towards the network. 
The following first PR introduces management of Ambient IoT devices in bulk. It also includes “activate” and “deactivate”. It is not clear whether the two words are the same as the “enable and disable” in the following second PR. It is proposed to further discuss the two requirements and use the same wording or clarify the differences between them.
[P.R.5.1.6-005] The 5G system shall be able to manage (e.g. provide service parameters, activate, deactivate) multiple Ambient_IoT devices in bulk.
[PR 5.5.6-1] Based on operator policy, the 5G system shall provide means for an authorised user or authorised third parties to request enable and disable an Ambient IoT device capability to transmit RF signals.

7.1.z	Requirements for positioning
The following PRs proposes positioning for Ambient IoT devices or positioning based on Ambient IoT devices. Some parts of the PRs can be merged, e.g.:
[PR 7.1.z-1] The 5G system shall be able to support indoor and outdoor positioning for an Ambient-IoT device. The 5G system shall be able to locate a certain Ambient IoT device in a certain geographical area, e.g. at cell level.
[PR 5.7.6-1] The 5G system shall be able to support means to discover and locate Ambient-IoT devices in a certain geographical area, e.g. at cell level.
[PR 5.2.6-5] The 5G system shall be able to support positioning for an Ambient-IoT device.
[PR 5.12.6.1-004] The 5G system shall be able to support indoor and outdoor positioning for Ambient IoT devices.

7.1.s	Requirements for security
The following PRs proposes security for Ambient IoT devices. Some of them can be merged, e.g.:
[PR 7.1.s-1] The 5G system shall be able to support energy efficient security mechanisms for Ambient IoT devices, including authentication, authorization, encryption and data integrity.
[PR 7.1.s-2] The 5G system shall be able to provide a mechanism to protect the privacy of information (e.g., location and identity) exchanged during communication with an Ambient IoT device.
NOTE 1:	This requirement refers to communication between Ambient IoT devices and 5G System entities (e.g., core network, RAN entities), application servers or authorized UEs.

[PR 5.3.6.2-2] The 5G system shall be able to support energy efficient security mechanisms for Ambient IoT devices, including authentication, encryption and data integrity.
[P.R.5.13.6-002] The 5G system shall be able to support suitable security mechanisms for Ambient IoT devices, including encryption and data integrity.
[P.R.5.13.6-003] The 5G system shall be able to support suitable mechanisms to authenticate and authorize Ambient IoT devices. 
[PR 5.8.6-5] The 5G system shall be able to support a UE to authenticate an Ambient IoT device.
[PR. 5.12.6.1-006] The 5G system shall support to validate an Ambient IoT device.
[PR. 5.14-005] The 5G system shall be able to support a UE to verify an Ambient IoT device’s identity.
[PR 5.16.6.1-001] The 5G system shall be able to support a mechanism to authenticate and authorize Ambient_IoT devices.
[P.R.5.1.6-003] The 5G system shall support suitable security mechanisms for Ambient_IoT devices, including encryption and data integrity.
[P.R.5.1.6-004]The 5G system shall be able to support the authentication and authorization mechanisms of Ambient_IoT devices.
[PR.5.6-002]  The 5G system shall support suitable security mechanisms for Ambient IoT devices, including authentication, encryption and data integrity. 
[PR.5.8.6-4] The 5G system shall be able to provide a mechanism to protect the privacy of information (e.g., location and identity) exchanged during communication with an Ambient IoT device.
NOTE 1:	This requirement refers to communication between Ambient IoT devices and 5G System entities (e.g., core network, RAN entities), application servers or authorized UEs.

The following PRs proposes security for UEs which communicate with Ambient IoT devices. Some of them can be merged, e.g.:
[PR 7.1.s-3] Based on operator policy, the 5G system shall be able to support authorization of UEs communicating with an Ambient IoT device.
[PR 7.1.s-4] The 5G system shall support to authorize a UE to obtain device information of an Ambient IoT device.
[PR 7.1.s-5] The 5G system shall be able to support an Ambient IoT device to validate a UE which communicates with the device.
[PR 7.1.s-6] Based on operator policy, the 5G system shall be able to support authorization of UEs to perform positioning with an Ambient IoT device.

[PR 5.8.6-2] Based on operator policy, the 5G system shall be able to support authorization of UEs communicating with an Ambient IoT device. 
[PR.5.12.6.1-001] The 5G system shall support to authorize a UE to obtain device information of an Ambient IoT device.
[PR. 5.12.6.1-005] The 5G system shall be able to support an Ambient IoT device to validate a UE which communicates with the device.
[PR.5.14-001] The 5G system shall support be able to authorize a UE to perform Ambient IoT communication services with specific Ambient IoT devices.
[PR.5.14-002] The 5G system shall be able to support authorizing a UE to perform Ambient IoT positioning services with specific Ambient IoT devices. 
[PR. 5.14-004] The 5G system shall be able to support an Ambient IoT device to authenticate a UE triggering Ambient IoT services.

7.1.t	Requirements for exposure
The following PRs proposes capability exposure to authorized users or 3rd party application server. The capabilities include manage, operating, collect information, positioning request to an Ambient IoT device, modify the information stored in an Ambient IoT device, enable and disable an Ambient IoT device capability to transmit RF signals. The differences are highlighted in yellow in below PRs. Some of them can be merged.

[PR 5.16.6.1-004] The 5G System shall be able to provide suitable and secure means to report to an authorized third-party the location of Ambient_IoT devices.
[PR 5.3.6.2-3] The 5G system shall support a mechanism to interface a 3rd party application to manage and operate on the Ambient IoT devices.
[PR 5.2.6-4] The 5G system shall be able to provide a mechanism to expose the information collected from an Ambient-IoT device to a trusted 3rd party.
[P.R 5.13.6-005] The 5G system shall support transferring data collected from Ambient IoT devices to a trusted 3rd party.
[PR.5.14-003] Subject to user consent and operator’s policy, the 5G system shall be able to expose the identities and positions of Ambient IoT devices to a 3rd party. 
[PR 5.11.6-2] The 5G system shall be able to provide a mechanism for a trusted 3rd party to modify the information stored on an Ambient-IoT device. 
Editor’s Note: This requirement need to be revisited to clarify how the device can store and modify information without application and what kind of data that can be stored.
[P.R.5.12.6.1-003] The 5G system shall be able to provide information of a specific Ambient IoT device to the trusted 3rd party.
NOTE: The request from 3rd party can include the requested Ambient IoT device identity, the requested service area to find the Ambient IoT device, the requested information of an Ambient IoT device includes position information.
 [P.R.5.1.6-002] The 5G system shall support to provide collected information from Ambient_IoT devices to the trusted 3rd party .
[PR 5.5.6-1] Based on operator policy, the 5G system shall provide means for an authorised user or authorised third parties to request enable and disable an Ambient IoT device capability to transmit RF signals.

7.1.u	Requirements for charging
The following PRs proposes charging requirements. The charging information granularities may be dependent on charging policies, e.g. per Ambient IoT device, per application. 
[PR.5.3.6.2-4] The 5G system shall be able to collect charging information for using Ambient IoT services on per Ambient IoT device basis (e.g. total number of communication per charging period).
[PR 5.3.6.2-5] The 5G system shall be able to collect charging information per application for using Ambient IoT services (e.g. total number of Ambient IoT devices per charging period).
[PR 5.5.6.1-002] The 5G system shall support collection of charging information based on different charging policies for Ambient-IoT type of communication, i.e., total number of communication (e.g. data payload) per charging period, or total number of Ambient IoT devices per charging period.

Proposal
1. It is proposed to discuss the categorization and possible merge of the services requirements. 
2. It is proposed to further discuss and clarify the two requirements as highlighted in clause 7.1.y.
3. It is proposed to add the following changes to TR 22.840, six categorizes and some initial service requirements.
************* start of change ***************
[bookmark: _Toc113387789]7.1	Consolidated potential requirements
7.1.x	General Service Requirements for Communication
[PR 7.1.x-1] The 5G system shall be able to communicate with an Ambient-IoT device.
[PR 7.1.x-2] The 5G system shall be able to support means to support RAN entities and authorized UEs to communicate with Ambient IoT devices and transfer related information to other 5G system entities (e.g. core network) / servers.
[PR 7.1.x-3] The 5G system shall be able to collect information from a specific Ambient IoT device.
[PR 7.1.x-4] The 5G system shall be able to communicate with a group of Ambient-IoT devices over a predefined duration.

7.1.y	Requirements for Ambient IoT device management
[PR 7.1.y-1] The 5G System shall allow an operator to provision subscriptions/credentials to Ambient_IoT devices.
[PR 7.1.y-2] The 5G System shall optimize mobility management support for non-stationary Ambient_IoT devices that are unable to initiate communication towards the network.
[PR 7.1.y-3] Based on operator policy, the 5G system shall be able to enable and disable an Ambient IoT device capability to transmit RF signals based on request from 3rd party application server.
Editor's Note: It is FFS whether “activate and deactivate an Ambient_IoT device” has the same meaning as “enable and disable an Ambient_IoT device”.

7.1.z	Requirements for positioning
[PR 7.1.z-1] The 5G system shall be able to support indoor and outdoor positioning for an Ambient-IoT device. The 5G system shall be able to locate a certain Ambient IoT device in a certain geographical area, e.g. at cell level.

7.1.s	Requirements for security
[PR 7.1.s-1] The 5G system shall be able to support energy efficient security mechanisms for Ambient IoT devices, including authentication, authorization, encryption and data integrity.
[PR 7.1.s-2] The 5G system shall be able to provide a mechanism to protect the privacy of information (e.g., location and identity) exchanged during communication with an Ambient IoT device.
NOTE 1:	This requirement refers to communication between Ambient IoT devices and 5G System entities (e.g., core network, RAN entities), application servers or authorized UEs.
[PR 7.1.s-3] Based on operator policy, the 5G system shall be able to support authorization of UEs communicating with an Ambient IoT device.
[PR 7.1.s-4] The 5G system shall support to authorize a UE to obtain device information of an Ambient IoT device.
[PR 7.1.s-5] The 5G system shall be able to support an Ambient IoT device to validate a UE which communicates with the device.
[PR 7.1.s-6] Based on operator policy, the 5G system shall be able to support authorization of UEs to perform positioning with an Ambient IoT device.

7.1.t	Requirements for exposure
Editor's Note: The capabilities exposed to the 3rd party application server include manage, operating, collect information, positioning request to an Ambient IoT device, modify the information stored in an Ambient IoT device, enable and disable an Ambient IoT device capability to transmit RF signals.

7.1.u	Requirements for charging
Editor's Note: The charging information granularities may be dependent on charging policies, e.g. per Ambient IoT device, per application.

************* end of change ***************

