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Abstract: Abstract: This pseudo-CR provides an overview of “3GPP based Digital Twin (DT) Security” use case, service flows and potential new requirements.
1. Introduction
2. Reason for Change
Proposing new “3GPP based Digital Twin (DT) Security” use case for FS_Metaverse proposal.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 22.856 version 0.2.0.
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5	Use cases
[bookmark: _Toc100862436][bookmark: _Toc100921160]5.A	Use case on 3GPP based Digital Twin Security.
[bookmark: _Toc100862437][bookmark: _Toc100921161]5.A.1	Description
Digital twin (DT) can be characterized into Physical objects in the real world, virtual representation in virtual world (metaverse) and the connections of data that interconnect between physical and virtual world [9]. Real world users and components demand for high-accuracy representation of the self as the digital twin and different avatars in the metaverse. Some of the popular ways to generate DT is using NFT services, 3D scanners and developers who can create highly accurate and detailed digital version of the Physical objects. These DTs are submitted to the metaverse infrastructure such as block chain and smart contracts so that it can be used in the metaverse (digital world) [2,3,4].

DT and 5G System. Providing Authentic DT, validating and associating DT to an Authentic user can be challenging and an open problem to address in the world of metaverse. 5G system readily authenticates and authorizes subscribed users using SUPI and GUTI. Associating DTs to the subscribed users is an authentic and controlled mechanism to secure DT and it’s authentic user. 5G subscribed users can access their DT and their associated user’s DT such as child DT, siblings DT etc., from a 3GPP network or non-3GPP access by using the conventional authentication through SEPP [1].

DT Security and privacy. Physical world users are expected to perform similar actions in metaverse such as surgeries, business transactions, confidential collaborative projects etc., Security and privacy of DT is critical to perform transactions in metaverse. We extend all the data security aspects defined in [7, 8] to DT in this section. Confidentiality. DT will be involved in transactions such as collaborative engineering, metaverse based surgeries etc., The user representing the DT would like to keep the transactions confidential for many reasons such as confidentiality of projects, surgeries etc., Integrity. DT digital representation should not be changed after DT creation, after DT usage or under any circumstances since DT digital form is unique and should preserve it’s integrity at all times. Availability. DT digital representation is vital in entering into metaverse universe and it should be accessible or available at all times and  accessible from any place. Authentication. Physical world authentication is also extended to the DT, since all the transactions performed in the metaverse will be the similar to the physical world. The authenticity of the individual and transactions participants are required for a secured metaverse transactions. Identity Management. The owner of the of the DT should be able to update and authentically modify with security and privacy intact. Duplication Data. The digital representation of the DT should be unique and protected such that it can't be duplicated either by copying or reproducing. Cyber Attack. The attackers can steal or stop from using the DT in the metaverse. Digital representation of the DT should be protected such that it is tamper or hack proof. Users Privacy. Physical world users prefer to have a secure pseudonyms and untraceability of the DT for security purposes. Trust. Validity, authentication and mutual authentication are necessary to create trust in metaverse universe.  Assets ownership Proof and Security. A secure and reliable mechanism is required to prove authenticity of the ownership publicly and not forged. Ownership Transferring. Based on th user demand the ownership of the DT should be transferrable with security and privacy intact. Conditional Privacy and Government Monitoring  Privacy of the DT is conditional and will be regulated by the governing body I,e government officials reserve the rights to avail any DT information for national security purposes [3,4]. 





Figure-1: 3GPP based Physical objects to Digital Twin representation

5.A.2	Pre-conditions
1) Dr. Alex and Dr. Bob are two renowned doctors who are also trained to perform surgeries using Immersive interactive mobile healthcare services.
2) Dr. Alex and Dr.Bob are usually invited by many hospitals to perform metaverse based surgery.
3) Dr. Alex and Dr. Bob both have 5G based HMD devices, which can connect to any hospital surgery room virtually using an authentic digital twin (Avatar).
4) 5G Network is able to generate secure and authentic DT using NFT(s) and associate them to the authentic subscribers.
5.A.3	Service Flows
1) Hospitals are looking for reliable and authentic DT and metaverse platforms so that security and privacy aspects such as integrity, availability, Authentication, Identity management of the surgeons and surgery procedures are preserved.
2) Dr. Alex and Dr. Bob subscribe to the 5G network and obtain a DT of the self - using NFT with the network.  
3) Dr. Alex and Dr. Bob use the authentic DT generated by the 5G network to connect to the metaverse platform of any hospital and perform surgeries using the authentic DT.
4) In case if 5G system does not support DT, then surgeons have to depend on another system for an authentic DT representation, which currently does not exist. It is also hard to develop another system to generate and associate an DT to an authentic user.
5) The 5G system provides privacy of Dr. Alex and Dr. Bob DT(s) such that it is trust worthy all the time and protects the privacy of his identity from hackers. The identity of the surgeons are revealed to the relevant parties only such as hospitals, patients, nurses, assisting doctors.
6) In case, if the security of the DT is not provided or given to third party, Surgeons identity could be easily stolen by hackers to misuse them, cyber attacks are possible leading to denial of surgeons identity, identity could be stolen etc., 
5.A.4	Post-conditions
1) After the surgery, Dr. Alex and Dr. Bob disconnect from the 5G Network and go back to their routine work.
2) The Authentic DT is securely stored in the 5G Home Network’s database.
5.A.5	Existing feature partly or fully covering use case functionality
1. In TS 33.501 [6],  5G Network allocate a unique Subscription Permanent Identifiers (SUPI) for each SIM card. An authentication between user and service provider takes place is based on a shared symmetric key, which can take place after user identification.  To secure SUPI identity, visiting 5G network assigns temporary identifiers called GUTI (Globally Unique Temporary User Equipment Identity for a SIM card. Securing DT for a subscribed user based on well-established SUPI/GUTI is very promising for metaverse security [1].
 
1. 5G Network Architecture uses UE, USIM and Home Network (HN) entities, when a user registers his USIM for the first time with the HN, it stores a unique SUPI and other subscriber related data in the USIM. These subscribers related parameters also get stored in the HN databases. DT creation and storing can be part of the USIM registration and subscriber related data [1, 6].
 
1. The 3GPP standards for 5G security specifies Extensible Authentication Protocol AKA (EAP-AKA) and 5G-AKA as two Authentication Key Agreements (AKA). 5G-AKA uses seven unrelated symmetric key algorithms, which is detailed in TS 33.501 [1, 6].
 
1. To the best of our knowledge relating SUPI/GUTI to an external application function such as Digital representation of DT is new of its kind and proposed for the first time in SA1.

5.A.6	Potential New Requirements needed to support the use case
 
[PR 5.2.6-001] The 5G system shall support unique DT representation associated with subscribed user.
 
[PR 5.2.6-002] The 5G system shall ensure Digital Twin security aspects such as integrity, availability, Authentication, Identity management.
 
[PR 5.2.6-003] The 5G system shall support privacy of the subscribed user's DT representation.
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