3GPP TSG-SA WG1 Meeting #100 
  S1-223086
November 14- 18 Nov 2022, Toulouse, France

Title:
Introduction to Support WBA OpenRoaming Framework for the 
Interconnect between SNPN & Credentials Holder (CH) 
Agenda Item:
DUMMY
Source:
Intel, Cisco
Contact:
Suresh Srinivasan / suresh.srinivasan@intel.com
Abstract: This paper discusses the background & discussion of WBA OpenRoaming Framework for the Interconnect between SNPN & Credentials Holder (CH).
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Background & Discussion
Background. SA3 has received an LS from the Wireless Broadband Alliance [2] on "Facilitating roaming adoption across 3GPP NPN deployments. SA3 discussed the LS in the discussion paper [6]. SA3 recommended discussing the WBA OpenRoaming at the SA/SA1 plenary level. During the discussion in SA#97, plenary has asked SA1 (SP-220985) to consider the WBA OpenRoaming Technical Standards Task Group request for service requirements to facilitate interconnect between SNPNs and CH:

SA has discussed WBA OpenRoaming Technical Standards Task Group’s request and concluded that the most appropriate way for initiating related work in 3GPP is via the SA1 working group by company contributions. Namely, the proponents of this work should bring a Release 19 proposal in the SA1 WG following the established 3GPP working procedures.
WBA OpenRoaming Technical Standards Task Group have renewed their request by sending an LS directly to SA1 (S1-22xxxx)

WBA kindly asks 3GPP SA1 to consider defining, in the release 19 timeframe, service requirements for facilitating interconnect between SNPN and CH, in particular, considering the issues described above.
Specifically, the WBA LS (S1-22xxxx) points to the following issues as they relate to the deployment of interconnection between SNPN and Credentials Holder:
1) There may be SNPN and CH deployments where IP address information of endpoints is not available in advance of signalling establishment, e.g., 1) where the SNPN is operated behind a NAT, 2)  where a CH instance is operated using a cloud provider using dynamic IP address assignment, or 3) where the interconnect is delivered as part of a third party defined confederation which does not operate a centralized database of IP addresses.
2) Infosec policies of the enterprise operating the SNPN may prohibit accepting inbound socket connections from unknown IP addresses.
Based on these requests, the present CR proposes service requirements for facilitating interconnect between SNPNs and CH.

Discussion. Wireless Broadband Alliance (WBA) specifies and operates OpenRoaming. OpenRoaming is a cloud-based federation framework that opens Wi-Fi roaming to a broad community of Identity Providers (IDPs) and Access Network Providers (ANPs). Figure 1 shows the high-level architecture. The OpenRoaming federation was established by the Wireless Broadband Alliance in 2020 as an industry solution to enable scalable, seamless, and secure authentication

between user devices provisioned with OpenRoaming profiles and their Identity Providers (IDPs) who manage the

users' credentials while those user devices are roaming onto the access networks of organizations that have joined the

federation. OpenRoaming defines a legal framework within which the federation operates and specifies a technical

framework that covers the automatic establishment of secured signaling between ANPs and IDPs and the definition of

federation-wide automatic network selection and closed access group-based policy enforcement implemented by both

ANPs and IDPs.
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 Figure-1: OpenRoaming Architecture (source: WBA Website)

 

3GPP has introduced a new capability to enable Non-Public Network (NPN) deployments of 5G-based systems. Most
recently, 3GPP Release 17 architecture [3] has been further enhanced to enable the credential holder responsible for
authenticating User Equipment (UE) to be decoupled from the operator of the SNPN[3], as shown below in figure 2.
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Figure 5.30.2.9.3-1: 5G System architecture with access to SNPN using credentials from Credentials
Holder using AUSF and UDM




Figure-2: 5G System Architecture with access to SNPN credentials from CH [4]
Today's PLMNs have a centralized database of IP addresses of all operator nodes that connect to the inter-PLMN IP

backbone network, including AAA Servers/Proxies. This information is used for firewall and Border Gateway

configuration. Signaling connections between VPLMN and HPLMN are long-lived (Diameter and N32f) and support

bidirectional signaling. However, in private networks, i.e., SNPNs, there is no centralized IP address database. Private

networks configure the firewall to enable outbound connections to IDP/CH. In this case, signaling connections between

SNPN and CH are short-lived. Signaling connections between SNPN and CH can be terminated if no signaling needs to

be exchanged. Figure 3 shows an example Firewall configuration and failure of the HTTP connection between IDP

(CH) and ANP(SNPN) with today's architecture.
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Figure-3: Firewall and SNPN deployment using N32

"Current N32-based systems assume fully decoupled signaling between the SEPP-initiator in the VPLMN and the
SEPP-initiator in the HPLMN used for signaling based on subscriptions to callback URIs. This means the in-bound
HPLMN initiated signaling to a VPLMN can originate from a source IP address which is independent from the
destination IP address used for outbound VPLMN initiated signaling. OpenRoaming has lowered barriers to adoption
of roaming by enabling outbound sockets from the access network to support all roaming signaling. No firewall rules
are required to be defined to support inbound signaling from the myriad of credential holders that have joined the
federation. Given the alternative perimeter firewall configurations adopted by NPN deployments, a study can be
performed on the ability of current N32-based system to be supported across different NPN perimeter firewall
configurations. Subject to the findings of such analysis, adaptations to current N32-based systems can be studied to
facilitate perimeter firewall traversal in NPN provider networks."

N32 SBA architecture uses HTTP as the protocol for bi-directional signaling exchanges, where HPLMN initiated
subscription to a callback URI is used from consumer NF in VPLMN to a producer NF in HPLMN. The producer NF
uses callback URI received in a service request to connect with consumer NF if any data is available. In current N32
SBA architecture, the HPLMN initiated signaling to a callback URI requires a separate firewall rule configuration in the NPN.

Today's HTTP design includes client-to-server and server push. Server push allows server initiated events to be sent to
the client over the already established socket. Server push has been designed to reduce the number of client requests and
lead to faster page load time. Server push is unsuitable for SBA defined bidirectional communication exchanges.
Furthermore, this can handle only 8 connections in parallel [6].

N32 reference point is currently designed to support 10s of millions of subscribers using a long-lived connection between VPLMN and HPLMNs. N32 reference points will be required to support 1000 times more networks, each with significantly less signaling scale of conventionals public network. Such requirements lead to short-lived forwarding connections between VPLMNs and HPLMNs that needs to be studied [6]. The potential enhancements and

security aspects for the N32 reference point that facilitate deployments by SNPN and Credentials Holder (CH)

include the following objectives:

1. Enabling support for N32 functionality between SNPN and CH (which can be either a PLMN or another

     SNPN or AAA server) that does not require long-lived persistent connectivity on N32.

2. Enabling support for N32 functionality that facilitates firewall and border gateway configuration on the SNPN

    side of N32.

Conclusion & Proposal
Define normative stage 1 requirements to support WBA OpenRoaming for the interconnect between SNPN & Credentials Holder (CH), and add service requirements for the 5G system [5] scope of WBA OpenRoaming Framework for the interconnect between SNPN & CH.
