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Subject:
Priority of ME resources for WAP and SIM toolkit applications

SMG 9 held an ad hoc meeting on WAP / SIM toolkit applications with the WAP forum at Cassis, France, 2nd May 2000. The main topics of this meeting were the presentation of WAP Forum™ work on WAP interaction with SIM toolkit, discussions about the SIM toolkit "Launch Browser command", and the ME behaviour when simultaneous WAP and SAT sessions are in progress. 

The interaction between WAP / SAT applications concerns in particular screen and keypad access : which has access to them and when. If WAP is considered as an “ME local application”, the allocation of screen access is left up to the ME. However, it has been acknowledged that different implementations exist and that one application might block another, e.g., a SAT application may be blocked by the WAP browser until the browser terminates. The latter constitutes a problem for some current SAT applications.

The report of the ad hoc meeting (see attachment) contains the following conclusion on the issue:

“It was concluded that the best solution was for the SAT to have priority over WAP in all activities using handset resources, display and keyboard etc., however the browser should not drop the connection. […] However, as more complex devices emerge, this issue will become more difficult to resolve, so the issue will need to be revisited in the future”

This conclusion was questioned during the New SMG 9 plenary #1 in Visby, with some opinions stating that future work on this subject may suffer from such a decision and that it may be dangerous to decide now absolute priority from an application over another. Furthermore, the involvement of the user may have to be taken into account. It was also pointed out that TSG-T2 is working on issues concerning ME interfaces, specifically regarding problems concerning interaction and priorities between applications as well as user interaction. This work is based on the Applications and Automatic Execution work and is now being further elaborated by T2. 

Thus, New SMG 9 would be grateful if the addressed groups could consider the above matter and provide us with feedback on the matter. 

ETSI EP "New SMG9" Meeting #1

Visby, Sweden, 22 - 24 May, 2000
Tdoc 9-00- 0212

Report of joint WAP Forum/SMG9 meeting, Cassis, France, 2nd May 2000

The approved agenda is found in Appendix A.  The list of participants can be found in Appendix B, and the list of documents can be found in Appendix C.

1. Introduction

Gemplus hosted the meeting in Cassis: WAP Forum members were reminded to disclose IPR according the WAP Forum rules, and it was noted that ETSI do not have a similar policy.

A role call of delegates: 28 delegates, and the list can be found in Appendix B.

Jonathan Main (Motorola) acted as chairman for the meeting: Nigel Barnes (Motorola) acted as secretary.

The agenda was approved, without change.

2. Presentation of WAP Forum™ work on WAP interaction with SIM toolkit
Jonathan made a presentation: there is a WAP Interaction with SIM toolkit Special interest group (SIG).  He gave a brief summary of the structure and organisation of the WAP Forum: Drafting Groups, Special Interest Groups, and expert groups, who provide input to one or several DCs.  The WAP Interaction with SIM SIG: SIGs do not write specification, and they will provide input to the EFI DC.  A written spec is put up for vote (electronically) to "proposed" status, and after three months for comments and CRs, then gets voted to "approved".  Every now and then, all the specs rolled and used for interoperability tests.  EFI (Externally Functionality Interface) provides an interface to services attached to the WAP terminal. These may be either built in to the terminal, physically connected, or connectedfor example by IR, BlueTooth.  A document describing the EFI was made available to the meeting for information.

A brief description of the stack was given: WAP is bearer independent, so most of the stack does not care about bearers.  

Proposed for a Class for management of applications: 5 actions proposed.  Application discovery ( to find out which applications are out there), starting applications that have been discovered, (synchronous and asynchronous), stop an application (Asynchronous applications only), and not all can be stopped, suspend and resume, temporary halting and restarting, again applies to asynchronous applications only, and when suspended, data may be returned, and new data added during resume command.

As far as SAT is concerned, it is proposed to use existing SAT commands, and somehow map these to the WAP requirements.  

EFI group would like to have proposed state by September, approved by the end of 2000: 

3. Discussion of SMG'9 11.14 Change request (Tdoc SMG9 9-00-0144).

 3.1 Behaviour if browser does not support WTLS

A CR at SMG9#20 was approved (Tdoc 144/00); this added the functionality of "Launch Browser" and there are some questions that WAP need answers to.  It was agreed in SMG9 to make the Launch Browser application independent, so therefor not to use WTLS, or perhaps try to find out if WTLS is used: 

There was a discussion on security levels: a LS to SMG9 drafted by Brendan McKenna.

 3.2 Modes of starting browser

Question from WAP is was it the intention to close a browser, or start a new browser: why not continue using an existing WLTS session?  Commented that this might have been the result of a "cut and paste" from other text in GSM 11.14.  It seems that it is feasible for an ME to launch a second or subsequent browser.  It was agreed that this was not the intention, so a CR to GSM 11.14 will be created.  Christian Dietrich agreed to create the CR to correct this problem.

Another mode in the CR (approved at the latest SMG plenary), why not continue a WLTS session when the command is issued?  This issue will be raised in the LS to SMG9.

3.3 User confirmation of start of SAT application

The proposed class from WAP requires that the user confirm the request from WAP to start a SAT application: it seems that one could as a user get several confirmations to start a SAT application.  Specifically, non-trusted WAP application asking the SAT to make a call to a specified number.  It is also noted that there is no means to distinguish between trusted and untrusted applications in WAP as there is for MExE.  Concluded that it is necessary for the user to confirm the start of a SAT application from WAP, in the case of a menu based application.

In non-menu based applications (ie. ones which are not indicated in the SET UP MENU command), the application may not be identified to the user with a text string, but simply by an application number, not very useful. Another method will need to be found in this case.

 3.4 Further discussion on Change request

It was questioned why the URL is a mandatory parameter in the command: noted that this field could be issued as an empty or null URL: i.e. start a browser without a URL, which would kick-in a default URL, which could itself be null.  Could allow the ME to prompt the user for a URL somehow.  Seems that this could be implementation decision: conclusion is that further text is required in the CR.

4. ME behaviour when simultaneous WAP and SAT sessions are in progress

Which has precedence in display for example, normal vs. high priority display text: question, is this specified anywhere, and who specifies this, and ensures compliance?  FT have an input document on this topic.  This is a GSM issue for the moment.  It maybe there is no issue, if WAP application is seen as equivalent to a "ME Local Application", so could be purely "up to the ME", so potential to place some "implementation recommendations" in the WAP specs, which are guidelines to implementers of WAP.

The FT input paper: highlights differing implementations, where a WAP session blocks SAT text/input from occurring, thus the user is never aware of the pending SAT application/input.  The document proposes that the SAT have priority of the display if both sessions are operating simultaneously.  It was noted that this sort of behaviour is preferable, as the SAT interactions tend to be short.
Also noted that there is likely to be different behaviours between synchronous and asynchronous WAP applications: 
Also the issue of legacy SAT implementations which are not WAP aware as such, could end up with SAT applications waiting indefinitely for responses.
Philips made a presentation adding definitions for concurrent and exclusive modes of operation: summarises all combinations of SYNC/CONC, SYNC/EXCL, ASYNC/CONC and ASYNC/EXCL, where each combination is launched by the ME application area, the SAT and the WAP environment, and it is suggested that perhaps not all combinations are required.  Also raises the issue as to who defines the rules, ETSI or WAP or manufacturers, and how are these rules managed?

It was concluded that the best solution was for the SAT to have priority over WAP in all activities using handset resources, display and keyboard etc., however the browser should not drop the connection.  A toolkit display over writes the browser display whilst the SAT requires it, and the display is returned to the browser when the SAT interaction is completed.  However, as more complex devices emerge, this issue will become more difficult to resolve, so the issue will need to be revisited in the future.

In the case of a WAP spoof application, it may be necessary for the user to have indication as to which application area is in control, so that spoof requests for PINs can be foiled (so an icon showing that SAT is in control), and a recommendation that SAT display should "look different" from the browser's display.  However, users do not want to be confused by having to know about applications areas.

In summary, the SAT commands should take precedence over the WAP browser: it is recommended that the SAT display and input be distinguishable from the WAP browser.

It may be that one of the 02 series about precedence over the display is an appropriate place to describe the behaviour and control of the display (possibly 02.07).  Jonathan will write a LS to the WAP EFI group on the subject.  

5. Starting of non-menu based applications

Issues: new command similar to SMS data download?  What limitations/access control mechanisms should there be for starting the SAT Application?  

So perhaps a payment case coming from the WAP server, causing the WAP to trigger a SAT payment application: new command perhaps, access control is more of an issue.  In the EFI group, some discussion about using a trusted application approach like MExE.  No solution offered or discussed, although it was suggested that the WAP browser could emulate a SMS data download to the SAT: however, how to route the response if any from the SAT to the browser instead of the SMS server needs to be resolved if this technique is used.  

6. Passing of parameters/data exchange between WAP and SAT

Currently there is no capability: this is more important for non-menu based applications, and how does the SIM/SAT respond?

Certainly work relatively easily for synchronous application control, more difficult for asynchronous applications.

Note that  in the sync case, the browser could be blocked if the period between the WAP application requesting data and the SIM replying is long.

A variation of the suspend commend could be used, and if there were any pending data, this could be passed to the WAP.  Noted that the SAT could be "suspended" by not answering the 91xx issued by the SAT.  

A LS to SMG9/T3 to get them to start the work: a variation of the SMS data download, modify 03.48 perhaps to recognise the browser as a source.

What about other commands, such as "get local info", that may also be useful to WAP?

Sonera supplied two use cases: shown at an earlier WAP forum meeting.  Useful services included, location services, operator's customer management services, general operator services, roaming services, third party information services, ordering services.  Discussion about why should the SAT be involved at all, as the location stuff is in the ME anyway?  Maybe the SAT sends location info directly to the server, rather than the WAP browser to send on?  Suggested that use the "bearer independent" aspect of SAT (GSM 11.14) and 03.48 to open a virtual or local "channel" between the browser and the SAT: security would need to be looked at however, although it sounds good.

Examples: pizza ordering based on location, and ordering of "new" subscription services over the air.  The second case involves more data exchange between the WAE and SAT than the first: definite case made for data exchange between the WAP and SAT.  Start with simple data exchange for the moment.  Clear case for the SIM to display WML, leading onto the next agenda item.

7. Display of WML from SIM: content from the SIM that could or may be displayed.  

An example ladder diagram was explained by Jonathan: a sequence whereby the bearer independent functionality is used to transfer a certificate from the SIM to the WAE, for later transmission back to the origin.  Further example where WML is received from the SAT and displayed by the browser on the screen.

Application discovery issue: is there perhaps a way for the WAP application to discover if the relevant application is in the SAT, either directly, or by default by having commands rejected endlessly.  

SAT (SMG9) people to look into using the data download for access for the loading data from the WAP to the SAT: also some affect on 03.48, but more to the point, how the response from the SIM is dealt with: also a new "bearer" WAP for the bearer independent access between the SAT and the WAP.  A generalised solution, not just for WAP, i.e. MExE.  

A CR for SMG9 (11.14) and T3 (31.111) will be drafted by Sebastian Hans for data download from WAP to the SAT.  Sylvester will look at the "bearer independent" aspects of transferring data.

Noted that this would take some time, but this approach was seen as perhaps the quickest solution.

8. Any other business

No other business: Gemplus were again thanked for hosting and organising the meeting.

9. Closure of the meeting

The meeting closed at 17:15 local time.
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