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1. The present GSM Specifications (03.20) specify the key length of Kc used for the A5 algorithm as 64 bits.

2. The GSM Association (formerly the MoU) has specified an effective key length of 54 bits {10 bits are set to zero by A8 in the SIM and the Authentication Centre}.

3. In principle, if manufacturers have implemented Kc as in 03.20, there should be no problems within the infrastructure (such as Authentication Centres and Base Stations) and mobiles (ME) to using Kc of 64 bits. SMG 27 wrote to manufacturers and has received no responses that there are difficulties with using Kc of 64 bits, only positive responses have been received. 

4. However, reports have been received of difficulties when roaming between networks, where the SIM of the roaming mobile is providing 64 bits, and the base station is only expecting 54 bits. This results in decryption failure because of the different key lengths of Kc being used. 

5. Therefore, SMG10 proposes that at a certain time in the future, manufacturers will have ascertained that their equipment will work with a 64 bit Kc. It is suggested that the cut off date be the end of May 2000 (being 6 months from the GSM Association Plenary).   

6. SMG is asked to support this and inform manufacturers. GSM Association is asked to support this and inform operators.
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