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1. Background

The Chairman reviewed the history with the help of Kevin Holley.

It is generally accepted that users would be concerned that phones could initiate chargeable events without the their knowledge. SMG#25 agreed that all involved in the mobile industry should act in a professional way and not do anything disreputable. The introduction of AT commands raised the problem again and SMG#27 mandated a workshop to discuss the issue and report back to SMG#28. The workshop was invited to review the issue and decide what needed to be done at the technical committee level. 

Baisc guide lines were agreed. Users should be able to control the phone's activities. Phone should keep a record of application activities.

SMG25 98-0245 provided some guidelines for the AAEE workshop.

2. General Principles

Document S1_AAEW002 contains the principles agreed by the SMG AAE workshop. The workshop concluded that agreeing the "basic principles" in the report may imply changes to existing specifications. 

The main concern for terminal manufacturers is that AT commands and SAT commands for example assume that they are running in isolation. These mechanisms cannot be run in a co-ordinated way and similar problems will exist with MExE. A particular concern was raised about the capability of SAT to change some fundamental parameters terminal parameters.

It was pointed out that in some cases the user may wish for an operator to manage all aspects of the terminal e.g. unmanned data terminals.  If the general principle that the user has to have control of applications running in a given execution environment was to be adopted without exception then clearly this would cause difficulties for operators trying to manage remote terminals. It was felt that there will be a need for operators to extract some information from the phone for terminal management purposes. The question was asked if this would be user or operator information. It was also questioned how an unmanned terminal is defined.

Kevin Holley presented document S1_AAEW003 which is an LS from the 2nd AAE workshop to other STCs. The LS attempts to provide a structure for the work that would need to be done. 

It was generally agreed that when an application is trusted and the user grants permission for it to make a call, the ME should not seek re-confirmation for permission to make a call which was already granted to the application. However this depends upon the architecture chosen. 

It was pointed out that the charging model can vary and that the user is not always the person paying for the calls. Therefore the user should not always be in control of every application.

Mark Cataldo provided a summary of the trust domains in MExE.

Operator,

Manufacturer,

Trusted 3rd  Party

Untrusted 3rd Party 

Various levels of permission can be attributed to applications in each of the domains. 

Blanket permission: no further authorisation from the user for a particular action of an application.

Session permission: no further authorisation from the user for a particular action of an application during the period an application is running
Single event permission: user authorisation required for every each particular action of an application
In MExE, the preferences for each application must be configured separately and not globally. 

It was suggested that an application should seek permissions via the execution environment so that the execution environment in effect guarantees the behaviour of the application. Mark Cataldo stated that the view taken in MExE is that applications coming from trusted sources can be relied upon.

Some delegates felt that the user requirements seemed to be limiting the scope of SAT and queried whether this is desirable. Others felt that the guidelines were general and applicable to all execution environments. It became clear that there are applications which are intended for the user and those which are for the benefit of the operator e.g. terminal management. 

The ability for the user to be advised about the integrity of applications was not clearly understood. If one application invoked another applications, does the user need to give permission. However some delegates felt that being able to verify the integrity of an application was essential. There was concern expressed that this requirement may place a heavy burden on the SAT.

On the issue of traceability it was queried whether applications need to have a unique ID and if so how is this to be managed. 

The definition of an application was also queried. Mark Cataldo stated that in MExE an application is something that is downloaded and runs in the MExE environment. It was also stated that any terminal core functions cannot be considered as applications. Some SAT functionality can be considered as core functionality.

The persistence of user settings was raised. Where are these stored and are they retained after the terminal is switched off? This is especially important for unmanned terminals. 

The ability for applications to ensure that they do not interfere with one another was discussed. It was stated that applications should use best practice. A conclusion that could be drawn is that it only makes sense for the execution environment to police resources. 

Does it make sense for the user to set preferences for the relative priority of applications? 

3. Reactions from Other Committees to the AAE

Mark Cataldo reported on the concerns of SMG1/S1 to the AAEW output. The main issue stressed was that restrictions placed upon GSM terminals would place them at a disadvantage to other devices such as PDAs or laptops which can run applications externally but still have access to terminal capabilities. Some felt that the reaction of SMG1 was perhaps the wrong way around. If GSM/UMTS terminals followed all of the rules then the execution environments would be safer and therefore have the competitive edge. It was also felt that some of SMG1s concerns could be addressed when the details are worked out.

There was some uncertainty as to what SMG had actually decided should be done. The WID does not state what the output should be. It was pointed out that document S1_AAEW003 asks SMG1 to provide a requirements specification and include the outputs from the workshop.

Some delegates also felt that it was for the more specialist committees to decide if a requirement was feasible or not. It also did not matter if the workshop requirements are late.

It was suggested by some delegates that a lot of standardisation was required to enable the requirements to be met and that terminals would have to all support certain items. It was also suggested that since operators intend to allow users to manage their MExE terminals but will closely control the SAT environment, does the SAT environment need to be covered by the AAEW principles? Some delegates felt that it should because there are still security risks associated with SAT and that rogue applications could be downloaded onto the SIM. However others were of the view that SAT works and is understood and an additional level of complexity was not needed. Operators are very keen not to provide complicated options for users because it inevitably leads to users requiring additional support and this is expensive to provide. A general framework is too black and white and does not allow for exceptions. 

However it was agreed by the meeting that the output of the AAEW was roughly at the correct level but some requirements apply differently to different execution environments or in some cases not at all.

Documents S1_AAEW010 and S1_AAEW012 were taken without any notable comment. Document S1_AAEW010 was considered to be a positive reflection on the AAEW output.

The WID in document S1_AAEW007 was reviewed. It was queried whether the AAEW requirements should be applicable to CAMEL as well. A similar question arises when application servers reside in the network as envisaged for VHE. If a server pushes information to a user or CAMEL makes a call on the user's behalf, should it appear on the bill? There was a difference of opinion, and it was felt by a number of delegates that this meeting was not able to make such decisions and debate by more expert groups was required.

It was agreed that it should be assumed that all requirements apply to all toolkit or execution environments but that the relevant committees need to debate the topic and decide for themselves to see if the requirements are sensible. 

Document S1_AAEW014 from France Telecom proposed a framework for authorisation/priority levels of applications.   There were numerous comments and questions. The document was welcomed as good opening discussion but was not agreed. It was suggested that the proposals in this document should be compared with the proposals in the MExE specifications which are well developed. It was agreed that this particular topic should be further discussed on the email reflector and considered by the WID. 

4. Impacts on Service Capabilities

There was a mixed reaction to the report from the SAT ad-hoc on AAEW. Some felt that it was adequate and others thought that the approach of SAT where the whole of SAT is seen as a single application was not enough.

It was debated as to whether a user making use of an application e.g. "what is my current bank account balance", implicitly gives the application permission to make a number of calls to fulfil the service request. 

The LS from the SMG1/9 SAT ad-hoc in document S1_AAEW008 was discussed. Although the LS proposed to add an information field in call set-up messages that could be used by SAT and MExE for application identification, there was no mention of the 7 categories of call identified by the AAEW as outlined in document S1_AAEW003.

Document S1_AAEW004 from MExE summarises the degree to which MExE release 98 supports the AAEW requirements. It was reported in document S1_AAEW015 that SMG3 need more guidance on the requirements for traceability and have asked 4 questions. Question 3 which relates to the requirement to trace any SAT modifications to dialled numbers. Since many operators will use SAT functionality to modify dialled numbers it was considered important to be able to record the fact that a number has been modified. Users would naturally query their bills if the numbers appearing there are different to the ones they believe they dialled. This requirement will need to be addressed in  further work on AAE. This will be raised at the next S1 plenary.

Document S1-AAEW013 is a draft report of this meeting intended for S1, produced by the chairman. There was concern from some delegates that the report gave the impression that all of the AAEW requirements were generally applicable to all execution environments (SAT, MExE, CAMEL). It was felt that this had not been the agreement of the meeting and that some of the requirements were definitely not applicable in all cases. Other delegates felt however that it was important to give clear guidance to other committees on what had to be done and not necessarily allow them to decide for themselves. The document was reviewed and reissued as document S1_AAEW016.

It was recommended that an S1 reflector is set up for AAE issues.
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