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The present document has been developed within the 3rd Generation Partnership Project (3GPP TM) and may be further elaborated for the purposes of 3GPP.
The present document has not been subject to any approval process by the 3GPP Organisational Partners and shall not be implemented.
This Specification is provided for future development work within 3GPP only. The Organisational Partners accept no liability for any use of this Specification.
Specifications and reports for implementation of the 3GPP TM system should be obtained via the 3GPP Organisational Partners' Publications Offices.

Foreword

This Technical Specification has been produced by the 3GPP.


The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of this TS, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version 3.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
Indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the specification;

1
Scope

The present document provides functional specifications of five features to personalise Mobile Equipment (ME). These features are called:

‑
Network personalisation;

‑
Network subset personalisation;

‑
Service Provider (SP) personalisation;

‑
Corporate personalisation;

‑
Subscriber Identity Module (SIM) personalisation.

The present document specifies requirements for MEs which provide these personalisation features.


Note: 
The present document covers description for GSM only. The document needs to be updated to make it applicable to 3GPP. 
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.

· A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same number.

· For this Release 1999 document, references to GSM documents are for Release 1999 versions (version 8.x.y).

[1]
GSM 01.04: "Digital cellular telecommunications system (Phase 2+); Abbreviations and acronyms".

 
[2]
TS 22.011: "Service accessibility".

[3]
TS 23.003: " Numbering, addressing and identification".

[4]
TS 23.022: "Functions related to Mobile Station (MS) in idle mode and group receive mode".

[5]
TS 23.038: "Alphabets and language‑specific information".

[6]
TS 23.040: "Technical realization of the Short Message Service (SMS); Point‑to‑Point (PP)".

 
[7]
GSM 11.11: "Digital cellular telecommunications system (Phase 2+); Specification of the Subscriber Identity Module ‑ Mobile Equipment (SIM ‑ ME) interface".

[8]
GSM 11.14: "Digital cellular telecommunications system (Phase 2+); Specification of the SIM Application Toolkit for the Subscriber Identity Module ‑ Mobile Equipment (SIM ‑ ME) interface".
[9]
TR 21.905: "Vocabulary for 3GPP Specifications".

5
Network personalisation

5.1
Network personalisation

Network personalisation allows a ME to be personalised to a particular network, for example to prevent the use of stolen MEs on other networks. The ME may optionally be personalised to more than one network.

The ME is network personalised by storing the code (MCC+MNC) (see TS 223.003 [3]) of the relevant network(s) in the ME and setting a network personalisation indicator in the ME to "on". Whenever a SIM is inserted, or the MS is powered up with a SIM already in place, the International Mobile Subscriber Identity (IMSI) is read from the SIM and the embedded network code (MCC+MNC) checked against that stored in the ME. If the values differ, the MS shall go into emergency calls only mode as defined in annex A.2.

The network personalisation feature is controlled by a Network Control Key, (NCK) which has to be entered into the ME in order to network de‑personalise it.

In order to support the network personalisation feature the ME shall have storage for the network personalisation indicator, the network code(s) and the NCK.

9
Over the air de‑personalisation cycle

As an optional ME feature, the ME may be de‑personalised over‑the‑air (OTA) by the network. The network, network subset, SP and corporate categories may be de‑personalised in this way. More than one category may be de‑personalised at the same time. The process results in the relevant personalisation indicator(s) being set to "off". The ME must be registered on a network.

Two OTA methods are defined both of which use MT SMS‑PP messages. With the first method, the IMEI of the ME to be de‑personalised and the Control Key(s) of the personalisation categories to be de‑personalised are sent directly to the ME. The ME performs checks on both the IMEI and the key values and the outcome of the attempted de‑personalisation(s) is acknowledged to the network.

With the second method, the keys of the personalisation categories to be de‑personalised are sent to the ME via the SIM. The IMEI is not included and the de‑personalisation process only checks the keys. The outcome of the attempted de‑personalisation(s) is acknowledged to the network.

The network de‑personalises the ME by one of the following methods:

(i)
SMS‑PP, ME‑specific:

a)
A point‑to‑point SMS message is sent by the network to the MS, the message being marked as being destined for the ME only and for the purposes of ME de‑personalisation (see TS 23.040 [6]). The User Data of the SMS contains the de‑personalisation key(s) and the IMEI (see annex A.4). If the ME supports the feature, then it shall not display the data on the ME.

b)
The ME compares the values of the IMEI and the key(s) sent by the network with the corresponding values stored in the ME. If they are the same, the relevant personalisation indicator(s) is (are) set to "off".


If the IMEI values differ, the personalisation status of all categories shall be left unchanged.


If any key values differ, the corresponding personalisation status shall be left unchanged.

c)
The MS sends a SMS acknowledgement to the network indicating the result of the attempted de‑personalisation process (see annex A.4).

(ii)
SMS‑PP SIM Data Download:

a)
A SMS message is sent by the network to the SIM updating the EFDCK using the SMS‑PP SIM Data Download of the SIM Tool Kit (see GSM 11.14 [8]).

b)
The SIM causes the ME to send an SMS acknowledgement to the network, as a result of the terminal response to the ENVELOPE command.

c)
The SIM shall issue a REFRESH command to instruct the ME to perform an initialisation procedure. During the initialisation procedure the ME reads the de‑personalisation key field(s) from EFDCK stored in the SIM after performing all personalisation checks.

d)
For each control key in EFDCK which is empty (set to default), the corresponding personalisation status shall be left unchanged.

e)
For each control key in the EFDCK which is not the same as the corresponding stored key, the personalisation status shall be left unchanged.

f)
For each control key in EFDCK which is the same as the one stored in the ME, the corresponding personalisation indicator is set to "off".

g)
All the keys in the EFDCK are reset to the default value by the ME.

Annex A (normative):
Technical information

A.1
GID1 and GID2 files 

The GID1 and GID2 elementary files on the SIM are specified in GSM 11.11 (ETS 300 977) [7].

For the purposes of this TS, a SIM is said to support one of these two files if it is marked as both allocated and activated in the SIM service table.

The SP and corporate codes are stored in byte 1 of the appropriate files.

If byte 1 contains a hexadecimal value between "00" and "FE" inclusive, then this represents the SP/corporate code in the GID1/GID2 files respectively. For the purpose of these personalisation features, the ME shall ignore the contents of any other bytes of the file.

The value "FF" is the default value to be used in byte 1 when no meaningful SP/corporate code is represented in the GID1/GID2 files respectively. This value shall not be allocated as an SP/corporate code.

Note that network operators would normally allocate SP codes for its service providers and SPs would normally allocate corporate codes for its corporate customers.

A.2
Emergency calls only mode

The expression "emergency calls only mode" is used in this TS to describe the state the MS (combined ME and SIM) enters when a personalisation check fails. In this mode, the state of the MS is equivalent to the "limited service state" (see TS 23.022) [4]. Although the personalisation has failed, the ME will be able to access the TMSI and IMSI from the SIM, and therefore any emergency call request shall use these as the MS identity.

Set up of emergency calls remains as usual dependent on the status of Access Class 10 being broadcast in the cell (see TS 22.011) [2].

A.3
Co-operative Network List

The Co-operative Network List is specified in GSM 11.11 (ETS 300 977) [7].

For the purposes of this TS, a SIM is said to support this feature if it is marked as both allocated and activated in the SIM service table.

The value "FF" is the default value to be used when no meaningful code is represented. This value shall not be allocated as a code value.

A.4
Over‑the‑air de‑personalisation

a)
The ME‑specific de‑personalisation SMS messages sent by the network to de‑personalise the ME shall be coded according to TS 23.040 [6] with the TP‑UD field coded as follows:

Character
Description

1 ‑ 40
Operator specific text padded with spaces to character 40.

41 ‑ 48
Network control key

49 ‑ 56
Network subset control key

57 ‑ 64
SP control key

65 ‑ 72
Corporate control key

73 ‑ 88
IMEI

For the IMEI and each control key, the most significant digit is coded first in the string, e.g. character 41 is the most significant digit of NCK.

All characters are coded according to the default alphabet described in TS 23.038 [5].

The string "FFFFFFFF" shall be used in place of a key to indicate that de‑personalisation of that category is not required. 

b)
The acknowledgement to the ME De‑personalisation Short Message shall be a SMS‑DELIVER‑REPORT for RP‑ACK as described in TS  23.040 [6] with the TP‑User‑Data coded according to the default alphabet described in TS 23.038 [5] as below:

Character
Description

1‑16
IMEI of ME

17
Network personalisation status

18
Network subset personalisation status

19
SP personalisation status

20
Corporate personalisation status

Status codes shall indicate the resulting status of each personalisation category as below.

Status code
Description

0
Currently not personalised 

1
Permanently not personalised 

2
Personalised

3
IMEI mismatch

Other
RFU

If the IMEI of the ME does not match the IMEI included in the De‑personalisation Short Message, then the status of all the personalisation categories shall be coded "IMEI mismatch".

c) The format for the control keys stored on the SIM is specified in GSM 11.11 [8].

For the purposes of this TS, a SIM is said to support this feature if it is marked as both allocated and activated in the SIM service table.

The value "FF" is the default value to be used when no meaningful value for a key is represented. This value shall not be allocated as a key value.
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