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*** BEGIN CHANGES ***
[bookmark: _Toc257758424][bookmark: _Toc359245373]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[bookmark: OLE_LINK3][bookmark: OLE_LINK4][1]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture".
[2]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[3]	3GPP TS 33.210: "3G Security; Network Domain Security; IP network layer security".
[4]	Void.IETF RFC 2246 (1999): "The TLS Protocol Version 1".
[5]	Void.
[6]	3GPP TS 33.102: "3G Security; Security architecture".
[7]	FIPS PUB 180-2 (2002): "Secure Hash Standard".
[8]	IETF RFC 2104 (1997): "HMAC: Keyed-Hashing for Message Authentication".
[9]	ISO/IEC 10118-3:2004: "Information Technology – Security techniques – Hash-functions – Part 3: Dedicated hash-functions".
[10]	NIST Special Publication 800-38A: "Recommendation for Block Cipher Modes of Operation"
[11]	FIPS PUB 197: "Advanced Encryption Standard"
[12]	Void
[13]	3GPP TS 33.222 "Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[14]	3GPP TS 29.109 "Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol; Stage 3".
[15]	3GPP TS 33.224 "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push Layer".
[15]	3GPP TS 31.101 "UICC-terminal interface; Physical and logical characteristics".
[16]		IETF RFC 4330: "Simple Network Time Protocol (SNTP) Version 4 for IPv4, IPv6 and OSI".
*** NEXT CHANGE ***
[bookmark: _Toc257758442]4.3.7	Requirements on Reference Point Zpn and Zpn'
The requirements for reference point Zpn are:
-	Mutual authentication, confidentiality and integrity shall be provided.
-	If the BSF and the NAF are located within the same operator's network, the DIAMETER based Zpn reference point shall be secured according to NDS/IP, TS 33.210 [3].
-	If the BSF and the NAF are located in different operators' networks, the DIAMETER based Zpn' reference point between the Zn-Proxy and the BSF shall be secured using TLS as specified in RFC 2246 [4].
NOTE 1:	Annex E of TS 33.220 [1] specifies the TLS profile that shall be applied.
-	A Web Services based Zpn/Zpn' reference point shall be secured using TLS. as specified in RFC 2246 [4];
NOTE 2:		Annex E of TS 33.220 [1] specifies the TLS profile that shall be applied.
-	The BSF shall verify that the requesting NAF is authorised to obtain the key material or the key material and the requested USS.
-	The NAF shall be able to send a key material request to the BSF, containing NAF's public hostname corresponding to the use over Upa reference point. The BSF shall be able to verify that a NAF is authorized to use this hostname, i.e. the FQDN seen by UE on Upa reference point. 
NOTE 3:	This requirement is a modified requirement from [1] that has been adapted for the GBA Push purpose.
NOTE 3a:	Due to the fact that the UE may be unable to verify the pNAF FQDN, it is important to strictly check the pNAF FQDN-name in the network in the Zpn-proxy. A too loose checking of the pNAF FQDN name e.g. by verification of only part of the FQDN, may give rise to misuse by pNAFs.
-	The BSF shall be able to send the requested key material to the NAF.
-	The NAF shall be able to get a selected set of application-specific USSs from the BSF, depending on the policy of the BSF and the application indicated in the request from the NAF over Zpn.
-	The NAF shall be able to indicate to the BSF the single application or several applications it requires USSs for.
NOTE 4:	If some application needs only a subset of an application-specific USS, e.g. only one IMPU, the NAF selects this subset from the complete set of USS sent from BSF.
-	The BSF shall be able to be configured on a per NAF or per application basis. 
-	Whether private subscriber identity, i.e. IMPI, may be sent to the NAF.
-	Whether a particular USS may be sent to a NAF.
-	If a NAF requests USSs from the BSF and they are not present in subscriber's GUSS, it shall not cause an error, provided the conditions of the local policy of the BSF are fulfilled. The BSF shall then send only the requested and found USSs to the NAF.
-	It shall be possible to configure a local policy as follows: BSF may require one or more application-specific USS to be present in a particular subscriber's GUSS for a particular requesting NAF, and to reject the request from the NAF in case the conditions are not fulfilled. In order to satisfy this local policy, it is not required that the NAF requests the USSs over the Zpn reference point, which the BSF requires to be present in the GUSS, rather it is sufficient that the BSF checks the presence of the USSs locally. It shall also be possible to configure the BSF in such a way that no USS is required for the requesting NAF.
NOTE 5:	For more information on the local policy usage, see Annex J of TS 33.220 [1].
-	The NAF shall be able to request the life-time that a NAF SA should have. The key lifetime sent by the BSF over Zpn shall indicate the expiry time of the key.
NOTE 6:	This does not preclude a NAF to refresh the NAF SA before the expiry time according to the NAF's local policy.
NOTE 7:	If one or more of the USSs that have been delivered to the NAF has been updated in subscriber's GUSS in the HSS, this change is propagated to the NAF the next time it fetches the USS from the BSF over Zpn reference point (provided that the BSF has updated subscriber's GUSS from the HSS over Zh reference point).
-	NAF shall be able to indicate to BSF the protocol identifier of Ua security protocol for which it requires the key material (cf. Annex H of TS 33.220 [1]).
-	The NAF shall be able to indicate the user identity to the BSF. Both public and private identities shall be allowed.
NOTE 8:	The requirements for reference point Zpn are based on the Zn-reference point requirements as described in TS 33.220 [1].
-	The NAF shall be able to indicate whether GBA_ME or GBA_U shall be used.
*** END OF CHANGES ***
