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2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.002: "Network architecture".
[3]	3GPP TS 23.228: "IP Multimedia (IM) Subsystem".
[4]	3GPP TS 33.203: "3G Security; Access security for IP-based services".
[5]	3GPP TS 33.210: "3G Security; Network domain security; IP network layer security".
[6]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture".
[7]	IETF RFC 1035: "DOMAIN NAMES - IMPLEMENTATION AND SPECIFICATION".
[8]	IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".
[9]	IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".
[10]	IETF RFC 3550:  "RTP: A Transport Protocol for Real-Time Applications".
[11]	IETF RFC 3830: "MIKEY: Multimedia Internet KEYing".
[12]	IETF RFC 4567: "Key Management Extensions for Session Description Protocol (SDP) and Real Time Streaming Protocol (RTSP)".
[13]	IETF RFC 4568: "Session Description Protocol (SDP) Security Descriptions for Media Streams".
[14]	IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia Internet KEYing (MIKEY)".
[15]	IETF RFC 4771: "Integrity Transform Carrying Roll-Over Counter for the Secure Real-time Transport Protocol (SRTP)".
[16]	Otway, D. and Rees, O. 1987: "Efficient and timely mutual authentication." SIGOPS Oper. Syst. Rev. 21, 1 (Jan. 1987), 8-10. 
[17]	IETF RFC 4566:  "SDP: Session Description Protocol".
[18]	3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP)".
[19]	3GPP TS 24.109: "Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".
[20]	3GPP TS 29.162: "Interworking between the IM CN subsystem and IP networks ".
[21]	IETF RFC 4975: "The Message Session Relay Protocol (MSRP)". 
[22]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)". 
[23]	IETF RFC 4582: "The Binary Floor Control Protocol (BFCP)". 
[24]	IETF RFC 6714: "Connection Establishment for Media Anchoring (CEMA) for the Message Session Relay Protocol (MSRP)”. 
[25]	3GPP TS 24.147: "Conferencing using the IP Multimedia (IM), Core Network (CN) subsystem".
[26]	IETF RFC 4575: "A Session Initiation Protocol (SIP) Event Package for Conference State".
[27]	GSM Association, Rich Communication Suite 5.1 Advanced Communications Services and Client Specification, Version 1.0, August 2012.
[28]	3GPP TS 24.247: "Messaging service using the IP Multimedia (IM) Core Network (CN) subsystem; Stage 3".
[29]	IETF RFC 5365: "Multiple-Recipient MESSAGE Requests in the Session Initiation Protocol (SIP)".
[30]	IETF RFC 5751: "Secure/Multipurpose Internet Mail Extensions (S/MIME) Version 3.2 Message Specification".
[31]	IETF RFC 5652: "Cryptographic Message Syntax (CMS)".
[32]	IETF RFC 5083: " Cryptographic Message Syntax (CMS) Authenticated-Enveloped-Data Content Type".
[33]	IETF RFC 3565: "Use of the Advanced Encryption Standard (AES) Encryption Algorithm in Cryptographic Message Syntax (CMS)".
[34]	ITU-T recommendation T.38 (09/2010): "Procedures for real-time Group 3 facsimile communication over IP networks".
[35]	3GPP TS 26.114: "IP Multimedia Subsystem (IMS); Multimedia telephony; Media handling and interaction".
[36]	IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".
[37]	IETF RFC 7325: draft-ietf-mmusic-udptl-dtls-00 "UDP Transport Layer (UDPTL) over Datagram Transport Layer Security (DTLS)".
[38]	IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[39]	IETF RFC 8826draft-ietf-rtcweb-security: "Security Considerations for WebRTC".
[40]	IETF RFC 5763: "Framework for Establishing a Secure Real-time Transport Protocol (SRTP) Security Context Using Datagram Transport Layer Security (DTLS)".
[41]	IETF RFC 5764: "Datagram Transport Layer Security (DTLS) Extension to Establish Keys for the Secure Real-time Transport Protocol (SRTP)".
[42]	IETF RFC 8832draft-ietf-rtcweb-data-protocol: "RTCWeb WebRTC Data Channel Establishment Protocol ".
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N.2.1	General
According to draft-ietf-rtcweb-securityIETF RFC 8826  [39], all RTP traffic generated or received by a WebRTC client must be protected with SRTP, using DTLS-SRTP [40, 41] as the key management protocol. This means that if a WebRTC IMS Client is supposed to be able to communicate with existing IMS endpoints (e.g. IMS UE or PSTN GW), DTLS-SRTP and SRTP must be terminated at an intermediate node.
This clause describes the additional procedures and interface extensions required to support end-to-access-edge (e2ae) security for RTP using DTLS-SRTP and SRTP.
* * * Next Change * * * *
[bookmark: _Toc390874528]N.3.1	General
This clause describes how end-to-access-edge (e2ae) security is achieved for WebRTC Data Channels (see draft-ietf-rtcweb-data-protocolIETF RFC 8832  [42]).
WebRTC-compatible browsers use SCTP over DTLS as transport protocol for peer-to-peer data. A WebRTC Data Channel is defined as two unidirectional SCTP streams, one in each direction, which are managed together as a single entity (see IETF RFC 8832 draft-ietf-rtcweb-data-protocol [42]).  The application protocol which runs on top of the WebRTC Data Channel is not specified and the JavaScript is free to implement any protocol it requires.
The application protocols that a WebRTC IMS Client may need to support are MSRP, BFCP, T.140, and T.38. 
Figure N.3.1-1 shows the common protocol stack and the required protocol translation. The transport protocol that the IMS-AGW applies on the remote side (marked X in the figure) depends on the application protocol. For MSRP and BFCP X=TCP, for T.140 X=RTP/UDP, and for T.38 X=UDPTL/UDP. In general the IMS-AGW will forward the application protocol messages transparently. The only exception is MSRP messages which contain IP address information and therefore needs to re-written by the IMS-AGW. This can however be avoided if both endpoint support the MSRP CEMA extension [24].
T.140 (real-time text) and T.38 (fax) are included here for sake of completeness. These are legacy protocols and are not expected to be commonly used.
Editor’s Note: The final list of supported application protocols (e.g., MSRP, BFCP, T.140, and T.38) is to be decided by CT groups.

Figure N.3.1-1: Protocol stack for WebRTC Data Channels

[bookmark: _Toc390874519]* * * Next Change * * * *
L.3	e2ae security for T.38 fax using DTLS
T.38 fax using UDPTL/UDP transport shall be secured e2ae between IMS UE and IMS-AGW by usage of DTLS (IETF RFC RFC 6347 6347 [36]). The transport protocol identifier "UDP/TLS/UDPTL" and the usage of UDPTL over DTLS are defined in IETF RFC 7345 [37].
The solution leverages IMS control plane security by using self-signed certificates and exchanging the certificate fingerprints via SIP/SDP. Usage of the "P-Asserted-Identity" header provides secure identification of the other endpoint. The solution is almost identical to MSRP e2ae security specified in this document, but uses DTLS instead of TLS for confidentiality and integrity protection.
Support for e2ae security for T.38 shall be indicated during registration in the same way as specified for RTP and MSRP based media. The indication shall be be done independently from the indication of support for e2ae security for RTP or MSRP based media, and shall use its own indications "e2ae-security for T.38 supported by the UE" and "e2ae-security for T.38 supported by the network" (the syntax is to be defined in the corresponding stage 3 specification).
The originating IMS UE shall set the transport identifier to "UDP/TLS/UDPTL" and include the SDP fingerprint attribute in the SDP offer. Moreover, the IMS UE adds an SDP attribute "e2ae-security requested by UE" indicating the request for e2ae security to the description of the T.38 fax call. The network shall insert the IMS access gateway into the media path and properly terminate DTLS, using its own certificate (the fingerprint of this certificate is returned to the originating IMS UE in the SDP answer). From the IMS access gateway in the direction towards the terminating IMS UE, plain UDP may be used on the next hops, assuming that the interfaces are protected.
Editor’s Note: The reference [UDPTL-DTLS] should be updated once it becomes an approved RFC.


* * * End of Changes * * * *
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