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* * * First Change * * * *
[bookmark: _Toc19635244][bookmark: _Toc26867065][bookmark: _Toc44946973][bookmark: _Toc51144294]13.2.2.4.0	N32-f parts
The N32-f context consists of the following main parts as illustrated in Figure 13.2.2.4.0-1:
1.	N32-f context ID
2.	N32-f peer information 
3.	N32-f security context 
4.	N32-f context information




Figure 13.2.2.4.0-1: N32-f context overview

* * * Second Change * * * *


[bookmark: _Toc19635247][bookmark: _Toc26867068][bookmark: _Toc44946976][bookmark: _Toc51144297]13.2.2.4.3	N32-f security context
The N32-c initial handshake described in clause 13.2.2.2 establishes session keys, IVs and negotiated cipher suites. Counters are used for replay protection. Modification policies are identified by modification policy IDs, to be able to verify received messages that have undergone IPX modifications. 
The N32 security context shall consist of the following parameters:
-	Session keys
-	Negotiated cipher suites
-	Data type encryption policy IDs
-	Modification policy IDs list (if IPXs are used)
	-	Modification policy IDs
	-	IPX provider identifier
-	Counters
-	IVs
-	List of security information of the IPX providers connected to the SEPPs (IPX security information list)
-	IPX provider identifier
-	List of raw public keys or certificates for that IPX

* * * Third Change * * * *

[bookmark: _Toc19635253][bookmark: _Toc26867074][bookmark: _Toc44946982][bookmark: _Toc51144303]13.2.3.4	Modification policy
The SEPP shall contain an operator-controlled policy that specifies which IEs can be modified by the IPX provider directly related to this particular SEPP. These IEs refer to the IEs after the sending SEPP has rewritten the message.
Each PLMN-operator shall agree the modification policy with the IPX provider it has a business relationship with prior to establishment of an N32 connection. Each modification policy applies to one individual relation between PLMN-operator and IPX provider. To cover the whole N32 connection, both involved roaming partners shall exchange their modification policies. Both complementary modification policies shall comprise the overall modification policy for this specific N32 connection.
NOTE 1: 	In order to validate modifications for messages received on the N32-f interface, the operator’s roaming partners will have to know the overall modification policy. 
NOTE 2: Modification includes removal and addition of new IE. IEs therefore may not be present in the rewritten message.
The IEs that the IPX is allowed to modify shall be specified in a list giving an enumeration of JSON paths within the JSON object created by the SEPP. Wildcards may be used to specify paths.
This policy shall be specific per roaming partner and per IPX provider that is used for the specific roaming partner.
The modification policy shall reside in the SEPP.
For each roaming parter, the SEPP shall be able to store a policy for sending in addition to one for receiving.
The following basic validation rules shall always be applied irrespective of the policy exchanged between two roaming partners:
-	IEs requiring encryption shall not be inserted at a different location in the JSON object.
* * * Fourth Change * * * *

[bookmark: _Toc19634877][bookmark: _Toc26875943][bookmark: _Toc35528710][bookmark: _Toc35533471][bookmark: _Toc45028824][bookmark: _Toc45274489][bookmark: _Toc45275076][bookmark: _Toc51168333]13.2.4.7	Message verification by the receiving SEPP
The receiving SEPP shall decrypt the JWE ciphertext using the shared session key and the following parameters obtained from the JWE object – Initialization Vector, Additional Authenticated Data value (clearTextEncapsulatedMessage in  "aad") and JWE Authentication Tag ( "tag").
The receiving SEPP shall check the integrity and authenticity of the clearTextEncapsulatedMessage and the encrypted text by verifying the JWE Authentication Tag in the JWE object with the JWE AAD algorithm. The algorithm returns the decrypted plaintext (dataToIntegrityProtectAndCipher) only if the JWE Authentication Tag is correct.
The receiving SEPP shall apply the decrypted JSON patch in the dataToIntProtectAndCipher to the clearTextEncapsulatedMessage. The receiving SEPP shall use the NF API data type placement mapping and the encryption policy to verify that the correct information elements have been  encrypted.
The receiving SEPP shall next verify IPX provider updates, if included, by verifying the JWS signatures added by the intermediaries. The SEPP shall verify the JWS signature, using the corresponding raw public key or certificate that is contained in the IPX provider’s security information list obtained during parameter exchange in the related N32-c connection setup or, alternatively, has been configured for the particular peer SEPP. It shall then check that the raw public key or certificate of the JWS signature IPX's Identity in the modifiedDataToIntegrity block matches to the IPX provider referred to in the "authorizedIPX ID" field added by the sending SEPP, based on the information given in the IPX provider security information list.
The receiving SEPP shall check whether the modifications performed by the intermediaries were permitted by the respective modification policies. The receiving SEPP shall use the modification policy of the cIPX obtained during parameter exchange in the related N32-c connection setup, and use the modification policy of pIPX configured within the receiving SEPP.
If this is the case, the receiving SEPP shall apply the patches in the  Operations field in order, perform plausibility checks, and create a new HTTP request according to the "patched" clearTextEncapsulatedMessage.
The receiving SEPP shall verify that the PLMN-ID contained in the incoming N32-f message matches the PLMN-ID in the related N32-f context.

* * * End of Changes * * * *

image1.emf
N32-f context

N32-f context ID

N32-f peer 

information

N32-f security 

context

N32-f context 

information

Remote 

PLMN ID

Remote 

SEPP ID

Remote SEPP 

address

Session 

keys

Cipher-

suites

Counters

Validity

Usage 

(ALS)

Modification 

policy IDs

IVs

Data type 

encryption policy IDs

IPX security 

information list


Microsoft_Visio_Drawing.vsdx
N32-f context
N32-f context ID
N32-f peer information
N32-f security context
N32-f context information
Remote PLMN ID
Remote SEPP ID
Remote SEPP address
Session keys
Cipher-suites
Counters
Validity
Usage (ALS)
Modification policy IDs
User
IVs
Data type encryption policy IDs
IPX security information list



image2.emf
N32-f context

N32-f context ID

N32-f peer 

information

N32-f security 

context

N32-f context 

information

Remote 

PLMN ID

Remote 

SEPP ID

Remote SEPP 

address

Session 

keys

Cipher-

suites

Counters

Validity

Usage 

(ALS)

Modification 

policy list

IVs

Data type 

encryption policy IDs

IPX security 

information list


Microsoft_Visio_Drawing1.vsdx
N32-f context
N32-f context ID
N32-f peer information
N32-f security context
N32-f context information
Remote PLMN ID
Remote SEPP ID
Remote SEPP address
Session keys
Cipher-suites
Counters
Validity
Usage (ALS)
Modification policy list
User
IVs
Data type encryption policy IDs
IPX security information list



