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Introduction: 3GPP SA6 working group specified application layer standards for mission critical services and application layer support for V2X. While developing mission critical services, some core set of capabilities (e.g. group management, configuration management, identity management, key management, location management) were identified to be common across MCPTT, MCData and MCVideo services, leading to a separate Common Functional Architecture (CFA) specification. It was identified that V2X applications will also require a similar common set of application layer capabilities as specified in 3GPP TS 23.286.

Specifying such common capabilities for V2X, independent from those that are defined in existing mission critical specifications could lead to fragmented capabilities and deployments. This approach results in consuming significant development time and delays in timely adoption of 3GPP technologies. 
Therefore, a set of common capabilities that can be utilized by V2X applications and potentially by multiple vertical industry applications is developed as service enabler architecture layer (SEAL) over 3GPP networks in 3GPP TS 23.434 [1].

Stage-2 SEAL: 3GPP TS 23.434 specifes the following:

1)
The architecture requirements for SEAL services.
2)
The functional model for SEAL is organized into generic SEAL service functional model and specific SEAL service functional models. The generic SEAL service functional model will be used as the reference model for the specific SEAL service functional models. The generic functional model (represented using reference point and service based interface) for SEAL service is in the figure below:
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In the vertical application layer, the VAL client communicates with the VAL server over VAL-UU reference point. VAL-UU supports both unicast and multicast delivery modes. 

The SEAL functional entities on the UE and the server are grouped into SEAL client(s) and SEAL server(s) respectively. The SEAL consists of a common set of services (e.g. group management, location management) and reference points. The SEAL offers its services to the vertical application layer (VAL). 

The SEAL client(s) communicates with the SEAL server(s) over the SEAL-UU reference points. SEAL-UU supports both unicast and multicast delivery modes. The SEAL client(s) provides the service enabler layer support functions to the VAL client(s) over SEAL-C reference points. The VAL server(s) communicate with the SEAL server(s) over the SEAL-S reference points. The SEAL server(s) may communicate with the underlying 3GPP network systems using the respective 3GPP interfaces specified by the 3GPP network system.

3)  The functional model for interconnection between SEAL servers to support distributed SEAL server deployments, the SEAL server interacts with another SEAL server for the same SEAL service over SEAL-E reference point as shown in the figure below:
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4)  The functional model for inter-service communication between SEAL servers to support the SEAL server interaction with another SEAL server for inter-service communication over SEAL-X reference point is shown in the figure below:
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5)  The functional architecture of each SEAL service listed below and corresponding functional entities and reference points along with the procedures and information flows, northbound APIs to expose the SEAL services to the vertical applications in compliance with CAPIF for each SEAL service is listed below:
-
Group management (GM): The vertical application specific group communication is one of the essential feature in any vertical application. To enable group communication, each vertical application needs to create and manage the group, group specific policies and group members. The group management service, as provided by SEAL, supports group management operations (i.e. Create, Read, Update, Delete and Notify) by the authorized users or VAL servers. It also supports merging of multiple groups into single group where all the group members of the constituent groups are also members of the merged group.

-
Location management (LM): Managing VAL user’s location information is a service that is required by multiple vertical specific applications. The location management service, as provided by SEAL, supports sharing location data between client and server for vertical application usage. It also provides support to request for on-demand location reporting by client and location reporting based on configurable triggers. The service also enables VAL servers to query location of any user as well as sharing the network location information obtained from the 3GPP network systems to the vertical applications.
-
Configuration management (CM): Most of the vertical applications need to create and maintain configurations. Further, they need to provide the initial configuration to all its users and need to notify as soon as there is any change in configuration. The configuration management service, as provided by SEAL, supports creating and managing UE configuration and user profile configuration for the vertical applications. It also supports subscribe-notify mechanism so that the VAL users can subscribe to any change in configurations.

-
Network resource management (NRM): Many vertical applications require managing different radio bearers and switching among them. The network resource management service, as provided by SEAL, supports establishing and modifying unicast and/or multicast bearers. It also supports announcements for multicast bearers and switching from unicast to multicast bearers and vice versa.
-
Key management (KM): The security of sensitive data and user’s information is important aspect for every vertical application. The key management service, as provided by SEAL, supports generation and secure distribution of encryption keys to VAL users.
-
Identity management (IM): The identity management service, as provided by SEAL, supports VAL user’s authentication and authorization framework. As per the defined framework, each VAL user sends authentication request using SEAL Identity Management Client (SIM-C) and once the user authentication is successful, the VAL user can request for access-token. The SEAL Identity Management Server (SIM-S) creates the access token, which is opaque to the VAL clients. The access token contains VAL user’s identity. The VAL user presents the access token to VAL server to access VAL service. The VAL server authorizes the VAL user after verifying the validity of the access token.
6)  Specifying various deployment models of SEAL services: The SEAL server(s) may be deployed either in the PLMN operator domain or deployed in the VAL service provider domain. The SEAL server(s) connects with the 3GPP network system in one or more PLMN operator domain. The SEAL server(s) may be supporting multiple VAL servers.
7)
Service-based interface representation of the functional model for SEAL services as shown in the figure below:

[image: image4.emf]Location 

management 

function

VAL function

Sval

Group 

management 

function

Slm Sgm

Configuration 

management 

function

Scm

Identity 

management 

function

Sim

Key management 

function

Skm

Network resource 

management 

function

Snrm

CAPIF core function

Cccf


The SEAL function(s) exhibit the service-based interfaces, which are used for providing and consuming SEAL services. The service APIs are specified for each SEAL function enabled over the service-based interface. The service-based interfaces of specific SEAL services are specified in TS 23.434. All the interactions with SEAL are governed based on the reference point interactions of the functional models specified in subclause 6 of TS 23.434. VAL function represents the functionalities of the VAL server.

The service APIs offered by the SEAL function(s) are published and discovered on the CAPIF core function as specified in 3GPP TS 23.222 [9].

8)
SEAL functional model mapping with Common functional architecture (CFA).

Security aspects of 3GPP support for service enabler architecture layer (SEAL) are specified in TS 33.434 [2].

Stage 3 normative work to service enabler architecture layer (SEAL) are specified in TS 24.544 [3], TS 24.545 [4], TS 24.546 [5], TS 24.547 [6], TS 24.548 [7] and TS 29.549 [6].
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