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Abstract of the contribution: Discusses the requirement of 5G GUTI re-allocation and how it impacts the CIoT signalling transactions.
1. Background
Allocation of a new 5G-GUTI temporary identifier to the UE in response to a Paging message as defined in TS 33.501 clause 6.12.3 [1] is one of the security and privacy protection enhancements of 5G and it is mandatory (“shall”) since rel.15 for the AMF to do so. 
In rel.16 in the work for 5G CIoT in the context of various signalling optimisations that were proposed to enhance signalling for NB-IoT/eMTC UEs (what is commonly known as “CIoT 5GS optimisations”), there were instances where the above mentioned requirement prevents optimisations in the degree of signalling enhancements that could be possible e.g. in comparison to EPS CIoT optimisations. 

For instance in EPS CIoT optimisations in rel.16 there is support for Mobile Terminated Early Data Transfer (MT-EDT) while this same feature was not introduced in 5GS primarily because it was not possible to accommodate the requirement for allocating a new 5G-GUTI temporary identifier to the UE while using optimised signalling. 
In the last two SA3 meetings an LS from CT1 on “5G-GUTI reallocation after paging of a UE in 5GMM-IDLE mode with suspend indication” [2] was discussed with no conclusion. The reason is that while a majority of companies wants to answer this LS indicating that allocating a new 5G-GUTI after paging and resume of a connection (even if a NAS message is not sent by the UE) is mandatory also for the case of User Plane CIoT optimisation, one company does not want to confirm this. The cost of a mandatory requirement is to add signalling transactions for User Plane CIoT optimisation and hence the procedure would not be optimised to the same level as in EPS and other CIoT optimisations. 

However, the security and privacy risk considerations need to apply uniformly across all procedures triggered by a paging message, therefore the requirement for 5G-GUTI temporary identifier re-allocation to the UE after paging needs either to be upheld for all defined procedures or it should become configurable and decided upon operator configuration again for all the signalling procedures. The trade off whether to apply the requirement for 5G GUTI re-allocation should not be brought up on each procedure based on preference for one siganlling optimiziation or another. 
2. Proposal
It is therefore proposed for SA#89e to discuss the following two options and send an LS accordingly to SA3, CT1, and SA2: 
Option 1: Allocation of a new 5G-GUTI temporary identifier to the UE in response to paging in 5G is mandatory and shall apply in all cases including all CIoT optimisations; 
OR

Option 2: Allow an exception to the strict requirement for 5G CIoT. The trade off between user privacy protection and signalling optimisation becomes configurable but is applicable to all different procedures defined in the context of CIoT optimisations in rel.16 and beyond

The consequence of option 2 is that there should be variants of the related procedures defined that involve allocating new 5G GUTI at every signalling transaction trigged by paging, and others that do not require 5G GUTI reallocation and the choice between the variants can be left to deployment considerations and configuration.

The authors prefer option 1 and have drafted an LS inline with option 1 in SP-200796 .  The authors can also accept to go with option 2 if that is the preference of TSG SA.
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Annex 1
6.12.3
Subscription temporary identifier

A new 5G-GUTI shall be sent to a UE only after a successful activation of NAS security. The 5G-GUTI is defined in TS 23.003 [19].

Upon receiving Registration Request message of type "initial registration" or "mobility registration update" from a UE, the AMF shall send a new 5G-GUTI to the UE in the registration procedure.

Upon receiving Registration Request message of type "periodic registration update" from a UE, the AMF should send a new 5G-GUTI to the UE in the registration procedure.

Upon receiving Service Request message sent by the UE in response to a Paging message, the AMF shall send a new 5G-GUTI to the UE. This new 5G-GUTI shall be sent before the current NAS signalling connection is released.

NOTE 1:
It is left to implementation to re-assign 5G-GUTI more frequently than in cases mentioned above, for example after a Service Request message from the UE not triggered by the network.

NOTE 2:
It is left to implementation to generate 5G-GUTI containing 5G-TMSI that uniquely identifies the UE within the AMF. 
5G-TMSI generation should be following the best practices of unpredictable identifier generation.
A new I-RNTI shall be sent to a UE only after a successful activation of AS security.

On transition of UE to RRC INACTIVE state requested by gNB during RRC Resume procedure or RNAU procedure, the gNB shall assign a new I-RNTI to the UE.
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1
Overall description

With respect to reallocation of a new 5G-GUTI after a paging procedure, TS 33.501 specifies:

Upon receiving Service Request message sent by the UE in response to a Paging message, the AMF shall send a new 5G-GUTI to the UE. This new 5G-GUTI shall be sent before the current NAS signalling connection is released.

CT1 discussed the case for a UE that is using user plane CIoT 5GS optimization, when the UE in 5GMM-IDLE mode with suspend indication is paged, the UE resumes its NAS connection without necessarily sending a (Control Plane) Service Request message (see section 5.3.1.5 of TS 24.501).

CT1 would like to ask SA3 the following question:

· For a UE in 5GMM-IDLE mode with suspend indication, is the network required to allocate a new 5G-GUTI after paging and resume of a connection even if a NAS message is not sent?

2
Actions

To SA3 

ACTION: 
CT1 respectfully requests SA3 to answer the question above.
Annex 3
Is signalling for User Plane CIoT 5GS optimisation equivalent to NAS signalling transaction? 

Answer: Yes User Plane CIoT 5GS is an optimised replacement for NAS signalling transaction the UE needs to perform. The following is defined in TS 23.501 for User Plane CIoT 5GS optimisation: 

Based on a trigger from the NAS layer when a UE is in CM-IDLE with Suspend, the UE should attempt the Connection Resume in CM-IDLE with Suspend procedure (clause 4.8.2.3 of TS 23.502 [3]). If the Connection Resume in CM-IDLE with Suspend procedure fails, the UE initiates the pending NAS procedure. 
What the above illustrates is that if the “Resume” for User Plane CIoT 5GS optimisation fails, the UE will fall back to SR in which case a new 5G GUTI MUST be re-allocated. If therefore an attacker wants to compromise user’s privacy it can simply get the “Resume” to fail and as a result the UE will have to respond with RRC/NAS message including the “old” 5G GUTI. 
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1. Overall Description:

SA3 is pleased to provide CT1 with an answer for their question in the LS on NAS Aspects of Mobile-terminated Early Data (C1-195111) as follows:

CT1 Question to SA3: CT1 kindly asks SA3 to confirm whether the allocation of a new 5G-GUTI will still be required for MT EDT for CP CIoT 5GS optimization and UP CIoT 5GS optimization.

SA3 Response: User privacy protection is one of the main enhancements made in 5GS to address the privacy issues raised by the research community. SA3 confirm that the allocation of a new 5G-GUTI is required for MT EDT for CP CIoT 5GS optimization and UP CIoT 5GS optimization.  
There may be further responses on remaining issue in the CT1 LS from SA3#97 as the non-5G CIoT aspects were outside the scope of SA3#96 Ad-hoc.

2. Actions:

To CT1

ACTION: 
SA3 kindly requests CT1 to take the above into account.
3. Date of Next TSG-SA WG5 Meetings:

SA3#97
18-22 November 2019
Reno, Nevada, US

SA5#98
10 – 14 February 2020
TBD, China
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