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************ START OF CHANGES

[bookmark: _Toc19634845][bookmark: _Toc26875911][bookmark: _Toc35528678][bookmark: _Toc35533439][bookmark: _Toc45028792][bookmark: _Toc45274457][bookmark: _Toc45275044]
************ CHANGE 2 (clause 13.2.2	N32-c connection between SEPPs) *********
[bookmark: _Toc19634847][bookmark: _Toc26875913][bookmark: _Toc35528680][bookmark: _Toc35533441][bookmark: _Toc45028794][bookmark: _Toc45274459][bookmark: _Toc45275046]
[bookmark: _Toc19634848][bookmark: _Toc26875914][bookmark: _Toc35528681][bookmark: _Toc35533442][bookmark: _Toc45028795][bookmark: _Toc45274460][bookmark: _Toc45275047][bookmark: _Toc19635240][bookmark: _Toc26867061][bookmark: _Toc44946969]13.2.2.1	General
When the negotiated security mechanism to use over N32, according to the procedure in clause 13.5, is PRINS (described in clause 13.2), the SEPPs use the established TLS connection (henceforth referred to as N32-c connection) to negotiate the N32-f specific associated security configuration parameters required to enforce application layer security on HTTP messages exchanged between the SEPPs. A second N32-c connection is established by the receiving SEPP to enable it to not only receive but also send HTTP Requests.
The N32-c connection is used for the following purposes:
-	Key agreement: The SEPPs independently export keying material associated with the first N32-c connection between them and use it as the pre-shared key for generating the shared session key required. 
-	Parameter exchange: The SEPPs exchange security related configuration parameters that they need to protect HTTP messages exchanged between the two Network Functions (NF) in their respective networks. 
-	Error handling: The receiving SEPP sends an error signalling message to the peer SEPP when it detects an error on the N32-f interface.
The following security related configuration parameters may be exchanged between the two SEPPs:
a.	Modification policy. A modification policy, as specified in clause 13.2.3.4, indicates which IEs can be modified by an IPX provider of the sending SEPP.
b. 	Data-type encryption policy. A data-type encryption policy, as specified in 13.2.3.2, indicates which types of data will be encrypted by the sending SEPP.
c.	Cipher suites for confidentiality and integrity protection, when application layer security is used to protect HTTP messages between them.
d.	N32-f precontext identifier values.N32-f precontext identifier values, as specified in clause 13.2.2.4.1, are used by each SEPP to construct a common N32-f context ID that identifies the set of security related configuration parameters applicable toa to a protected message received from a SEPP in a different PLMN.
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************ CHANGE 5 (clause 13.2.2.4	N32-f Context) *********

[bookmark: _Toc19634870][bookmark: _Toc26875936][bookmark: _Toc35528703][bookmark: _Toc35533464][bookmark: _Toc45028817][bookmark: _Toc45274482][bookmark: _Toc45275069][bookmark: _Toc19635245][bookmark: _Toc26867066][bookmark: _Toc44946974]13.2.2.4.1	N32-f context ID
The N32-f context ID is used to refer to an N32-f context. The SEPPs shall create the N32-f context ID during the N32-c negotiation and use it over N32-f to inform the reveiving receiving peer which security context to use for decryption of a received message. 
The SEPPs shall create the N32-f context ID by combining the two N32-f precontext IDs, obtained during the N32-c negotiation. To avoid collision of the N32-f context ID value, the SEPPs shall select the N32-f precontext ID as a random value during the exchange over N32-c. 
During transfer of application data over N32-f, the SEPP shall include the N32-f context ID in a separate IE in the metadata part of the JSON structure, see clause 13.2.4.2. The receiving SEPP shall use this information to apply the correct key and parameters during decryption and validation. 

[bookmark: _Toc19634872][bookmark: _Toc26875938][bookmark: _Toc35528705][bookmark: _Toc35533466][bookmark: _Toc45028819][bookmark: _Toc45274484][bookmark: _Toc45275071]************ CHANGE 6 (clause 13.2.4.4	Protection using JSON Web Encryption (JWE))

[bookmark: _Hlk47514461][bookmark: _Toc19635266][bookmark: _Toc26867087][bookmark: _Toc44946995]13.2.4.4.1	N32-f key hierarchy
The N32-f key hierarchy is based on the N32-f master key generated during the N32-c initial handshake by TLS key export. The N32-f key hierarchy consists of two pairs of session keys and two pairs of  IV salts, which are used in two different HTTP/2 sessions. In one Session the N32-c initiatior initiator acts as the HTTP client and in the second the N32-c responder acts as the client. 
If the exported master secret is reused to set up multiple HTTP sessions or to set up new HTTP sessions on stream ID exhaustion, a new, unique, N32-f Context ID shall be generated to avoid key and IV re-use.
The master key shall be obtained from the TLS exporter. The export function takes 3 arguments: Label, Context, Length (in octets) of the desired output. For the N32 Master key derivation, the label shall be "EXPORTER_3GPP_N32_MASTER", the Context shall be "" (the empty string) and the Length shall be 64.
Editor’s Note:  The exporter label for this usage should be registered with IANA
The N32 key derivation function N32-KDF shall be based on HKDF [62] and shall use only the HKDF-Expand function as the initial key material has been generated securely:
	N32-KDF (label, L) = HKDF-Expand (N32-f master key, "N32" || N32-Context-ID || label, L),
where  
	-	label is a string used for key separation,
	-	L is the length of output keying material in octets.
Each run of N32-KDF (label, L) produces either one session key or one IV salt.
There are two pairs of session keys and IV salts to be derived. 
NOTE:	In AES-GCM re-use of one IV may reveal the integrity key (Joux’s Forbidden attack). The binding of session keys and IV salts to N32-f context IDs and labels is essential to protect against inadvertent use of the same key with a repeated IV. 
The labels for the JWE keys are: 
-	"parallel_request_key"
-	"parallel_response_key"
-	"reverse_request_key", and
-	"reverse_response_key".
The keys derived with labels starting parallel shall be used for request/responses in an HTTP session with the N32-c initiating SEPP acting as the client (i.e. in parallel to the N32-c connection). The keys derived with the labels starting reverse shall be used for an HTTP session with the N32-c responding SEPP acting as the client.
To generate the IV salts, the length is 8 and the labels are:
-	"parallel_request_iv_salt",
-	"parallel_response_iv_salt",
-	"reverse_request_iv_salt", and
-	"reverse_response_iv_salt".
The 96-bit nonce for AES_GCM shall be constructed as the concatenation of the IV salt (8 octets, 64-bits) and the sequence counter, SEQ, following section 8.2.1 of NIST Special Publication 800-38D [63] :

	Nonce = IV salt || SEQ.

The sequence counter shall be a 32-bit unsigned integer that starts at zero and is incremented for each invocation of the encryption.  A different sequence counter shall be maintained for each IV salt.
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************ END OF CHANGES




