

	
3GPP TSG-SA3 Meeting #100e 	S3-201993
e-meeting, 17 -28 August 2020
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	33.861
	CR
	0003
	rev
	- 
	Current version:
	16.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Adding missing references

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	S3

	
	

	Work item code:
	[bookmark: _GoBack]FS_CIoT_sec_5G
	
	Date:
	2020-08-07

	
	
	
	
	

	Category:
	F
	
	Release:
	16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	The study is closed and some TBDs were left in the TR. These should be converted into Notes.

	
	

	Summary of change:
	Remaining TBDs not resolved during the study are converted into Notes or removed. 

	
	

	Consequences if not approved:
	Incomplete specification

	
	

	Clauses affected:
	5.12.3, 6.14.3, 6.26.3, 6.27.3, 6.30.3

	
	

	
	Y
	N
	
	

	Other specs
	
	
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


**** START OF CHANGES ****
[bookmark: _Toc43104443][bookmark: _Toc43203843]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23.724: "Study on Cellular IoT support and evolution for the 5G System".
[3]	3GPP TS 22.261:"Service requirements for next generation new services and markets".
[4]	3GPP TR 38.913: "Study on scenarios and requirements for next generation access technologies".
[5]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access (Release 16)".
[6]	3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications (Release 16)".
[7]	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[8]	3GPP TS 33.501: "Security architecture and procedures for 5G system (Release 15)".
[9]	Void
[10]	3GPP TS 23.501: "System Architecture for the 5G System".
[11]	3GPP TR 23.791: "Study of Enablers for Network Automation for 5G".
[12]	3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services. (Release 16)".
[13]	3GPP TS 38.331 (V15.4.0): "NR; Radio Resource Control (RRC) protocol specification (Release 15)".
[14]	3GPP TS 38.300: "NR and NG-RAN Overall Description".
[15]	3GPP TS 23.502: "Procedures for the 5G System (Release 15)".
[16]	3GPP TS 23.002: "Network architecture (Release 15)".
[17]	S3-191848 "Handling of UE radio network capabilities in 4G and 5G".
[18]	New vulnerabilities in 4G and 5G cellular access network protocols: exposing device capabilities. https://doi.org/10.1145/3317549.3319728.
[19]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".
[20]	IETF RFC 8520 "Manufacturer Usage Description Specification".

**** NEXT CHANGE ****
[bookmark: _Toc43204017][bookmark: _Toc43104620]6.20.3	Evaluation 
The solution address key issue #13 "Security Handling in RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC". 
The solution reuses security handling for RRCConnectionReestablishment Procedure for Control Plane CIoT EPS optimisation. 
While UE's cell reselection due to RLF involves AMF change, the corresponding behavior for LTE (i.e. MME change in RRC connection reestablishment for NB-IoT CP optimization) has never been considered and therefore specified . Instead, TS 36.300 [19] only describes the fallback procedure to idle when the UE context cannot be retrieved by the eNB.
Furthermore, when AMF change happens in RRC connection reestablishment, regardless of whether KAMF change happens or not, additional NAS signalling (e.g. 5G GUTI reallocation) is deemed necessary. The same applies to MME change in LTE. However,  did not  any optimized procedure is not specified for this case in TS 23.401 [5] and TS 36.300 [19] respectively. Note also that NB-IoT does not support the connected mode mobility procedure (i.e. handover), which implies mobility is not a main design consideration.
Considering the above, the RRC reestablishment procedure with KAMF change does not needs to be specified. 
**** NEXT CHANGE ****
[bookmark: _Toc43104643][bookmark: _Toc43204040]6.25.1	Introduction
This solution addresses key issue #x: preventing Botnet Attacks from Improper CIOT Device Usage. This solution is proposing enabling the serving network to be aware of CIOT devices expected behaviour. This solution provides the serving network this information by utilizing IETF RFC 8520 which specifies the Manufacturers Usage Description (MUD) protocol. MUD provides a scalable and efficient solution for communicating detailed networking requirements to local network devices in a machine-readable format. This information is sufficient for network devices to create per-device white and blacklists. However, the IETF did not address cellular IOT devices. The present document identifies three potential options for communicating networking requirements to cellular networks using MUD. The MUD protocol is designed to enable a CIOT device to signal to the network the types of access and functionality it requires to properly operate. This information is provided from the device in the form of a MUD URL as specified in IETF RFC8520 [20]. The ability for networks to be aware and constrain the communication abilities of exploited IoT devices reduces the potential for the devices to be used in attacks - both DDoS attacks that could be launched across the internet and attacks on the IoT device's local network that could have security consequences. 
The IETF MUD RFC provides a mechanism for signalling a standardized way for a CIOT device to signal this information to the serving network. A simple example of this capability is as follows: 
"A light bulb is intended to light a room. It may be remotely controlled through the network, and it may make use of a rendezvous service (which could be accessed by an application on a smart phone). What we can say about that light bulb, then, is that all other network access is unwanted. It will not contact a news service, nor speak to the refrigerator, and it has no need of a printer or other devices. It has no social networking friends. Therefore, applying an access list to it that states it will only connect to the single rendezvous service will not impede performing its function; at the same time, this will allow the network to provide the light bulb and other devices an additional layer of protection. [1]"

**** END OF CHANGES ****

