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Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.

Vodafone propose that all the SA3 agreed CRs in the CR pack in SP-231344 are approved by SA #102 (this meeting).

This CR pack includes essential CRs on Release 6 and 7, which are ‘closed releases’. However, as the existing Releases 6-10 mandate the UE to support GEA 1 and GEA 2, while it is essential that UEs are prohibited from supporting GEA1 or GEA2, SA plenary is requested to approve the Release 6 and Release 7 CRs.
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Discussion
At SA3#103-e (May 2021) in S3-211490 Vodafone highlighted issues (see e.g. [1]) related to GEA1 and GEA2. 
The discussions resulted in CRs being agreed in SP-210488 at SA#92 (June 2021) to prohibit MEs from implementing GEA2 in Rel 16 (and onwards) and “discourage” the implementation of GEA2 from Release 11 (and onwards).

Even before SA3#103-e, GEA1 was discouraged in the March 2013 v11.1.0 of R11, and prohibited from R12 onwards.

However:

a) The LS from GCF in SA3#113 (Nov 2023) in S3-234488 (S3-233534 in the previous SA3 #112 meeting in Aug 2023) indicates that the number of devices certified with GEA2 is increasing rather than decreasing!
b) A very large number of 2G IoT devices are not subject to GCF testing and are implemented in line with old 3GPP releases.
c) A recent (October 2023) publication from the European Emergency Number Association (see Next Generation eCall (eena.org) ) does not indicate any date at which “NG-eCall” will be mandated for cars. Up to then, it can be anticipated that some cars will be type approved with only 2G/3G ecall modules. The length of time which a type approved car model can be sold, plus the lifetime that the car is expected to be usable for, means that EU governments may have to maintain 2G coverage for a considerable period. During this time, it can be expected that the number of 2G devices, especially IoT devices, and 4G/5G devices which include 2G capability will continue to increase.
Given these post May 2021 developments, Vodafone believe it is essential to strengthen the prohibitions on GEA2 (and GEA1) to enable tests (and if necessary, regulations) to be put in place.
Vodafone propose the following 3GPP process for the phasing out of GEA2 on MEs:

· For Rel 6 – 10, agree CRs prohibiting the support of GEA1 and GEA2 in MEs. 

· As Rel 11 v11.3.0 (Sept 2021) already prohibits GEA1 and Rel 16 prohibits GEA2, for Rel 11-15, agree CRs prohibiting the support of GEA2 in MEs.

· SA plenary to agree to modify the ‘closed’ Release 6 and 7 specification TS 43.020 because the existing Releases 6-10 mandate the UE to support GEA 1 and GEA 2, while it is essential that UEs are prohibited from supporting GEA1 or GEA2.
The security risks from not approving the CR’s are (as in the cover sheet):
	Reason for change:
	Several issues relating to GEA1 and GEA2 were tackled in earlier meetings, e.g. in CR0059r1 to TS 43.020 (in S3-212362/SP-210488).However, recent communication from GCF in S3-234488 and ongoing industry developments show that these CRs were insufficient. 

In 2023, GEA2 does not provide sufficient security strength to prevent real-time cryptographic attacks on 3GPP networks and handsets. Therefore requiring mandatory support for GEA2 in any 3GPP specification used in current market products is a potential critical security vulnerability and therefore all support for GEA2 needs to be prohibited in all future devices in any release.

	
	

	Summary of change:
	Update clause D.4.9 to remove all support for GEA1 and GEA2.

	
	

	Consequences if not approved:
	Mandated support for a broken algorithm is currently required by 3GPP specifications. This represents a significant security weakness. By not approving this CR, specifications continue to require manadatory support for a known serious security vulnerability.
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