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Abstract:
The current tracing solution does not cover the requirements of traffic monitoring requested by the GSMA
The GSMA has expressed their concerns about the monitoring of encrypted signalling traffic looking for a mechanism for a copy of this traffic to be sent to a monitoring system. This concern has been reflected in a Liaison Statement sent from the GSMA to 3GPP (WGs SA2, SA3 and SA5) stating that the current encryption mechanism sending the information with (m)TLS prevents the operators of doing proper troubleshooting. The GSMA presents several alternatives being two of them shown as the preferred ones:
1. The use of passive network taps or other means to retrieve a copy of the encrypted signalling traffic requires the monitoring system to be integrated with key management systems for the active elements on the SBA network.
2. The active elements on the SBA network (and non-SBA for the N4 interface) support a data streaming facility to send a copy of the signalling traffic to the monitoring system. This provides a solution without the extra installation and operation costs for a separate tap network.

3GPP SA5 WG has responded to this LS sending the answer to SA stating that option 2 is already covered in the SA5 standards with the Tracing specifications in the Subscriber and Equipment Trace (3GPP TSs 32.421, 32.422 and 32.423)
Having a deep look into the above-mentioned specs, although it is true that a lot of useful information can be collected, is not that clear that they cover in full what the GSMA is looking for.

TS 32.421 suggests that only the Minimum and Medium levels of tracing are decoded, but the raw message (i.e. the full information as per GSMA requirement) is encoded only at the Maximum tracing level. Encoded, in the 3GPP SA5 TSs, implies the messages are encoded in XML or GPB formats, but it does not imply the intended message is sent uncrypted. 
In addition, in terms of the scope of the trace, TS 32.422 states that the 5GC activation mechanisms target SUPI or IMEISV, which seems to require a deep level of granularity, different than what GSMA requests, that may create an operational complexity not really needed for network equipment troubleshooting purposes.

Regarding the trace format it is covered in TS 32.423 and data streaming as requested in option 2:
“Trace data reporting consists of trace records that may be written to files or output to streams.”
The Streaming Trace data reporting service is the generic one specified in the TS 28.532, not looking like the mechanism required by GSMA.
And regarding how this information is stored and collected in TS 32.421 a high-level view of the architecture of Trace Reporting is represented within the context of the Services Based Management Architecture illustrating the relationship between the Network Elements, “a” Management Function and the data consumer (TCE).
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The placement of the data consumer is a deployment matter for the operator. If it is placed outside the operator's secure zone, it is up to the operator to use secure connections to and from this data consumer.

If and when applying this architecture to the GSMA request, both the Management Function as well as the Data Consumer would need to use the corresponding key management that would permit decryption of the message in case they are sent that way by the different network elements.
There are several conclusions of this Discussion Paper:

-The scope of the current tracing specifications targets the UE signalling traffic, which can imply an operational burden compared to the requirements from GSMA (i.e. the context for monitoring traffic is to see the traffic towards a monitored NF and from a monitored NF).

-The current tracing specifications can provide some decoded information, but the raw message that is required is encoded and it is unclear whether the monitored NF has sent it or should send it unencrypted.

-The request from the GSMA for a solution to how to collect the raw traffic in an interface unencrypted is beyond the scope of the current tracing specifications and it should be analysed jointly by SA2, SA3, SA5 and any other WG that might need to be involved.
Proposal:

It is proposed not to reply to GSMA until SA2, SA3 and SA5 have coordinated a joint response on the analysis of the solutions depicted by GSMA in their LS. 

