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* * * First Change * * * *
[bookmark: _Toc138238325][bookmark: _Toc138238327][bookmark: _Toc433209705][bookmark: _Toc453260205][bookmark: _Toc453261092][bookmark: _Toc453279837][bookmark: _Toc459375175][bookmark: _Toc468105419][bookmark: _Toc468110514][bookmark: _Toc485420517][bookmark: _Toc138238446]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.682: "Architecture enhancements to facilitate communications
with packet data networks and applications".
[3]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[4]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[5]	3GPP TR 26.981: "MBMS Extensions for Provisioning and Content Ingestion".
[6]	3GPP TS 32.240: "Telecommunication management; Charging management; Charging architecture and principles".
[7]	ETSI GS MEC 011 (V1.1.1): "Mobile Edge Computing (MEC); Mobile Edge Platform Application Enablement".
[8]	ETSI GS MEC 009 (V1.1.1): "Mobile Edge Computing (MEC); General Principles for Mobile Edge Service APIs".
[9]	OMA-ER_Autho4API-V1_0-20141209-A: "Authorization Framework for Network APIs".
[10]	OMA-TS-REST_NetAPI_Common-V1_0-20180116-A: "Common definitions for RESTful Network APIs".
[11]	OMA-TS-NGSI_Registration_and_Discovery-V1_0-20120529-A: "NGSI Registration and Discovery".
[12]	3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".
[TS23435]	3GPP TS 23.435: " Procedures for Network Slice Capability Exposure for Application Layer Enablement Service".
* * * Next Change * * * *
3.1	Definitions
[bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK8]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
API: The means by which an API invoker can access the service.
API invoker: The entity which invokes the CAPIF or service APIs.
API invoker profile: The set of information associated to an API invoker that allows that API invoker to utilize CAPIF APIs and service APIs.
API exposing function:  The entity which provides the service communication entry point for the service APIs. 
API exposing function location: The location information (e.g. civic address, GPS coordinates, data center ID) where the API exposing function providing the service API is located.
CAPIF administrator: An authorized user with special permissions for CAPIF operations.
Common API framework: A framework comprising common API aspects that are required to support service APIs.
Designated CAPIF core function: The CAPIF core function which is configured as the serving CAPIF core function for interconnection.
Network Slice Info: Network slice information of service API which include a list of network slice related identifiers, as described in clause 8.4 of 3GPP TS 23.435 [TS23435]).
Northbound API: A service API exposed to higher-layer API invokers.
Onboarding: One time registration process that enables the API invoker to subsequently access the CAPIF and the service APIs.
Resource: The object or component of the API on which the operations are acted upon.
Resource owner: An entity (either a UE user or an MNO subscriber) capable of granting access to a protected resource related to the invoked API.
Resource owner-aware northbound API access: An API invocation scenario where the API invoker needs an authorization from the resource owner.
Service API: The interface through which a component of the system exposes its services to API invokers by abstracting the services from the underlying mechanisms. 
Serving Area Information: The location information for which the service APIs are being offered to.
CAPIF provider domain: A domain that contains an instance of CAPIF core function and may contain API provider domains and API invokers. The CAPIF provider could be a PLMN, SNPN or 3rd party. Throughout this document, PLMN trust domain is often used as the typical deployment of a CAPIF provider domain however SNPN trust domain or 3rd party trust domain are applicable as well. 
PLMN trust domain: The entities protected by adequate security and controlled by the PLMN operator or a trusted 3rd party of the PLMN.
SNPN trust domain: The entities protected by adequate security and controlled by the SNPN operator or a trusted 3rd party of the SNPN. 3rd party trust domain: The entities protected by adequate security and controlled by the 3rd party.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 32.240 [6] apply: 
Offline charging
Online charging
* * * Next Change * * * *
[bookmark: _Toc138238401]6.3.3	CAPIF core function
The CAPIF core function consists of the following capabilities:
-	Authenticating the API invoker based on the identity and other information required for authentication of the API invoker;
-	Supporting mutual authentication with the API invoker;
-	Providing authorization for the API invoker prior to accessing the service API;
-	Publishing, storing and supporting the discovery of service APIs information;
-	Controlling the service API access based on PLMN operator configured policies;
-	Storing the logs for the service API invocations and providing the service API invocation logs to authorized entities;
-	Charging based on the logs of the service API invocations;
-	Monitoring the service API invocations;
-	Onboarding a new API invoker and offboarding an API invoker;
-	Storing policy configurations related to CAPIF and service APIs;
-	Support accessing the logs for auditing (e.g. detecting abuse); and
-	Supports publishing, discovery of service APIs information with another CAPIF core function in CAPIF interconnection; and.
-	Supports slice related API exposure in, e.g., API publish, API discovery, API invoker authorization, API access control.
* * * Next Change * * * *
8.3.2.1	Service API publish request
Table 8.3.2.1-1 describes the information flow service API publish request from the API publishing function to the CAPIF core function.
Table 8.3.2.1-1: Service API publish request
	Information element
	Status
	Description

	API publisher information
	M
	The information of the API publisher may include identity, authentication and authorization information

	Service API information
	M
	The service API information includes the service API name, API provider name (optional), List of public IP ranges of UEs (optional), service API type, service API status (e.g. active, inactive), communication type, description, Serving Area Information (optional), AEF location (optional), interface details (e.g. IP address, port number, URI), protocols, version numbers, and data format, Service KPIs (optional), and Network Slice Info (optional).

	Shareable information
	O (see NOTE)
	Indicates whether the service API or the service API category can be published to other CCFs. And if sharing, a list of CAPIF provider domain information where the service API or the service API category can be published is contained.

	NOTE:	If the shareable information is not present, the service API is not allowed to be shared.



* * * Next Change * * * *
[bookmark: _Toc138238459]8.5.2.2	Service API get response
Table 8.5.2.2-1 describes the information flow service API get response from the CAPIF core function to the API publishing function.
Table 8.5.2.2-1: Service API get response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of retrieving the service API information

	Service API information
	O (see NOTE)
	The service API information includes the service API name, service API type, communication type, description, Serving Area Information (optional), AEF location (optional), interface details (e.g. IP address, port number, URI), protocols, version numbers, and data format, and Network Slice Info (optional).

	NOTE:	Shall be present if the Result information element indicates that the service API get request is successful. Otherwise service API information shall not be present.



* * * Next Change * * * *
[bookmark: _Toc138238464]8.6.2.1	Service API update request
Table 8.6.2.1-1 describes the information flow service API update request from the API publishing function to the CAPIF core function.
Table 8.6.2.1-1: Service API update request
	Information element
	Status
	Description

	API publisher information
	M
	The information of the API publisher may include identity, authentication and authorization information

	Service API published information reference
	M
	The information (set) provided by the CAPIF core function about the published service API which can be used for reference by the API publishing function.

	Service API information
	M
	The service API information includes the service API name, service API type, service API status (e.g. active, inactive), communication type, description, List of public IP ranges of UEs (optional), Serving Area Information (optional), AEF location (optional), interface details (e.g. IP address, port number, URI), protocols, version numbers, and data format, and Network Slice Info (optional) which is required to replace the existing service API information

	Reason
	O
	The reason of the update (e.g. change log)



* * * Next Change * * * *
[bookmark: _Toc460615989][bookmark: _Toc460616850][bookmark: _Toc477419270][bookmark: _Toc138238470]8.7.2.1	Service API discover request
Table 8.7.2.1-1 describes the information flow service API discover request from the API invoker to the CAPIF core function.
Table 8.7.2.1-1: Service API discover request
	Information element
	Status
	Description

	API invoker identity information
	M
	Identity information of the API invoker discovering service APIs 

	Query information
	M
	Criteria for discovering matching service APIs (e.g. service API type, Serving Area Information (optional), preferred AEF location (optional), required API provider name (optional), UE IP address (optional), interfaces, protocols), Service KPIs (optional), and Network Slice Info (optional)).
(see NOTE)

	NOTE:	It should be possible to discover all the service APIs.



[bookmark: _Toc138238471]* * * Next Change * * * *
8.7.2.2	Service API discover response
Table 8.7.2.2-1 describes the information flow service API discover response from the CAPIF core function to the API invoker.
Table 8.7.2.2-1: Service API discover response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of the discovery of the service API information

	Service API information
(see NOTE 2)
	O 
(see NOTE 1)
	List of service APIs corresponding to the request, including API description such as service API name, service API type, Serving Area Information (optional), interface details (e.g. IP address, port number, URI), protocols, version, data format, Service KPIs (optional), and Network Slice Info (optional).

	CAPIF core function identity information
	O
(see NOTE 1)
	Indicates the CAPIF core function serving the service API category provided in the query criteria

	NOTE 1:	The service API information or the CAPIF core function identity information or both shall be present if the Result information element indicates that the service API discover operation is successful. Otherwise both shall not be present. 
NOTE 2:	If topology hiding is enabled for the service API, the interface details shall be the interface details of AEF acting as service communication entry point for the service API.



* * * Next Change * * * *
[bookmark: _Toc138238583][bookmark: _Toc138238584]8.25.2.1	Interconnection API publish request
Table 8.25.2.1-1 describes the information flow interconnection API publish request from CAPIF core function to CAPIF core function.
Table 8.25.2.1-1: Interconnection API publish request
	Information element
	Status
	Description

	CCF information
	M
	The information of the CAPIF core function which publishes APIs, may include identity, authentication and authorization information

	Service API information
	O
(see NOTE 1)
	The service API information includes the service API name, API provider name (optional), List of public IP ranges of UEs (optional and applicable only on CAPIF-6 interface), service API type, service API status (e.g. active, inactive), communication type, description, Serving Area Information (optional), AEF location (optional), interface details (e.g. IP address, port number, URI), protocols, version numbers, and data format, Service KPIs (optional), and Network Slice Info  (optional).

	Service API category
	O
(see NOTE 1)
	The category of the service APIs to be published, (e.g. V2X, IoT)

	Shareable information
	O
(see NOTE 2)
	Indicates whether the service API or the service API category can be published to other CCFs. And if sharing, a list of CAPIF provider domain information where the service API or the service API category can be published is contained.

	NOTE 1:	At least one of the Service API information or Service API category shall be present.
NOTE 2:	If the shareable information is not present, the service API is not allowed to be shared. There is one and only one CAPIF provider domain information sharable via the CAPIF-6e interface.



[bookmark: _Toc138238585]* * * Next Change * * * *
8.25.2.3	Interconnection service API discover request
Table 8.25.2.3-1 describes the information flow interconnection service API discover request from one CAPIF core function to another CAPIF core function.
Table 8.25.2.3-1: Interconnection service API discover request
	Information element
	Status
	Description

	CAPIF core function identity information
	M
	Identity information of the CAPIF core function discovering service APIs 

	Query information
	M
	Criteria for discovering matching service APIs or CAPIF core function (e.g. service API type, Serving Area Information (optional), UE IP address (optional), preferred AEF location (optional), required API provider name (optional), interfaces, protocols, service API category, Service KPIs (optional), and Network Slice Info (optional))  
(see NOTE)

	NOTE:	It should be possible to discover all the service APIs.



[bookmark: _Toc138238586]* * * Next Change * * * *
8.25.2.4	Interconnection service API discover response
Table 8.25.2.4-1 describes the information flow interconnection service API discover response from one CAPIF core function to another CAPIF core function.
Table 8.25.2.4-1: Interconnection service API discover response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of the discovery of the service API information

	Service API information
	O
(see NOTE)
	List of service APIs corresponding to the request, including API description such as service API name, service API type, Serving Area Information (optional), AEF location (optional), interface details (e.g. IP address, port number, URI), protocols, version, data format, and Network Slice Info (optional)

	CAPIF core function identity information
	O
(see NOTE)
	Indicates the CAPIF core function matching the service API category in the query criteria

	NOTE:	The service API information or the CAPIF core function identity information or both shall be present, if the Result information element indicates that the interconnection service API discover operation is successful. Otherwise, both shall not be present.


[bookmark: _Toc138238502][bookmark: _Toc138238554][bookmark: _Toc138238548][bookmark: _Toc468105560][bookmark: _Toc468110655][bookmark: _Toc493489397][bookmark: _Toc138238728][bookmark: _Toc460616240][bookmark: _Toc460617101][bookmark: _Toc460662490][bookmark: _Toc468105564][bookmark: _Toc468110659][bookmark: _Toc493489401]
[bookmark: _Toc138238436]* * * Next Change * * * *
8.1.3	Procedure
Figure 8.1.3-1 illustrates the procedure for onboarding the API invoker to the CAPIF. The security aspects of this procedure are specified in subclause 6.1 of 3GPP TS 33.122 [12].
Pre-conditions:
1.	The API invoker is not a recognized user of the CAPIF.
2.	The API invoker has visibility to APIs information (e.g., API catalogue or dashboard - central place for the API provider to manage which APIs are displayed, giving API invokers the ability to enroll for).


Figure 8.1.3-1: Procedure for onboarding the API invoker to the CAPIF
1.	For enrollment of the API invoker to be a recognized user of the CAPIF, the API invoker triggers onboard API invoker request towards the CAPIF core function, providing the information as required for the API management.
2.	The CAPIF core function begins the onboarding process by verifying whether all the necessary information has been provided to onboard the API invoker, and further initiates a grant process. Successful onboarding results in provisioning API invoker profile which includes identity for the API invoker. The authorization information and the list of APIs and the types of APIs that the API invoker can access subsequent to successful onboarding may also be created. The CAPIF core function may create access control policy (see Table E-1) for the onboarded API invoker considering the network slice information. 
NOTE 1:	Completion of onboarding process can require explicit grant by the CAPIF administrator or the API management, which is left out-of-scope of this solution. CAPIF can handle the grant process internally without the need of explicit grant by the CAPIF administrator.
NOTE 2:	The API invoker profile consists of at least the identity information for the API invoker, information required for the authentication and authorization by the CAPIF and the CAPIF identity information.
3.	If the API invoker has triggered the onboard API invoker request and is granted permission, the onboard API invoker response provides success indication including information from the provisioned API invoker profile which may include information to allow the API invoker to be authenticated and to obtain authorization for service APIs.
4.	As a result of successful onboarding process, the CAPIF core function is able to authenticate and authorize the API invoker.
* * * Next Change * * * *
8.11.3	Procedure
Figure 8.11.3-1 illustrates the procedure for obtaining authorization to access the service API.
Pre-condition:
1.	The API invoker is onboarded and has received an API invoker identity.


Figure 8.11.3-1: Procedure for the API invoker obtaining authorization for service API access
1.	The API invoker sends an obtain service API authorization request to the CAPIF core function for obtaining permission to access the service API by including the API invoker identity information and any information required for authentication of the API invoker. The request may include desired Network Slice Info of the service API.
2.	The CAPIF core function validates the authentication of the API invoker (using authentication information) and checks whether the API invoker is permitted to access the requested service API. The CAPIF core function may additionally verify the Network Slice Info, e.g., check that the desired Network Slice Info by the API invoker is included in the supported Network Slice info for the indicated service API.
Editor's Note:		Authorization related to network slice are to be detailed by SA3.
NOTE 1:	The authorization of network slice info is performed by the CAPI core function in trusted PLMN domain.
NOTE 21:	The authentication process is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12]. 
3.	Based on the API invoker's subscription information the authorization information to access the service APIs is sent to the API invoker in the obtain service API authorization response.
NOTE 32:	The mechanism for distribution of the authorization information for the API invoker to the API exposing function is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12].

[bookmark: _Toc138238507]* * * Next Change * * * *
8.12.2.2	Obtain access control policy response
Table 8.12.2.2-1 describes the information flow obtain access control policy response from the CAPIF core function to the AEF.
Table 8.12.2.2-1: Obtain access control policy response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of the obtain access control policy operation

	Access control policy information
	O (see NOTE)
	The access control policy information corresponding to the requested service API (See Table E-1).

	NOTE:	Shall be present if the Result information element indicates that the obtain access control policy operation is successful. Otherwise access control policy information shall not be present.



[bookmark: _Toc138238530]* * * Next Change * * * *
8.16.2.1	Service API invocation request
The information flow service API invocation request from the API invoker to the AEF is service API specific and the complete detail of the service API invocation request is out of scope of the present document. Table 8.16.2.1-1 describes only the CAPIF related information elements which are included in the service API invocation request.
Table 8.16.2.1-1: Service API invocation request
	Information element
	Status
	Description

	API invoker identity information
	M
	The information that determines the identity of the API invoker

	Authorization information
	O
(see NOTE)
	The authorization information obtained before initiating the service API invocation request

	Network Slice Info
	O
(see NOTE)
	The desired network slice information of the service API

	Service API identification
	M
	The identification information of the service API for which invocation is requested. The service API identification is part of the specific service API invocation request.

	NOTE:	The inclusion of this information element depends on the chosen solution for authorization. 



* * * Next Change * * * *
8.20.3	Procedure
Figure 8.20.3-1 illustrates the procedure for charging the invocation of service APIs. 
Pre-conditions:
1.	Authorization details of the AEF are available with the CAPIF core function.


Figure 8.20.3-1: Procedure for charging the invocation of service APIs
1.	Upon invocation of service API(s) from one more API invokers, the AEF triggers an API invocation charging request and includes API invoker information (e.g. invoker's ID and IP address, location, timestamp) and service API information (e.g. service API name and version, invoked operation, input parameters, invocation result, Network Slice Info of the service API) towards the CAPIF core function.
NOTE:	These requests can be triggered asynchronously.
2.	The CAPIF core function performs a charging procedure which includes storing the information for access by authorized API management.
3.	The AEF receives the API invocation charging response from the CAPIF core function.
* * * Next Change * * * *
8.19.2.1	API invocation log request
Table 8.19.2.1-1 describes the information flow API invocation log request from the API exposing function to the CAPIF core function.
Table 8.19.2.1-1: API invocation log request
	Information element
	Status
	Description

	API exposing identity information
	M
	Identity information of the AEF logging service API(s) invocations

	API invocation log information
	M
	API invocation log information such as API invoker's ID, IP address, service API name, version, invoked operation, input parameters, invocation result, time stamp information, Network Slice Info



[bookmark: _Toc138238565]* * * Next Change * * * *
8.22.2.2	Query service API log response
Table 8.22.2.2-1 describes the information flow query service API log response from the CAPIF core function to the API management function.
Table 8.22.2.2-1: Query service API log response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of query  service API log request

	API invocation log information
	O
(see NOTE)
	API invocation log information such as API invoker's ID, IP address, service API name, version, invoked operation, input parameters, invocation result, time stamp information, Network Slice Info

	NOTE:	Information element shall be present when result indicates success.



* * * Next Change * * * *
[bookmark: _Toc428365161][bookmark: _Toc433209860][bookmark: _Toc460616236][bookmark: _Toc460617097][bookmark: _Toc460662486]Annex E (normative):
Configuration data for CAPIF
The configuration data is stored in the CAPIF core function and provided by the CAPIF administrator. 
The configuration data for CAPIF is specified in table E-1. 
Table E-1: Configuration data for CAPIF
	Reference
	Parameter description

	Subclause 4.2.2
	List of published service API discovery restrictions

	
	> Service API identification

	
	> API invoker identity information

	Subclause 4.7.2
	List of service API log storage durations

	
	> Service API identification

	
	> Service API log storage duration (in hours) (see NOTE)

	Subclause 4.7.4
	List of API invoker interactions log storage durations

	
	> Service API identification

	
	API invoker interactions log storage duration (in hours) (see NOTE)

	Subclause 4.10
	List of access control policy per API invoker and optionally per network slice

	
	> Volume limit on service API invocations (total number of invocations allowed)

	
	> Time limit on service API invocations (The time range of the day during which the service API invocations are allowed)

	
	> Rate limit on service API invocations (allowed service API invocations per second) 

	
	> Service API identification

	
	> API invoker identity information

	
	> Network Slice Info

	NOTE:	If no value is set for the duration, the duration is assumed to be unlimited.
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