

	
3GPP TSG-SA WG6 Meeting #57	S6-233388
Xiamen, China, 9th Oct 2023 - 13th Oct 2023	(revision of S6-233357,S6-233041)

	CR-Form-v12.2

	CHANGE REQUEST

	

	
	23.433
	CR
	0023
	rev
	2
	Current version:
	18.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Provisioning a Geofence policy in the SEALDD server

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	SA6

	
	

	Work item code:
	SEALDD_Ph2
	
	Date:	Comment by John MEREDITH: Format yyyy-MM-dd.
	21-09-2023

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-19

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	The val server requires to allow or restrict the val users based on certain location information for various use cases like industrial robots to access data transfer in a certain location or configuring guest users to geofence based on the policy. In order to control the SEALDD data delivery for different val users based on the location information, the VAL server can provide the geo-fence policy to the SEALDD server.

	
	

	Summary of change:
	Addition of geo-fence policy configuration in the SEALDD server

	
	

	Consequences if not approved:
	The SEALDD server lack the capability to provide location-based data delivery to the VAL users

	
	

	Clauses affected:
	9.10.3.1, 9.2.2.1, 9.2.2.2

	
	

	
	Y
	N
	
	

	Other specs
	
	N
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	N
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	N
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	Removal of geofence volume of data conditions, clarification regarding the applicability of the geofence as per the VAL service 



Page 1


[bookmark: _Toc138291101]9.10.3.1	SEALDD policy configuration request
Table 9.10.3.1-1 describes the information flow from the VAL server to the SEALDD server for requesting the SEALDD policy configuration.
Table 9.10.3.1-1: SEALDD policy configuration request
	Information element
	Status
	Description

	Application traffic identifiers
	M
	Identify of the application traffic (e.g. VAL server ID, VAL service ID)

	VAL UE identity
	O
	Identifier of the VAL UE for which SEALDD policy applies

	SEALDD policy
	M
	The SEALDD policy associated with application traffic identifiers, VAL UE identitfy

	> Quality guarantee policy
	O
(See NOTE  1)
	Indicates the action to be performed when the measurement event (e.g. measurement threshold) occurs, in order to meet the quality guarantee.

	> Bandwidth control policy
	O
(See NOTE  2)
	The bandwidth control policy from VAL server, e.g. re-allocating the bandwidth limit between different VAL users, including UL/DL

	> Geofence policy 
	O
(See NOTE 3)
	Indicates the geofence policy per VAL service 

	>> Geofence location
	O
(See NOTE 3)
	Indicates the geofence location information for the mentioned VAL service

	>>Geofence policy action
	O
(See NOTE 3)
	Indicates the policy action like allowed or blocked

	> temporal policy
	O
(See NOTE 3)
	Indicates the time period for which the sealdd traffic is allowed

	> policy expiration time
	O
	Indicates the validity of the policy

	NOTE 1: 	This IE is used for the SEALDD enabled transmission quality guarantee, as specified in clause 9.9.
NOTE 2: 	This IE is used for the SEALDD enabled bandwidth control, as specified in clause 9.8.
NOTE 3:   This IE is used for the SEALDD connection establishment and data delivery, as specified in clause 9.2




[bookmark: _Toc117364423][bookmark: _Toc133484061][bookmark: _Toc138290966]9.2.2.1	SEALDD enabled signalling transmission connection establishment procedure
Figure 9.2.2.1-1 illustrate the procedure for signalling transmission connection establishment.
Pre-condition:
-	The VAL server can discover and select the SEALDD server by CAPIF functions.


Figure 9.2.2.1-1: SEALDD signalling transmission connection establishment procedure
1.	The VAL server decides to use SEALDD service for application signalling transfer and allocates address/port as SEALDD-S Data transmission connection information for receiving the application signalling packets from SEALDD server. The VAL server sends an Sdd_RegularTransmission request to the SEALDD server. The service request includes the VAL server ID, VAL service ID to identify the VAL application traffic, the SEALDD-S Data transmission connection information of the VAL server side. 
2.	Upon receiving the request, the SEALDD server performs an authorization check. If authorization is successful, the SEALDD server allocates a specific address or port used for SEALDD traffic transfer with the incoming SEALDD client(s) for the VAL server and responds with a SEALDD service response.  
NOTE: The SEALDD server does not allocate address/port in this step and VAL server treats the SEASLDD-S Data transmission connection information as wildcard endpoint for SEALDD-S reference point to receive all the application signalling traffic.
3.	The VAL client sends a SEALDD service request to SEALDD client. The service request also indicates to establish application signalling transmission connection. The VAL client receives a SEALDD service response to the SEALDD client. The response indicates that whether the SEALDD service request is successful or not.
4.	The VAL/SEALDD client discover and select the proper SEALDD server for the VAL application. After this step, the VAL server is discovered and selected along with the associated SEALDD server, the SEALDD client can get the SEALDD server's address.
5.	The SEALDD client allocates a SEALDD flow ID mapping to application traffic for application signalling transmission. The SEALDD client sends Sdd_RegularTransmissionConnection_Establish request to SEALDD server with the SEALDD client ID, the SEALDD flow ID, VAL server ID, VAL service ID and the SEALDD traffic descriptor of the SEALDD client side (the address/port of the SEALDD client for receiving the downlink SEALDD traffic). The request message also contains the selected VAL server endpoint information. The SEALDD server retrieves the location information of the VAL UE or SEALDD client from SEAL LM services defined in 3GPP TS 23.434[4] clause 9.3.12 and verifies with the Geofence policy configured by the VAL server to allow or restrict the signalling connection establishment. If the location information is allowed as per the configured geofence policy then the SEALDD server allows the signalling connection establishment, otherwise SEALDD server returns failed result e.g. performs connection reject.

NOTE 1:	The SEALDD flow ID is used by the SEALDD client and SEALDD server to identify different application traffic, and it is mapped to the VAL service ID.
6.	The SEALDD server responds to the SEALDD client with the SEALDD traffic descriptor of SEALDD server side (e.g. address/port allocated in step 2, transport layer protocol) mapping to the application traffic.  
7.	The SEALDD server stores the SEALDD client ID, SEALDD flow ID to identify the SEALDD traffic and establishes SEALDD-S connection with VAL server for the VAL client to transmit application traffic mapping to the SEALDD traffic. SEALDD server may use different address/port to establish the SEALDD-S data transmission connection for application signalling transfer towards the VAL server for different SEALDD client and SEALDD flow. Then each VAL client will have different SEALDD-S data transmission connection at the SEALDD server side. 
8.	The SEALDD client uses the SEALDD traffic descriptor of SEALDD server side for SEALDD connection establishment.
NOTE 2:	If the UE's address for SEALDD traffic transfer is different from the address used in the control plane interaction (step 5 and 6), another SEALDD interaction procedure may be triggered to notify the SEALDD server about the address/port used by the SEALDD client for SEALDD traffic transfer. Or the SEALDD server reuses the SEALDD client's address used in step 5 for SEALDD traffic transfer.
	After this step, the SEALDD client and SEALDD server both get the whole SEALDD traffic descriptor (including the UE's address/port and SEALDD server's address/port for the SEALDD traffic transmission). The SEALDD client gets the mapping information (i.e. SEALDD flow ID for the application signalling transfer). The SEALDD server gets the mapping information between the SEALDD flow ID, the signalling transmission Session ID and the SEALDD-S connection. The SEALDD client and SEALDD server store the mapping between the application traffic and SEALDD traffic.
Upon receiving application signalling traffic from VAL client, the SEALDD client maps it into SEALDD traffic with SEALDD traffic descriptor as negotiated with SEALDD server. The SEALDD server maps the SEALDD traffic to the application traffic according to the stored SEALDD traffic descriptor, SEALDD client ID, SEALDD flow ID. The SEALDD server sends the recovered application traffic to VAL server via the connection established in step 7 according to the mapping relationship between the SEALDD-S connection and the SEALDD traffic.
For the downlink application signalling traffic in response to the uplink application signalling, the VAL server can respond to the source address/port (SEALDD-S address/port of the SEALDD server side) of the uplink signalling traffic. Upon receiving the downlink application signalling traffic from the SEALDD-S connection, the SEALDD server can map the downlink application signalling traffic to the related SEALDD client ID and SEALDD flow ID and send the mapped SEALDD traffic to the SEALDD client. The rest of the downlink application traffic transfer is processed similarly with the uplink traffic. 
After the connection establishment, the VAL server can communicate with VAL client for application layer signalling traffic transfer via the established SEALDD connection. 
[bookmark: _Toc117364424][bookmark: _Toc133484062][bookmark: _Toc138290967]9.2.2.2	SEALDD enabled regular data transmission connection establishment procedure
Figure 9.2.2.2-1 illustrate the procedure for establishing regular SEALDD data transmission connection.
Pre-condition:
-	The VAL server can discover and select the SEALDD server by CAPIF functions.


Figure 9.2.2.2-1: SEALDD enabled regular data transmission connection establishment procedure
1.	The VAL server decides to use SEALDD service for application traffic transfer and allocates address/port as SEALDD-S Data transmission connection information for receiving the data packets from SEALDD server. The VAL server sends Sdd_RegularTransmission request to the SEALDD server discovered by CAPIF. The service request includes UE ID/address, VAL server ID, VAL service ID, SEALDD-S Data transmission connection information of the VAL server side, and optionally, the QoS information for the application traffic, e.g. QoS requirements.
2.	Upon receiving the request, the SEALDD server performs an authorization check. If authorization is successful, SEALDD server allocates address/port of the SEALDD server to receive the packets from the VAL server for application data transfer as SEALDD-S data transmission connection information of the SEALDD server side. The SEALDD server allocates a specific address or port used for SEALDD traffic transfer with the specific UE for the VAL server and responds with a SEALDD service response (including SEALDD-S data transmission connection information of the SEALDD server side). The VAL server and SEALDD server can use SEALDD-S data transmission connection information to establish the data transmission connection between VAL server and SEALDD server for application data transfer. 
	The SEALDD server may send the AF request to provide the required QoS information to 5GC via N33/N5, as defined in clause 5.2.6.9 and in clause 5.2.5.3 of 3GPP TS 23.502 [6]. The AF request includes the application traffic descriptor containing the address or ports allocated by SEALDD server, and the QoS information for application traffic. The QoS information may be determined by SEALDD server according to VAL service ID for different service type of application traffic if the QoS information is not provided by VAL server. The SEALDD server relies on the northbound Policy Authorization Service API exposed by the PCF as specified in 3GPP TS 23.502 [6] and 3GPP TS 23.503 [7], if the SEALDD server is connected to the PCF via the N5 reference point, or the northbound AF Session with QoS Service APIs and/or the PFD Management northbound APIs exposed by the NEF as specified in 3GPP TS 23.502 [6] and 3GPP TS 23.503 [7], if the SEALDD server is connected to the PCF via NEF. SEALDD may also rely upon the EES Session with QoS API as specified in 3GPP TS 23.558 [10] and/or the NRM QoS functionality as described in 3GPP TS 23.434 [4].
NOTE 1:	The SEALDD-S data transmission connection information of the SEALDD server side is optional to respond to the VAL server, if the SEALDD server uses the downlink pull mode to obtain the data/content from the address provided by the VAL server in step 1, and uses the uplink push mode to send the data/content to the address provided by VAL server.
3.	Data transmission session information is provisioned to the VAL client by the VAL server via application signalling.
NOTE 2:	The application signalling may be transmitted via direct application layer connection or via the SEALDD layer.
4.	The VAL client sends a SEALDD service request to SEALDD client. The VAL client receives a SEALDD service response to the SEALDD client. The response indicates that whether the SEALDD service request is successful or not.
5.	The VAL/SEALDD client discover and select the proper SEALDD server for the VAL application, as described in clause 9.4.3. After this step, the VAL server is discovered and selected along with the associated SEALDD server, the SEALDD client can get the SEALDD server's address. 
6.	The SEALDD client allocates a SEALDD flow ID mapping to the identifiers of the application traffic. The SEALDD client sends Sdd_RegularTransmissionConnection_Establish request to SEALDD server with the SEALDD client ID, the SEALDD flow ID, the SEALDD traffic descriptor of the SEALDD client side (the address/port of the SEALDD client for receiving the downlink SEALDD traffic), VAL server ID, VAL service ID. The request message also contains the selected VAL server endpoint information and UEID. The SEALDD server retrieves the location information of the VAL UE or SEALDD client from SEAL LM services defined in 3GPP TS 23.434[4] clause 9.3.12 and verifies with the Geofence policy configured by the VAL server to allow or restrict the data connection establishment. If the location information is allowed as per the configured geofence policy then the SEALDD server allows the data connection establishment, otherwise SEALDD server returns a failed result e.g. performs connection reject.

NOTE 3: The SEALDD server can use or update the association between SEALDD-UU connection and SEALDD-S connection that associated with UE ID, VAL service ID, VAL server endpoint, which is used to correlate the SEALDD traffic and the VAL application traffic.
NOTE 4:	The SEALDD flow ID is used by the SEALDD client and SEALDD server to identify different VAL application traffic of the same SEALDD client. The SEALDD flow ID may be same with the identifiers of the application traffic or new simplified IDs allocated by SEALDD. 
7.	The SEALDD server responds to the SEALDD client with the SEALDD traffic descriptor of SEALDD server side (e.g. address/port allocated in step 2, transport layer protocol) mapping to the application traffic.
8.	If the connection between VAL server and SEALDD server is not established in step 2, the SEALDD server establishes connection with VAL server for the VAL client to transmit application traffic mapping to the SEALDD traffic according to the SEALDD-S information negotiated in step 1-2.
9.	The SEALDD client uses the SEALDD traffic descriptor of SEALDD server side for SEALDD connection establishment. 
	After this step, the SEALDD client and SEALDD server both get the whole SEALDD traffic descriptor (including the UE's address/port and SEALDD server's address/port for the SEALDD traffic transmission).
After the negotiation and establishment of the connections, the SEALDD client gets the mapping information between application traffic and SEALDD flow ID. The SEALDD server gets the mapping information between the SEALDD flow ID and the SEALDD-S connection. Upon receiving application traffic from VAL client, the SEALDD maps it to SEALDD traffic with SEALDD traffic descriptors as negotiated with SEALDD server in step 6 and step 7. The SEALDD traffic is sent to the SEALDD server. The SEALDD server maps the SEALDD traffic to the application traffic according to the stored SEALDD traffic descriptor, SEALDD client ID and SEALDD flow ID. The SEALDD server sends the recovered application traffic to the address provided by VAL server in step 1, via the connection established in step 2 or 8 according to the mapping information. The downlink application traffic sent from VAL server to VAL client is processed similarly.
The SEALDD server receives any UE location change notification using SEAL LM services defined in 3GPP TS 23.434[4] clause 9.3.12, then the SEALDD server performs the data delivery in alignment with the geofence policy. If the UE is in the forbidden location or not allowed for the given VAL service to send/receive data as per the Geofence policy, then the SEALDD server performs action like releases the connection and informs the VAL server that UE is not reachable because in a forbidden location using connection event status procedure. If UE enters the allowed location area then the SEALDD server initiates the connection establishment using the procedure defined in clause 9.2.2.3.
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