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* * * First Change * * * *
[bookmark: _Toc138291454]8.5.10.2.2	PIN modification after local PEMC failure
Figure 8.5.10.2.2-1 describes the PIN modification procedure to perform a PEMC role change due to the failure of the PEMC. An authorised administrator is the owner of the PIN and accesses PIN configuration using an application on a UE, which is one of the PEMC for the PIN. The authorised administrator can manage the PIN locally or through the 5G network. This procedure describes a PEMC (e.g.e.g., an authorized administrator on a UE) managing the PIN remotely via the 5G network.
The procedure may be used e.g. when a PEMC is available on a UE for PIN management by an authorised administrator. When there is a local PEMC failure, the authorized administrator can be enabled to manage the PIN remotely, via the 5G network, using the following steps.
Pre-conditions:
1.	The PIN server has authorized the creation of the PIN.
2.	The authorized administrator is the owner of the PIN and has created the PIN.
3.	The authorized administrator configures the active PEMC to provide PIN management for the PIN. UE/PEMC1 is the inactive PEMC.
4.	The active PEMC, PEGC, PINE-1, PINE-2, and the UE/PEMC1 are members of the PIN. PINE-1 has PEMC capability.
5.  The authorized administrator leaves the local area of the PIN (e.g.e.g., in a home) and is able to access the PIN remotely through the 5G network. As a result, the authorized administrator is able to manage the PIN through the 5G networknetwork.
6.	The UE/PEMC1 is subscribed to the PEGC for PIN connectivity notifications




Figure 8.5.10.2.2-1: PIN Modification after local PEMC failure
1.	 The UE/PEMC1 may detect that PEMC2 is unavailable or failed. In step 1a, the UE/PEMC1 may receives a PIN connectivity notification from PEGC indicating that there is a communication failure with PEMC2. Otherwise, in step 1b, the UE/PEMC1 may detect that PEMC2 is unavailable by using the PIN heartbeat mechanism or if a communication timeout happens with PEMC2.
2.	If UE/PEMC1 has detected that PEMC2 is unavailable or failed in step 1, An an authorized administrator on UE/PEMC1 sends a PIN configuration request to the PIN server through the 5G network. The request includes the security credentials of the authorized administrator, the UE ID, the PIN ID, PIN member ID, authorization type indicating the role change, and a (e.g., the request may indicate that PINE-1 be assigned the new PEMC).
3.	If the PIN Server has received a PIN Configuration request in step 2, The the PIN server processes the modification request and checks if the authorized administrator is allowed to modify the PIN. The PIN server verifies that PINE-1 has the capability to serve as a PEMC using information in the PIN profile.
4. 	If the authorized administrator is allowed to perform PIN modification or if the PIN Server has detected that PEMC2 is unavailable or failed and has determined that PINE-1 can be reassigned as the new PEMC, the PIN server sends a PIN management request to PINE-1 to assign PINE-1 as the new PEMC and provides PIN profile and dynamic PIN profile information to PINE-1.
Editor's Note: Usage of PIN profile information and PIN dynamic profile information in the information flows, and the procedures where each of these IEs are applicable are FFS.
5.	PINE-1 processes the PIN management request indicating the PEMC assignment and returns an accept response in thea PIN management response to the PIN server indicating if the assignment was successful.
6.	If the PIN management response in step 5 was successful, The the PIN server notifies the other members of the PIN that PINE-1 will be the new PEMC for the PIN and updates the PIN profile and dynamic PIN profile information.
7.	If the PIN Server has received a PIN Configuration request in step 2, The the PIN server sends a PIN configuration response to the UE/PEMC1PIN configuration request, the response includes the  with updated PIN profile information if the PEGC assignment was successful; otherwise, the response indicates that the assignment failed. for the PIN profile and the dynamic profile information to the UE/PEMC1.
8.	If the PEGC assignment was successful, the PIN communications resume with PINE-1 serving as the new PEMC.

[bookmark: _Toc138291442]* * * Next Change * * * *
[bookmark: _Toc138291437]8.5.14	PIN connectivity subscription
[bookmark: _Toc138291438]8.5.14.1	General 
The PIN connectivity subscription is used by the PINE/PEMC/PIN Server to be notified of PIN connectivity events by the PEGC. 
PIN connectivity notification includes PIN connectivity information.
[bookmark: _Toc138291439]8.5.14.2	Procedure
[bookmark: _Toc138291440]8.5.14.2.1	PIN connectivity subscribe
Figure 8.5.14.2.1-1 illustrates the PIN connectivity subscribe procedure.
Pre-conditions:
1.	The PINE/PEMC/PIN Server (e.g., subscriber) has already received the address of PEGC;
2.	The subscriber has been authorized to communicate with PEGC; 


Figure 8.5.14.2.1-1: PIN connectivity subscribe
1.	The subscriber sends the PIN connectivity subscribe request to the PEGC. The PIN connectivity subscribe request includes the subscriber identifier along with the security credentials and the event identifier. 
2.	Upon receiving the request from the subscriber, the PEGC checks if the subscriber is authorized to subscribe for PIN connectivity information. The authorization check may apply to an individual PIN. If the request is authorized, the PEGC creates and stores the subscription for PIN.
3.	If the processing of the request is successful, the PEGC sends a PIN connectivity subscribe response to the subscriber, which includes the subscription identifier and may include the expiration time, indicating when the subscription will automatically expire. To maintain the subscription, the subscriber shall send a PIN connectivity update request prior to the expiration time. If a new PIN connectivity update request is not received prior to the expiration time, the PEGC shall treat the subscriber as implicitly unsubscribed.
[bookmark: _Toc138291441]8.5.14.2.2	PIN connectivity notify
Figure 8.5.14.2.2-1 illustrates the PIN connectivity notify procedure.
Pre-conditions:
1.	The PINE/PEMC/PIN Server (e.g., subscriber) has successfully subscribed with the PEGC for the PIN connectivity as specified in clause 8.5.14.2.1.

 
Figure 8.5.14.2.2-1: PIN connectivity notify procedure
1.	When an event occurs at the PEGC that satisfies triggering conditions, the PEGC notifies the subscriber(s).
2.	The PEGC sends an PIN connectivity notification to the subscribers related to the connectivity event and includes the PIN connectivity information.
The PIN connectivity information includes the PEGC identifier, the PIN identifier, the PIN client identifier, and the event type (e.g., connectivity).
3.	Upon receiving the notification, the subscriber processes the connectivity changes according to the information in the PIN connectivity notification. 
8.5.14.2.3	PIN connectivity update
Figure 8.5.14.2.3-1 illustrates the PIN connectivity update procedure.
Pre-conditions:
1.	The PINE/PEMC/PIN Server (e.g., subscriber) has subscribed with the PEGC for PIN connectivity information as specified in 8.5.14.2.1;


Figure 8.5.14.2.3-1: PIN connectivity update
1.	The subscriber sends a PIN connectivity update request to the PEGC. The PIN connectivity update request includes the security credentials and the subscription identifier. It may also include notification target address and proposed expiration time. 
2.	Upon receiving the request from the requestor, the PEGC checks if the subscriber is authorized to update the subscription information. If the request is authorized, the PEGC updates the stored subscription for PIN connectivity information.
3.	If the processing of the request is successful, the PEGC sends a PIN connectivity update response to the subscriber, which may include the expiration time, indicating when the subscription will automatically expire. To maintain the subscription, the subscriber shall send an PIN connectivity update request prior to the expiration time. If a PIN connectivity update request is not received prior to the expiration time, the PEGC shall treat the subscriber as implicitly unsubscribed.
8.5.14.2.4	PIN connectivity unsubscribe
Figure 8.5.14.2.4-1 illustrates the PIN connectivity unsubscribe procedure.
Pre-conditions:
1.	The PINE/PEMC/PIN Server (e.g., subscriber) has subscribed with the PEGC for PIN connectivity information as specified in 8.5.14.2.1;


Figure 8.5.14.2.4-1: PIN connectivity update
1.	The subscriber sends a PIN connectivity unsubscribe request to the PEGC. The PIN connectivity unsubscribe request includes the security credentials and the subscription identifier. 
2.	Upon receiving the request from the subscriber, the PEGC checks if the requestor is authorized to unsubscribe. If the request is authorized, the PEGC cancels the subscription for PIN connectivity information.
3.	If the processing of the request is successful, the PEGC sends a PIN connectivity unsubscribe response to the subscriber. 
8.5.14.3	Information flows
[bookmark: _Toc138291443]8.5.14.3.1	General
The following information flows are specified for PIN connectivity subscription:
-	PIN connectivity subscribe
-	PIN connectivity notify
-	PIN connectivity update
-	PIN connectivity unsubscribe
[bookmark: _Toc138291444]8.5.14.3.2	PIN connectivity subscribe request
Table 8.5.14.3.2-1: PIN connectivity subscribe request
	Information element
	Status
	Description

	Subscriber identifier
	M
	Unique identifier of the PINE/PEMC/PIN server.

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service. 

	PIN ID
	M
	The identifier of PIN.

	Notification Target Address
	M
	The Notification target address (e.g. URL) where the notifications destined for the subscriber should be sent to.

	Proposed expiration time
	O
	Proposed expiration time for the subscription



[bookmark: _Toc138291445]8.5.14.3.3	PIN connectivity subscribe response
Table 8.5.14.3.3-1: PIN connectivity subscribe response
	Information element
	Status
	Description

	Successful response
	O
	Indicates that the subscription request was successful.

	> Subscription ID
	M 
	Subscription identifier corresponding to the subscription.

	> Expiration time
	O
	Indicates the expiration time of the subscription. To maintain an active subscription, a subscription update is required before the expiration time.

	Failure response
	O
	Indicates that the subscription request failed.

	> Cause
	O
	Indicates the cause of subscription request failure



[bookmark: _Toc138291446]8.5.14.3.4	PIN connectivity notify
Table 8.5.14.3.4-1 describes information elements in the PIN connectivity notification from the PEGC. 
Table 8.5.14.3.4-1: PIN connectivity notification
	Information element
	Status
	Description

	PEGC identifier
	M
	Identifier of the PEGC

	PIN identifier
	M
	Identifier of the PIN.

	PIN client identifier
	M
	Unique identifier of the PINE/PEMC/PIN server related to the connectivity change

	Event type
	M
	Type of event (e.g., connectivity)



[bookmark: _Toc138291447]8.5.14.3.5	PIN connectivity update request
Table 8.5.14.3.5-1: PIN connectivity update request
	Information element
	Status
	Description

	Subscription ID
	M
	Subscription identifier corresponding to the subscription.

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service. 

	Notification Target Address
	O
	The Notification target address (e.g. URL) where the notifications destined for the subscriber should be sent to.

	Proposed expiration time
	O
	Proposed expiration time for the subscription



[bookmark: _Toc138291448]8.5.14.3.6	PIN connectivity update response
Table 8.5.14.3.6-1: PIN connectivity update response
	Information element
	Status
	Description

	Successful response (see NOTE)
	O
	Indicates that the subscription update request was successful.

	> Expiration time
	O
	Indicates the expiration time of the subscription. To maintain an active subscription, a subscription update is required before the expiration time.

	Failure response (see NOTE)
	O
	Indicates that the subscription update request failed.

	> Cause
	M
	Indicates the cause of subscription update request failure

	NOTE:	One IE is included in the response.



[bookmark: _Toc138291449]8.5.14.3.7	PIN connectivity unsubscribe request
Table 8.5.14.3.7-1: PIN connectivity unsubscribe request
	Information element
	Status
	Description

	Subscription ID
	M
	Subscription identifier corresponding to the subscription.

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service. 



8.5.14.3.8	PIN connectivity unsubscribe response
Table 8.5.14.3.8-1: PIN connectivity unsubscribe response
	Information element
	Status
	Description

	Successful response (see NOTE)
	O
	Indicates that the unsubscribe request was successful.

	Failure response (see NOTE)
	O
	Indicates that the unsubscribe request failed.

	> Cause
	M
	Indicates the cause of unsubscribe request failure

	NOTE:	One IE is included in the response.




* * * End of Change(s) * * * *
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