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* * * First Change * * * *
[bookmark: _Toc14352715][bookmark: _Toc19026740][bookmark: _Toc19034141][bookmark: _Toc19036331][bookmark: _Toc19037329][bookmark: _Toc25612588][bookmark: _Toc25613290][bookmark: _Toc25613554][bookmark: _Toc27161481][bookmark: _Toc146206857]Introduction
Personal IoT Networks (PIN) is based on the greatly increasing number of consumers IoT devices. Users create Personal IoT Networks out of all these Personal IoT devices mainly in their homes or around their body. This technical specification provides application enablement layer architecture and related procedures for enabling PIN applications over 3GPP networks.
* * * Next Change * * * *
1	Scope
The present document specifies the application enablement layer architecture, procedures and information flows necessary for enabling PIN applications over 3GPP networks. It includes architectural requirements for enabling PIN applications, the application enablement layer architecture fulfilling the architecture requirements and procedures to enable the deployment of PIN applications. Also, includes the procedures to enable 5GS communication, service switch, service continuity and server discovery internal PIN. 
* * * Next Change * * * *
[bookmark: _Toc27161497][bookmark: _Toc146206869]5.2.1	General requirements
[bookmark: _Toc14352736][bookmark: _Toc19026763][bookmark: _Toc19034164][bookmark: _Toc19036354][bookmark: _Toc19037352][bookmark: _Toc25612610][bookmark: _Toc25613313][bookmark: _Toc25613577][bookmark: _Toc27161498][bookmark: _Toc146206870][bookmark: _Toc478400626]5.2.1.1	General
This clause specifies general requirements for the architecture.
[bookmark: _Toc14352737][bookmark: _Toc19026764][bookmark: _Toc19034165][bookmark: _Toc19036355][bookmark: _Toc19037353][bookmark: _Toc25612611][bookmark: _Toc25613314][bookmark: _Toc25613578][bookmark: _Toc27161499][bookmark: _Toc146206871]5.2.1.2	Requirements
[bookmark: _Toc14352738][bookmark: _Toc19026765][bookmark: _Toc19034166][bookmark: _Toc19036356][bookmark: _Toc19037354][bookmark: _Toc25612612][bookmark: _Toc25613315][bookmark: _Toc25613579][bookmark: _Toc27161500][AR-5.2.1.2-a]	The application enablement layer architecture shall support deployment of personal IoT network.
[AR-5.2.1.2-b]	The application enablement layer architecture shall support different deployment models in conjunction with an operator's 3GPP network.
[AR-5.2.1.2-c]	The application enablement layer architecture shall be compatible with the 3GPP network system.
[bookmark: _Toc146206872]5.2.2	PIN Management
[bookmark: _Toc478400627][bookmark: _Toc14352739][bookmark: _Toc19026766][bookmark: _Toc19034167][bookmark: _Toc19036357][bookmark: _Toc19037355][bookmark: _Toc25612613][bookmark: _Toc25613316][bookmark: _Toc25613580][bookmark: _Toc27161501][bookmark: _Toc146206873]5.2.2.1	General
This clause specifies PIN management requirements for the architecture.
[bookmark: _Toc478400628][bookmark: _Toc14352740][bookmark: _Toc19026767][bookmark: _Toc19034168][bookmark: _Toc19036358][bookmark: _Toc19037356][bookmark: _Toc25612614][bookmark: _Toc25613317][bookmark: _Toc25613581][bookmark: _Toc27161502][bookmark: _Toc146206874]5.2.2.2	Requirements
[AR-5.2.2.2-a]	The application enablement layer architecture shall provide mechanisms to create PIN for UE or PIN elements.
[AR-5.2.2.2-b]	The application enablement layer architecture shall provide mechanisms to delete PIN, either triggered by PINEs or by PIN server.
[AR-5.2.2.2-c]	The application enablement layer architecture shall support the mechanisms of PIN modification procedure, for example, PEMC/PEGC relocation.
[AR-5.2.2.2-d]	The application enablement layer architecture shall support the deployment and mechanism of multiple PEMCs/PEGCs.
[AR-5.2.2.2-e]	The application enablement layer architecture shall support mechanisms to obtain PIN server endpoint address.
[AR-5.2.2.2-f]	The application enablement layer architecture shall support the mechanisms to perform PIN discovery, and enable the PINEs to join/leave the PIN.
[AR-5.2.2.2-g]	The application enablement layer architecture shall support the mechanisms of PINE registration to PIN server.
[AR-5.2.2.2-h]	The application enablement layer architecture shall support mechanisms to maintain, configure, update the PIN profile/PIN client profile.
[bookmark: _Toc146206875][bookmark: _Toc27162199]5.2.3	PIN enable 5GS communication
[bookmark: _Toc146206876]5.2.3.1	General
This clause specifies PIN communication requirements for the architecture.
[bookmark: _Toc146206877]5.2.3.2	Requirements
[AR-5.2.3.2-a]	The application enablement layer architecture shall provide mechanisms to configure routing information in PEGC to enable the PINE to access the network provided by PEGC.
[AR-5.2.3.2-b]	The application enablement layer architecture shall provide mechanisms to support the PIN and the PINEs in PIN to consume the 5GS communication.
[AR-5.2.3.2-c]	The application enablement layer architecture shall provide mechanisms to support the PEMC/PEGC to request the 5GS resource for PIN.
[bookmark: _Toc146206878]5.2.4	Service Switch
[bookmark: _Toc27162200][bookmark: _Toc146206879]5.2.4.1	General
This clause specifies service switch requirements for the architecture.

[bookmark: _Toc27162201][bookmark: _Toc146206880]5.2.4.2	Requirements
[AR-5.2.4.2-a]	The application enablement layer architecture shall provide mechanisms to support the service switching in a PIN between different PINE for achieving better service experience.
[bookmark: _Toc146206881]5.2.5	Application server discovery
[bookmark: _Toc146206882]5.2.5.1	General
This clause specifies application server discovery requirements for the architecture.
[bookmark: _Toc146206883]5.2.5.2	Requirements
[AR-5.2.5.2-a]	The application enablement layer architecture shall provide mechanisms to support the application server discovery for PIN.
[bookmark: _Toc146206884][bookmark: _Toc27161493][bookmark: _Toc29234003][bookmark: _Toc29234010]5.2.6	Service continuity
[bookmark: _Toc146206885]5.2.6.1	General
This clause specifies service continuity requirements for the architecture.
[bookmark: _Toc146206886]5.2.6.2	Requirements
[AR-5.2.6.2-a]	The application enablement layer architecture shall provide mechanisms to support the PEGC relocation procedure to enable service continuity.
[AR-5.2.6.2-b]	The application enablement layer architecture shall provide mechanisms to change the communication from via PEGC to via 5GS, and enable the service continuity.
[bookmark: _Toc146206887]5.2.7	Security
[bookmark: _Toc146206888]5.2.7.1	General
This clause specifies PIN security requirements.
[bookmark: _Toc146206889]5.2.7.2	Requirements
[AR-5.2.7.2-a]	Communication between the functional entities of the application enablement layer architecture shall be protected.
[AR-5.2.7.2-b]	Access control mechanisms for authenticating functional entities of the application enablement layer architecture shall be provided.
[AR-5.2.7.2-c]	Access control mechanisms for authorizing interactions between functional entities of the application enablement layer architecture shall be provided.
[AR-5.2.7.2-d]	Mutual authentication and authorization between functional entities of the application enablement layer architecture shall be provided.
[AR-5.2.7.2-e]	Mechanisms for replay protection of messages exchanged between functional entities of the application enablement layer architecture shall be provided.
[AR-5.2.7.2-f]	Mechanisms for integrity protection of messages exchanged between functional entities of the application enablement layer architecture shall be provided.
[AR-5.2.7.2-g]	Mechanisms for privacy protection of the user shall be provided.
[AR-5.2.7.2-h]	Mechanisms for confidentiality protection of the user’s sensitive information (e.g., identity, location) shall be provided.
[bookmark: _Toc146206890]5.2.8	Subscription service
[bookmark: _Toc146206891]5.2.8.1	General
This clause specifies the requirements for PIN subscription service.
[bookmark: _Toc146206892]5.2.8.2	Requirements
[AR-5.2.8.2-a]	The application enablement layer architecture shall provide subscription and notification mechanisms enabling to receive PIN modification information changes.
[AR-5.2.8.2-b]	The application enablement layer architecture shall provide subscription and notification mechanisms enabling to receive PIN management information changes.
[AR-5.2.8.2-c]	The application enablement layer architecture shall provide subscription and notification mechanisms enabling to receive PIN profile information changes.
[AR-5.2.8.2-d]	The application enablement architecture shall provide subscription and notification mechanisms enabling to receive PIN connectivity information changes.
[AR-5.2.8.2-e]	The application enablement architecture shall provide subscription and notification mechanisms enabling to receive PIN service continuity information changes.
[AR-5.2.7.2-f]	The application enablement layer architecture shall provide subscription and notification mechanisms enabling a PINE/PEGC/PIN server to receive changes in PIN status information of PIN from an PEMC.

[bookmark: _Toc146206893]5.2.9	PIN application KPIs
[bookmark: _Toc146206894]5.2.9.1	General
This clause specifies the requirements for PIN application KPIs.
[bookmark: _Toc146206895]5.2.9.2	Requirements
[AR-5.2.9.2-a]	The application enablement layer architecture shall provide mechanisms for the PEGC to publish its KPIs that the PEGC supported or gateway requirements.
[AR-5.2.9.2-b]	The application enablement layer architecture shall provide mechanisms for the application client to publish its KPIs to operate effectively within the PIN or application level requirements. 
* * * Next Change * * * *
[bookmark: _Toc146206896]6	Application enablement layer architecture
[bookmark: _Toc14352757][bookmark: _Toc19026784][bookmark: _Toc19034185][bookmark: _Toc19036375][bookmark: _Toc19037373][bookmark: _Toc25612631][bookmark: _Toc25613334][bookmark: _Toc25613598][bookmark: _Toc27161506][bookmark: _Toc146206897]6.1	General
This clause provides the overall architecture description:
-	Clause 6.2 describes the functional architecture;
-	Clause 6.3 describes the functional entities;
-	Clause 6.4 describes the reference points;
-	Clause 6.5 describes the cardinality of functional entities and reference points.

* * * End of Changes * * * *

