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**** START OF CHANGE ****
[bookmark: _Toc145343381]7.3.4	UE terminating procedures for e2DCe
Figure 7.3.4-1 shows the terminating session set-up procedures for one or more media streams using e2DCe security. 
NOTE 1:	The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  


[bookmark: _MON_1758370240]


Figure 7.3.4-1: Terminating call flow for e2DCe using DCMF/MRF case 

The IMS UE performs an IMS terminating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following. If both IMS UE and network indicated support for e2DCe-security for IMS data channel media streams during registration and the P-CSCF receives an SDP Offer for an IMS data channel media stream using "UDP/DTLS/SCTP" transport from the S-CSCF, then the P-CSCF (IMS-ALG) shall establish e2DCe-security for the IMS data channel media stream as described in this clause.
NOTE 2: 	The P-CSCF (IMS-ALG) will not establish e2DCe security for IMS data channel media if the SDP offer received from the S-CSCF indicates that e2e security is being offered, cf. clauses 7.3.2, 7.3.3, and 7.3.5 for the establishment of e2e security on the terminating side.
The procedure in the above figure is now described step-by-step.
1.	The S-CSCF in the terminating network receives an SDP Offer for an IMS data channel stream with transport "UDP/DTLS/SCTP" from the originating network.
2.	The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer for the media stream to the IMS ASP-CSCF (IMS-ALG). 
3.	The P-CSCF (IMS-ASLG) checks the media streams in the SDP Offer.
	For each IMS data channel media stream offered with transport "UDP/DTLS/SCTP",  
-	if both the IMS UE and P-CSCF (IMS-ALG) indicated support for e2DCe-security for IMS data channel during registration, the P-CSCF (IMS-ASLG) and S-CSCF proceeds for the respective media stream as described in this clause and allocates the required resources, includes the Data Channel Media Function/MRF in the media path for establishing the DTLS towards the IMS UE and retrieves from the Data Channel Media Function/MRF the fingerprint, tls-id, and setup role of the certificate the Data Channel Media Function/MRF is going to use for setting up security for this media stream. 
-	if not both the IMS UE and P-CSCF (IMS-ALG) indicated support for e2DCe-security for IMS data channel during registration, the P-CSCF (IMS-ASLG) should continue using e2e security, as described in clause 7.3.5 of the present specification.	
NOTE 3: 	The inclusion of the Data Channel Media Function/MRF in the media path is required for the purposes of e2DCe security even if it was not required otherwise.
	The IMS-AS modifies the SDP Offer before sending the SDP Offer back to S-CSCF.
	For e2DCe protection of an IMS data channel media stream, the IMS-AS keeps the transport as "UDP/DTLS/SCTP" in the SDP Offer, conveys the fingerprint, tls-id, and setup attribute information of the MF/MRF in accordance with RFC 8841 [48] as well as an indication that e2DCe security is offered by the network to UE.
	The IMS-AS then sends the updated SDP Offer to S-CSCF.
4.	The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer for the media stream to the P-CSCF(IMS-ALG).
54.	The P-CSCF (IMS-ALG) modifies forwards the SDP Offer before sending it to the IMS UE B.
For e2DCe protection of an IMS data channel media stream, the P-CSCF (IMS-ALG) keeps the transport as "UDP/DTLS/SCTP" in the SDP Offer, conveys the fingerprint, tls-id, and setup attribute information of the DCMF/MRF as well as an indication that e2DCe security is offered by the network to UE.
The P-CSCF (IMS-ALG) then sends the updated SDP Offer to IMS UE B.
65.	IMS UE B replies with an SDP Answer for a secured media stream. 
	For e2DCe protection of IMS Data Channel, the IMS UE B includes in the SDP Answer the fingerprint of the UE´s certificate, tls-id, and setup attributes in accordance towith RFC 8841 [48].
76.	The P-CSCF sends the SDP Answer to the S-CSCF.
8.	The S-CSCF performs the required procedures according to TS 23.228 [3] and sends the SDP Answer to the IMS AS.
97.	The S-CSCFIMS-AS communicates the cryptographic information contained in the SDP Answer to the Data Channel Media Function/MRF, performs the required procedures according to TS 23.228 [3] and sends the SDP Answer to the S-CSCF.
	For e2DCe protection of IMS Data Channel, the cryptographic information communicated to the Data Channel Media Function/MRF consists of the fingerprint of the IMS UE B’s certificate, tls-id, and setup attributes in accordance with RFC 8841 [48]. The S-CSCF instructs the Data Channel Media Function/MRF to verify during the subsequent DTLS handshake with the IMS UE (see step 119) that the fingerprint of the certificate passed by the IMS UE during this DTLS handshake matches the fingerprint passed by the S-CSCF to the Data Channel Media Function/MRF.
108.	The S-CSCF forwards the SDP Answer towards the originating network.
119.	In case of IMS Data Channel, when the full session setup has been completed, the DTLS connection shall be established between the IMS UE and the Data Channel Media Function/MRF. When subsequently media are sent from or to the IMS UE, the Data Channel Media Function/MRF performs the required DTLS specific cryptographic operations on the media.
NOTE 4:	 It is left to stage 3 specifications whether the IMS UE takes the role of DTLS client or DTLS server. These alternatives are equivalent from a security point of view.
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