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*************** Start of 1st Change ****************.
[bookmark: _Toc44937934][bookmark: _Toc35348452][bookmark: _Toc19542450]4.3.4.15	VoidExecute rights exclusive for CGI/Scripting directory
Requirement Name: Only execute rights in CGI/Scripting directory. 
Requirement Description: If CGI or other scripting technology is used, only the CGI/Scripting directory is configured with execute rights. Other directories used or meant for web content do not have execute rights.
Test Case: 
Test Name: TC_EXCLUSIVE_EXECUTE_RIGHTS_FOR_CGI
Purpose:
To test whether the web server only has execute permissions on the CGI/Scripting directory.
Procedure and execution steps:
Pre-Condition:
If the web server is configured with CGI/Scripting on, this test applies.
Execution Steps
Execute the following steps:
The tester checks whether the web server is configured such that only the CGI/Scripting directory/directories has/have execute permission set in the web server.
Expected Results:
The web server is configured such that only the CGI/Scripting directory has execute permissions in the web server.
NOTE: 	Generally, it is insufficient to set operating system permissions file rights to avoid that the web server executes code from a particular location. If only operating system access rights are used, additional documentation, e.g. a best practice guide or OS manual, that this is sufficient should be provided.
Expected format of evidence:
Depending on the available configuration options, preferably both, but either of these evidences:
- 	A part of the configuration file / screenshot showing that only the CGI/Scripting directory has execute permissions.
- 	A part of the configuration file / screenshot showing that non CGI/Scripting directories are denied execute permissions.
*************** End of 1st Change ****************


