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********* Begin 1st change*********
[bookmark: _Toc42177165][bookmark: _Toc42179518][bookmark: _Toc42246791][bookmark: _Toc51245724][bookmark: _Toc98841217]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
A-KID	AKMA Key IDentifier
A-TID	AKMA Temporary UE IDentifier
AAnF	AKMA Anchor Function
AF	Application Function
AF_ID	AF Identifier
AKMA	Authentication and Key Management for Applications
AMF	Access and Mobility Management Function
AUSF	AUthentication Server Function
KAF	AKMA Application Key
KAKMA	AKMA Anchor Key
KDF	Key Derivation Function
NEF	Network Exposure Function
RID	Routing InDicator
UDM	Unified Data Management
********* End of change*********

********* Begin 2nd  change*********
[bookmark: _Toc42177177][bookmark: _Toc42179530][bookmark: _Toc42246803][bookmark: _Toc51245738][bookmark: _Toc98841231]4.4.1	Requirements on Ua* reference point
The Ua* reference point is application specific. The generic requirements for Ua* are:
-	Ua* protocol shall be able to carry AKMA Key Identifier (A-KID) . 
-	The UE and the AKMA AF shall be able to secure the reference point Ua* using the AKMA Application Key derived from the AKMA Anchor Key.
NOTE 1:	The exact method of securing the reference point Ua* depends on the application protocol used over reference point Ua*.
[bookmark: _Toc42177178]NOTE 2:	Specifying Ua* protocol identifier is not considered in the present documentVoid.
-	The Ua* protocol shall be able to handle the expiration of KAF.
********* End of 2nd change*********



********* Begin 3rd change*********

[bookmark: _Toc98841233]4.4.3	Requirements on the UE
The requirements on the UE are:
-	Applications on the UE shall not be able to get access to KAKMA. 
-	An application on the UE shall only get the KAF keys related to specific AF Identifiers (AF_IDs) (i.e., FQDN and Ua* protocol identifier combinations) that the application is authorized to get.
-	An application on the UE shall not be able to get access to the KAF keys that belong to other applications.
NOTE:	How these requirements are satisfied is out of scope of 3GPP.
********* End of 3rd change*********

********* Begin 4th change*********
[bookmark: _Toc42177185][bookmark: _Toc42179537][bookmark: _Toc42246810][bookmark: _Toc51245745][bookmark: _Toc98841240]6.2	Deriving AKMA Application Key for a specific AF
[bookmark: _Toc98841241]6.2.1	AAnF response with UE Identity
Figure 6.2-1 shows the procedure used by the AF to request application function specific AKMA keys from the AAnF, when the AF is located inside the operator's network.


Figure 6.2-1: KAF generation from KAKMA
Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF need to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF or indicated by the AKMA AF to the UE (see clause 6.5). 
1.	The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. When the UE initiates communication with the AKMA AF, it shall include the derived A-KID (see clause 6.1) in the Application Session Establishment Request message. The UE may derive KAF before sending the message or afterwards.
2.	If the AF does not have an active context associated with the A-KID, then the AF selects the AAnF as defined in clause 6.7, and sends a Naanf_AKMA_ApplicationKey_Get request to AAnF with the A-KID to request the KAF for the UE. The AF also includes its identity (AF_ID) in the request.
AF_ID consists of the FQDN of the AF and the Ua* security protocol identifier (see Annex A.4). The latter parameter identifies the security protocol that the AF will use with the UE.
The AAnF shall check whether the AAnF can provide the service to the AF based on the configured local policy or based on the authorization information available in the signalling (i.e., Oauth2.0 token). If it succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.
The AAnF shall verify whether the subscriber is authorized to use AKMA based on the presence of the UE specific KAKMA key identified by the A-KID.
	If KAKMA is present in AAnF, the AAnF shall continue with step 3. 
	If KAKMA is not present in the AAnF, the AAnF shall continue with step 4 with an error response.
3.	The AAnF derives the AKMA Application Key (KAF) from KAKMA if it does not already have KAF. 
	The key derivation of KAF shall be performed as specified in Annex A.4. 
4.	The AAnF sends Naanf_AKMA_ApplicationKey_Get response to the AF with SUPI, KAF and the KAF expiration time.
5.	The AF sends the Application Session Establishment Response to the UE. If the information in step 4 indicates failure of AKMA key request, the AF shall reject the Application Session Establishment by including a failure cause. Afterwards, UE may trigger a new Application Session Establishment request with the latest A-KID to the AKMA AF.
********* End of change*********
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