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*** Start of 1st Change ***
[bookmark: _Toc97307698]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[3]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[4]	Void3GPP TS 33.187: "Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements".
[5]	3GPP TS 23.558: "Architecture for enabling Edge Applications."
[6]	3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
[7]	3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs"
[8]	Void
[9]	Void
[10]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[11]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
[12]	3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[13]	VoidIETF RFC 7540: " Hypertext Transfer Protocol Version 2 (HTTP/2)".
[14]	VoidRFC 2818: "HTTP Over TLS".
[15]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[16]	IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[17]	IETF RFC 7519: "JSON Web Token (JWT)".
[18]	IETF RFC 7515: "JSON Web Signature (JWS)".
[19]	IETF RFC 9113: "HTTP/2".
[20]	IETF RFC 9110: "HTTP Semantics".

*** End of 1st Change ***

*** Start of 2nd Change ***
[bookmark: _Toc97307710]6.1	Security for the EDGE interfaces
For the interfaces (EDGE-1/4), the EEC, EES and ECS shall support and use HTTP/2 with "https" URIs as specified in RFC 9113 [19] and RFC 9110 [20]. TLS and HTTPS as specified in RFC 7540 [13] and RFC 2818 [14]. In addition, the TLS profile shall follow be compliant with the profile given in clause 6.2 of TS 33.210 [21].  with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540 [13]. TLS shall be used for transport protection..
For the interfaces EDGE-2/7/8, 
-	If the NEF APIs are selected, security aspects of Network Exposure Function including the protection of NEF-AF interface and support of CAPIF defined in TS 33.501 clause 12 [2] shall be reused, i.e.,  use of TLS.
-	If the SCEF APIs are selected, the Security procedures for reference point SCEF-SCS/AS defined in TS 33.187 clause 5.5 [3] can be reused here, i.e., use of TLS.
For the interfaces (EDGE-3/6/9), the EAS, EES and ECS shall support and use HTTP/2 with "https" URIs as specified in RFC 9113 [19] and RFC 9110 [20]. TLS and HTTPS as specified in RFC 7540 [13] and RFC 2818 [14]. In addition, the TLS profile shall follow be compliant with the profile given in clause 6.2 of TS 33.210 [21]. with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540 [13]. TLS shall be used for transport protection, unless security is provided by other means, e.g.,. physical security.
*** End of 2nd Change ***

*** Start of 3rd Change ***
6.4.2 Procedure for the Authentication and Authorization between EES and ECS
Pre-requisite:
- EES obtains onboarding information within the same PLMN domain or from a third-party domain. The information includes the Edge Configuration Server Address and Root CA certificate details, it may include an enrolment token.
NOTE1: The provisioning and usage of the onboarding information are out of the scope of this document.
- The EES and ECS are provisioned with credentials for the mutual authenticated TLS.
TLS shall be used to provide integrity protection, replay protection, and confidentiality protection for the interface between the EES and the ECS. 
Security profiles for TLS implementation and usage shall follow the profiles given in clause 6.2 of TS 33.210 [2]. Annex E and F, and TS 33.310 [11]. The certificates shall follow the profile given in clause 6.1.3a of TS 33.310 [10]. The identities in the end-entity certificates shall be used for authentication and policy checks. Identities in the end-entity certificate shall be based on endpoint information (e.g., URI, FQDN, IP address) as described in the TS 23.558 [5].
The ECS shall authorize the EES based on local authorization policy.
*** Start of 3rd Change ***

