

	
3GPP TSG-WG SA2 Meeting #150E e-meeting 	S2-2203043
Elbonia, April 06 – 12, 2022	(Revision of)	
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	23.304
	CR
	0088
	rev
	1
	Current version:
	17.2.1
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Clarify for security procedure for UE-to-Network Relaying

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	SA2

	
	

	Work item code:
	5G_ProSe
	
	Date:
	2022-03-29

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	Clause 5.1.4.3 in TS 23.304 capture the principles for network controlled authentication and authorization for 5G ProSe UE-to-Network Relaying, However, the User-plane based solution defined in SA3 is not described in the clause.
Furthermore, according to the agreed document S3-220539, the CP and UP security procedures apply to both 5G ProSe Layer-2 and Layer-3 relaying, so clause 5.1.4.3 should reflect this agreement from SA3. 


	
	

	Summary of change:
	· Clarify that CP and UP based security procedures are applicable to both Layer-2 and Layer-3 UE-to-Network relaying.
· Adding principles for UP based security solution

	
	

	Consequences if not approved:
	SA2 specification is not aligned with SA3 specification

	
	

	Clauses affected:
	5.1.4.3, 5.1.4.3.1, 5.1.4.3.3 

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Toc66391758][bookmark: _Toc70079052][bookmark: _Toc81989057]****************** START OF CHANGES ***************
[bookmark: _Toc66692654][bookmark: _Toc66701833][bookmark: _Toc69883491][bookmark: _Toc73625503][bookmark: _Toc91144852][bookmark: _Toc83206620][bookmark: _Toc30666558][bookmark: _Toc31029852][bookmark: _Toc31030743][bookmark: _Toc43388310][bookmark: _Toc43735540][bookmark: _Toc50130527][bookmark: _Toc50133841][bookmark: _Toc50134181][bookmark: _Toc50557133][bookmark: _Toc50548809][bookmark: _Toc55202114][bookmark: _Toc57209736][bookmark: _Toc57366127][bookmark: _Toc66703570][bookmark: _Toc73625622][bookmark: _Toc83206732][bookmark: _Toc73625501][bookmark: _Toc83206601][bookmark: _Toc83355922][bookmark: _Toc20204674][bookmark: _Toc27895388][bookmark: _Toc36192491][bookmark: _Toc45193593][bookmark: _Toc47593225][bookmark: _Toc51835312][bookmark: _Toc75412148]5.1.4.3	Principles for Network controlled security procedures authentication and authorisation for 5G ProSe Layer-3 UE-to-Network Relay
5.1.4.3.1	General
Security procedures over Control Plane and User Plane are specified for 5G ProSe Layer-3 UE-to-Network relaying in TS 33.503 [29].
5.1.4.3.2	Principles for Control Plane based authentication and authorisation for 5G ProSe Layer-3 UE-to-Network Relay
Control Plane-based authentication and authorisation for 5G ProSe Layer-3 UE-to-Network Relay call flow and procedure is defined in TS 33.503 [29]. It is characterised by the following principles:
-	5G ProSe Layer-3 UE-to-Network Relay's NAS signalling is used for the 5G ProSe Layer-3 Remote UE's authentication and authorisation.
-	The AMF serving the 5G ProSe UE-to-Network Relay selects AUSF as specified in TS 23.501 [4] clause 6.3.4 considering also the 5G ProSe Layer-3 Remote UE information and interacts with the 5G ProSe Layer-3 Remote UE's AUSF.

5.1.4.3.3	User Plane based security procedures
User Plane-based security procedures for 5G ProSe UE-to-Network Relay are defined in TS 33.503 [29]. 
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