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Introduction
Mission critical (MC) services security enhancements phase 2 defines the confidentiality, integrity, user authentication, service authorization, and overall security architecture for Release 17 mission critical services (MCPTT, MCVideo, MCData, MC Location, MC Interworking, MC Interconnection, and MC Railway).
Description
Release 17 expands on the mission critical security architecture already defined in previous releases and includes some mission critical security clarifications and corrections.

In this release, mission critical user service authorization and security for the mission critical MCData message store service.  Similar to user service authorization for the other MC services, an appropriately scoped access token obtained from the Identity Management server permits only authorized users the authorization to access and use the MCData message store service.
Security for Preconfigured Group Regroup and Preconfigured User Regroup calls defines the use of the preconfigured group to establish the security context.

Enhancements to the security architecture to support mission critical security services over a 5G system.  This includes the mission critical security architecture, which describes the use and integration of 5G nodes and servers.
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