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* * * First Change * * * *
[bookmark: _Toc90023952][bookmark: _Toc90026399][bookmark: _Toc91075804]6.10.3	Solution Evaluation
Not addressed hereThis solution addresses the security requirements of key issue #2 on Authentication and Authorization between the EEC and the ECS.
* * *Next Change * * * *

[bookmark: _Toc90023975][bookmark: _Toc90026422][bookmark: _Toc91075828]6.15.3	Solution Evaluation
Not addressed in the present documentThis solution addresses the security requirement for authentication and authorization in EES capability exposure in key issue #8.
* * *Next Change * * * *

[bookmark: _Toc90023978][bookmark: _Toc90026425][bookmark: _Toc91075831]6.16.2	Solution details


Figure 6.16.2-1: EEC authentication and authorization framework with ECS and EES
It is assumed that AKMA, TLS, and OAuth is supported by the UE, ECS, and EES.
Step 1-3. UE with EEC functionality registers in the 5G network, and retrieves ECS information (i.e. ECS Id and AKMA capability) from 5GC. The AKMA capability indicates the ECS support to use AKMA.
There are two options for the authentication and data protection between EEC and ECS.
Option A (The EDGE-4 is deployed based on the UP connection): 
Step 4-6. The UE determines to use AKMA based on the received AKMA capability, AKMA defined in the TS 33.535 [6] is reused here to negotiate the pre-shared key KECS between UE and ECS. Here the A-KID sent from the UE is authenticated by the ECS based on the AKMA mechanism.
Step 7a. EEC and ECS establish the TLS security tunnel based on the pre-shared key KECS. The authentication is fulfilled based on the TLS.
Option B (The EDGE-4 is deployed based on the CP connection):
Step 7b. The protection between EEC and ECS relies on the NAS and SBI interface protection. The authentication is implicitly performed as the primary authentication.

NOTE 1: 	CP connection option between EEC and ECS is not addressed in the present document.
NOTE 2: 	The following EDGE-4 data could be protected based on Option A or Option B according to its connection option.
Step 8. EEC sends the Provisioning request message to the ECS, including its EEC ID, application info.
Step 9. ECS determines the EES info (including EES Id, AKMA capability), and generate the Oauth token with the following claims, i.e. EEC ID, ECS ID, EEC info, the authorized services.
Editor's Note: It is ffs which identifier for the UE/EEC is included in the token.
NOTE 3: 	Whether the EEC ID could use the edge service can be authorized based on the local policy. The token for consuming the ECS service may not be needed.
Step 10. ECS sends the token and EES info back to the EEC via the Provisioning response message.
Step 11. Similar with step 4-6, pre-shared key KEES is negotiated between EEC and EES.
Step 12. EEC and EES establish the TLS security tunnel based on the pre-shared key KEES. The authentication is fulfilled based on the TLS.
Step 13. EES sends the EEC registration/ discovery request message to the EES, including the token.
Step 14. EES authorizes the EEC based on the verification of the token.
Step 15. If the verification successes, the EES sends the EEC registration/ discovery response message back to the EEC.

6.18.3	Solution Evaluation
This solution addresses the security requirement of key issue #2: Authentication and Authorization between EEC and ECS.
* * *Next Change * * * *

[bookmark: _Toc90024032][bookmark: _Toc90026480][bookmark: _Toc91075888]6.28.3	Solution Evaluation
This solution requires AAnF to perform the verification of the MACEEC.
This solution applies to the case when there are multiple EECs in one UE. 
Editor's Note: Further evaluation is FFS. 
* * *Next Change * * * *


[bookmark: _Toc90026493][bookmark: _Toc91075901][bookmark: _Toc90024045]6.30.3	Solution evaluation 
This solution provides a mechanism that can be placed on the top of AKMA feature to handle the case that there are multiple EEC in UE. The solution does not have any impact on AAnF and on the AKMA feature and can be implemented with a new Ua* protocol for AKMA.
NOTE: 	Further evaluation is needed.
* * *Next Change * * * *

[bookmark: _Toc90024056][bookmark: _Toc90026504][bookmark: _Toc91075912]7.6	Conclusions for Key Issue #6
There are three types of interface in the Key issue #6.
For the type A interface (EDGE-1/4), Solution #13 that was proposed to reuse TLS if HTTP protocol is selected.
Editor's Note: Further conclusion for the type A interface is FFS.



* * * End of Changes * * * *
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