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*** Start of 1st Change ***
[bookmark: _Toc42174447][bookmark: _Toc42175457][bookmark: _Toc42176925][bookmark: _Toc91002402]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows".
[3]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[4]	IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[5]	OpenID Connect 1.0: "OpenID Connect Core 1.0 incorporating errata set 1", http://openid.net/specs/openid-connect-core-1_0.html.
[6]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[7]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[8]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[9]	IETF RFC 7521: "Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants".
[10]	IETF RFC 7523: "JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants".
[11]	IETF RFC 7797: " JSON Web Signature (JWS) Unencoded Payload Option ".
[12]	IETF RFC 7515: "JSON Web Signature (JWS)".
[13]	IETF RFC 7662: "OAuth 2.0 Token Introspection".
[14]	3GPP TS 33.210: " 3G security; Network Domain Security (NDS); IP network layer security".
[15]	3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[16]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[17]	3GPP TS 29.122: "T8 reference point for Northbound Application Programming Interfaces (APIs)".
[18]	IETF RFC 7252: "The Constrained Application Protocol (CoAP)".
[19]	Internet draft draft-ietf-ace-oauth-authz-45: "Authentication and Authorization for Constrained Environments (ACE) using the OAuth 2.0 Framework (ACE-OAuth)". 
[20]	IETF RFC 8152: "CBOR Object Signing and Encryption (COSE)".
[21]	Internet draft draft-ietf-ace-dtls-authorize-18: "Datagram Transport Layer Security (DTLS) Profile for Authentication and Authorization for Constrained Environments (ACE)".
[22]	Internet draft draft-ietf-core-echo-request-tag-14: "CoAP: Echo, Request-Tag, and Token Processing"
[23]	IETF RFC 8613: “Object Security for Constrained RESTful Environments (OSCORE)”.
[24]	Internet draft draft-ietf-ace-oscore-profile-19: "OSCORE Profile of the Authentication and Authorization for Constrained Environments Framework"
[XX]	3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs".
*** End of 1st Change ***

*** Start of 2nd Change ***
[bookmark: _Toc42174461][bookmark: _Toc42175471][bookmark: _Toc42176939][bookmark: _Toc91002416]5.1.1.4	KM-UU and KM-S
The KM-UU and the KM-S are direct HTTP connections between the Key Management Server and Key Management Client and shall be protected using HTTP over TLS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E.
The KM-S reference point is a direct HTTP connection used between the VAL server and the key management server and shall be protected with the same mechanism used for the SEAL-S reference point.
*** End of 2nd Change ***

*** Start of 3rd Change ***
[bookmark: _Toc42174465][bookmark: _Toc42175475][bookmark: _Toc42176943][bookmark: _Toc91002420]5.1.1.8	SEAL-S
The VAL server interacts with SEAL server over SEAL-S reference point as defined in 3GPP TS 23.434 [2]. The protection of this interface shall be supported according to NDS/IP as specified in TS 33.210 [14]. 
When CAPIF is used as specified in TS 23.434 [2], the security mechanism for CAPIF specified in TS 33.122 [XX] shall be followed. CAPIF core function shall choose the appropriate CAPIF-2e security method as defined in the sub-clause 6.5.2 in TS 33.122 [XX] for mutual authentication and protection of the SEAL server – VAL server interface. Before invoking the API exposed by the SEAL server, the VAL server as API invoker shall negotiate the security method (TLS-PSK, PKI or TLS with OAuth token) with CAPIF core function and ensure the SEAL server has information to authenticate the VAL server.

*** End of 3rd Change ***
