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Abstract of the contribution: S3-214499/S3-214498 remove a requirement on unspecified expiration of AV in 5G AKA, since no stage 3 is available. While this is a correct, i.e., the requirement is not needed for interoperability, it is still necessary to explain the behaviour of handling expired AVs in the operator domain. It is therefore proposed to send the CRs back to SA3 for further investigation.
Discussion

Background: 

AMF/SEAF can request an authentication vector (AV) but not use it immediately. AUSF is storing AVs temporarily till success or failure of authentication is confirmed. 
The CRs in CR Pack SP-211377 aim to delete the following specification text:
“When the AUSF receives as authentication confirmation the Nausf_UEAuthentication_Authenticate Request message including a RES* it may verify whether the 5G AV has expired. If the 5G AV has expired, the AUSF may consider the authentication as unsuccessful from the home network point of view.” 
The reason for having these statements is to give the home operator control and an option for managing its own records of AVs. 

Referring to the description of Figure 6.1.3.2-1: Authentication procedure for 5G AKA from TS 33.501, there are 2 possible reasons for failure in step 11 and step 12. 

· XRES* and RES* do not match, and
· Temporarily stored AV (i.e. XRES*) has been deleted.

Observations: 

1) The SEAF may keep the AV for a long time, while the AUSF has already deleted the AV.

2) Without expiration time or a similar mechanism to delete AVs, AUSF may potentially have to store an unlimited number of AVs (KSEAF, XRES*).
3) TS 29.509 clause 5.2.2.2.2 specifies that in case of authentication failure an error code is returned, but it is not specified which one is used for the case when the referenced AV is not available. It is important to provide specification for this case as otherwise the VPLMN will send the wrong error message to the UE, potentially marking the VPLMN unsuitable for roaming, which would be a wrong conclusion in this use case. 
4) To avoid a deadlock situation that HPLMN is still waiting for a response to an earlier issued 5G SN AV, it is important to specify a mechanism that allows for deletion of AVs in AUSF. This can also be up to operator policy.
5) Only CRs for Rel-16 and Rel-17 were agreed in SA3, but Rel-15 still has the same text included. Would Rel-15 implementations need to undo something, when upgrading to Rel-16? Mechanism should probably be consistent in all releases.
It is our understanding that simply removing the text from step 11 for figure 6.1.3.2-1 is not correct and, at the minimum, some clarification would be needed to indicate that 5G AV may not be available anymore in AUSF, together with specification of the required behaviour from AUSF towards SEAF.   

Proposal

We suggest sending the SA3 CRs in CR Pack SP-211377 back to SA3 for further investigation, including for Rel-15. 
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