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****FIRST CHANGE****
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.261: "Service requirements for the 5G system".
[3]	3GPP TS 22.101: "Service principles".
[4]	Christiane Attig, Nadine Rauh, Thomas Franke, & Josef F. Krems (May 2017) "System Latency Guidelines Then and Now – is Zero Latency Really Considered Necessary?
https://www.researchgate.net/publication/317801643_System_Latency_Guidelines_Then_and_Now_-_Is_Zero_Latency_Really_Considered_Necessary/link/5ae18fc4458515c60f662370/download
[5]	3GPP TS 22.278: "Service requirements for the Evolved Packet System (EPS); Stage 1".
[6]	3GPP TR 22.858: " Study of Enhancements for Residential 5G; Stage 1".
[7]	3GPP TS 22.115: “Service aspects; Charging and billing”.
[8]	3GPP TS 22.228: "Service requirements for the IP multimedia core network subsystem".
[9]	ZigBee® Specification
https://zigbeealliance.org/wp-content/uploads/2019/11/docs-05-3474-21-0csg-zigbee-specification.pdf
[10]	Z-Wave® Specifications
https://z-wavealliance.org/z-wave-specifications/
[11]	2020 US Census
https://www.census.gov/construction/chars/highlights.html#:~:text=The%20median%20size%20of%20a,house%20was%202%2C301%20square%20feet.
[12]	Minimum provision of electrical Socket-outlets in the home
https://www.electricalsafetyfirst.org.uk/media/1204/guidance-on-minimum-provision-socketsv2.pdf
[13]	David Wilson Homes
https://www.dwh.co.uk/advice-and-inspiration/average-house-sizes-uk/#:~:text=Average%20UK%20house%20size%3A%20656%20sq.
[14]	National Electrical Code 70®
https://www.nfpa.org/codes-and-standards/all-codes-and-standards/list-of-codes-and-standards/detail?code=70
[15]	3GPP TR 22.104: "Service requirements for cyber-physical control applications in vertical domains; Stage 1".
[16]	http://www.slatools.com/sla-uptime-calculator#:~:text=Uptime%20is%20the%20amount%20of,and%2050%20seconds%20of%20downtime.
[17]	USATODAY 17th Dec 2020
https://www.usatoday.com/story/tech/columnist/komando/2020/12/17/amazons-sidewalk-shares-internet-connection-you-may-want-opt-out/3887227001/
[18]	https://forge.etsi.org/rep/ITS/asn1/ieee1609.2/blob/1609.2-etsi2020/Ieee1609Dot2BaseTypes.asn
[19]	3GPP TS 23.548: "5G System Enhancements for Edge Computing; Stage 2"
[20]	3GPP TS 23.558: "Architecture for enabling Edge Applications (EA)"
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5.1.3.1	General
Florence (PIN-User) has decided to build a home automation network (PIN) and has purchased a number of PIN devices i.e. some light bulbs, power sockets, a gateway that acts as a voice assistant and door / window sensors (these are known as PIN Elements). The instructions on the PIN Elements indicate that the PIN Device should be no more than 100m direct line of sight from the PIN device managing the PIN however this might be affected by walls, furniture etc. To improve connectivity some PIN Elements can help extend coverage of the PIN e.g. relays (PIN Relay). The light bulbs and power sockets indicate that these devices can help extend the coverage and that the purchaser should position them around their house / condominium so that devices that cannot communicate directly with the device acting as a gateway can use multiple relays if necessary. PIN relays can also be daisy chained together to greatly improve coverage. Florence provisions her PIN Elements into the PIN Element with Management Capabilities. Checking her APP she sees one of the PIN Elements, a door sensors, is offline. Florences moves a PIN Element that acts as a relay, smart light bulb, per instructions she does a “Network configuration check” and then opens and closes the door and sees in real time the door sensor reports the action. A while later, at 10am, her son turns the light switch off as he sees it in the wrong position. Later that day Florence sees the PIN Device, door sensor, offline again as a notification has been provided on her smartphone and finds out her son turned the light switch off at 10am. She decides to install a smart light switch near the door sensor to prevent that issue of the door sensor going offline from occurring again. 
Florence speaks to the voice assistant to give it a command to change the state of the light bulb, the light bulbs turns on and off in real time. The door sensor reports when the door is opened and closed with notifications on her smartphone in real-time. Later Florence install a smart door lock on the door with the door sensor. The door lock created a secure connection with the PIN. When she activates the door to open using her app she notices it takes a second before the bolt moves.
Figure 5.1.3.1-1 gives a pictorial view of the new configuration that Florence network can support where if a PIN Element fails communications can still take place via alterativealternative route/path (see dotted blue lines). The diagram shows if the lightbulb is turned off communications can still take place via a power socket or light switch. It also shows Florence’s smartphone receiving a notification of the failures.
[image: ] Figure 5.1.3.1-1: light bulb failure (turned off)
When Florence installs a new PIN Element into the PIN the instructions indicate that the PIN Element with Management Capabilities has to be within 2m so that the 2 PIN Elements can successfully communicate. After that a PIN Element may use a PIN Element that extends the PIN network coverage to successfully communicate with the PIN Element with Management Capabilities.
[bookmark: _Toc72506559][bookmark: _Toc74151650]5.1.3.2.	Onboarding
When Florence first setup her PIN she had one device that was designated as a gateway UE. She is aware of the following capabilities of the gateway (it is in the instruction manual and available by the UI). Florence also configures one PIN Element to be able to adds subsequent PIN Element to the PIN by scanning in a QR or bar code from the PIN Element. 
NOTE 1:	Other methods could be possible whereby Florence needs to type in information including encryption keys. This could be by the authorised PIN device (e.g. smartphone) or a UI etc. on the gateway.
She knows that the PIN Element that needs to be added has to be within communications range of the gateway device (i.e. no relay devices can be used yet) so that it can be provisioned into the PIN. Florence is aware that she can provision devices without the gateway UE being connected to the 5G network, but if the gateway UE is connected to the 5G network it will give her the option to:
a)	allow her PIN to be more secure[footnoteRef:1]. In this situation the PIN Element vendor provides the credentials that need to be downloaded into the PIN Element with Gateway capability; and [1:  Window, door sensors should be secure as they provide information related to the integratory of a building and the security mechanisms used on those communications links should be more secure than those probably on a light bulb, In the case of the sensor credentials are stored by e.g. the sensor vendor whereas the light bulb ones could be on packaging or provisioned in a more an open fashion.] 

b)	if a PIN Element, if it supports the capability, to have a better user experience e.g. security equipment, door locks have guaranteed real time operation. (e.g. using operator managed PIN direct connection). 
NOTE 2:	b) requires credentials to be managed by Florence’s service provider.
In both a) and b) the PIN can function (continue to operate) when the PIN Element with Gateway capability has connectivity to Florence’s service provider or does not have connectivity. In the case of b) and operator managed PIN direct connection is used the PIN element has to be in coverage of Florence’s service provider.
This later fFeature, b), requires Florence to call her service provider to activate the capability. The service provider also provides a service that allows Florence to easily move a PIN Element from using one gateway to another gateway. Service provider services are flat rate or volume charged (e.g. data size, number times operation occurs). 
Florence also has the option to allow which PIN Elements can interact with other PIN Elements via the UI of the PIN device that acts as a gateway.
[bookmark: _Toc49943777][bookmark: _Toc72506561][bookmark: _Toc74151652]****3rd CHANGE****
5.1.5	Potential Requirements
[PR 5.1.5-1]	The 5G system shall support the ability for a network operator or authorised 3rd party to create a Personal IoT Network.
[PR 5.1.5-2]	A PIN shall support both delay and non-delay tolerant services. Maximum delay for non-delay tolerant services can be up to 200ms [4] from the sending PIN Element to the receiving PIN Element (e.g. ask the voice assistant [sending PIN Element] to turn a light on [receiving PIN Element]). Other communication KPIs are shown in Table 5.1.5-1.
Table 5.1.5-1 – KPIs for communications within a home automation PIN
	Use case #
	Characteristic parameter
	Influence quantity

	
	Communication service availability: target value [%]
	Communication service reliability: mean time between failures
	End-to-end latency: maximum
	Message size [byte]
	Transfer interval
	Survival time
	PIN Element speed
	# of PIN Elements in the service area
	Service area (note 1)

	US Home
	99.999
	TBD
	200ms[4]
	TBD
	TBD
	TBD
	stationary
	[150][footnoteRef:2] [2:  This is based on calculation done at this website (below). However accurate references need to be provided. Figure has been increased to account for lights, appliances, door bells etc
https://www.quora.com/How-many-electrical-outlets-exist-in-the-United-States-Or-how-should-I-calculate-this] 

	214 sq m [11]

	UK Home
	99.999
	TBD
	200ms[4]
	TBD
	TBD
	TBD
	stationary
	31 [12] + [12]
NOTE 1
	90 sq m [13]

	NOTE 1 This assumes a UK house has medium rooms of: 3 bedrooms (2 double, 1 single), living room, kitchen, garage, 2 bathrooms, hallway and dining room. 31 sockets plus 12 lightbubs


NOTE:	The definitions for the titles of each column can be found in 3GPP TS 22.104 [15].
[PR.5.1.5-3] The PIN shall support fault tolerant operations.
[PR.5.1.5-4] The 5G system shall support mechanisms to provision a PIN to use PIN direct connection in non-operator managed spectrum when it has no connectivity to the 5G system.
[PR.5.1.5-5]	The 5G system shall support mechanisms for the PIN to collect charging information (e.g. timestamp for start and stop of communications, amount of data sent/received) regarding PIN Elements that use operator managed spectrum for PIN direct connections, and to report charging data to the 5G system.
[PR.5.1.5-6]	The 5G system shall support a PIN Element using either non operator managed credentials (e.g. provided by a third party), or credentials that are managed by a service provider (e.g. see 3GPP TS 22.101 [3] clause 26A).
[PR.5.1.5-7]	A PIN shall be able to still operate when no connectivity exists from a PIN Gateway to the 5CN and or internet.
NOTE 1:	PIN Elements can only use non operator managed spectrum for communications and authentication mechanisms that do not require 5CN and or internet connectivity i.e. PIN Elements that are managed locally.
[PR.5.1.5-8]	A PIN shall have a least one PIN Element with Management Capabilities.
[PR.5.1.5-9]	The 5G network shall be able to provide backup of management data for PIN elements with management capability based on operator’s policy and local regulations.
[PR.5.1.5-10]	A PIN Element shall efficiently support a PIN discovery mechanism where PIN Elements can discover, subject to access rights:
-	status of other PIN Element (e.g. on/off);
-	if the topology of the PIN has changed;
-	capabilities of other PIN Elements (e.g. relay, PIN Element with management capabilities, PIN Element with gateway capabilities);
-	PIN Element with gateway capability has external IP connectivity.
NOTE 2:	eExternal IP connectivity could be local break out or via the 5G core network.
-	connection types support by other PIN Elements (e.g. operator managed, non operator managed); and/or;
-	battery operated.
[bookmark: _Toc72506567][bookmark: _Toc74151658][bookmark: _Toc49943778][bookmark: _Toc27760568]****4th CHANGE****
[bookmark: _Toc72506568][bookmark: _Toc74151659]5.1A.6	Potential New Requirements needed to support the use case
None identified.
[bookmark: _Toc50050608][bookmark: _Toc72506603][bookmark: _Toc74151694]****5th CHANGE****
5.6.6	Potential New Requirements needed to support the use case
[bookmark: _Hlk56163830][PR 5.6.6-1] Subject to the PIN being connected to the 5G Network, the 5G system shall be able to provide support for a PIN element discover and access an application on another PIN element. Discovery mechanisms are needed both inside the PIN and to UEs connected to the 5G network, e.g., PIN elements in other PINs, subject to the PIN being connected to the 5G Network.
NOTE:	Discovery mechanisms on PIN elements when there is no connectivity to the 5G system may also be needed.
[PR 5.6.6-2] Based on operator policy and subject to the PIN being connected to the 5G network, the 5G network shall be able to support routing of data traffic between a PIN element and an application on another PIN element.
[PR 5.6.6-3] Subject to the PIN being connected to the 5G network, the 5G system shall be able to support QoS for access by a PIN element to an application on another PIN element.
[PR 5.6.6-4] Subject to the PIN being connected to the 5G network, the 5G system shall support a secure mechanism for a PIN element to access an application on another PIN element.
[bookmark: _Toc72506604][bookmark: _Toc74151695]5.7	Tour Guide Use case
Editor’s Note:	Terminology needs to be aligned with other usecases
[bookmark: _Toc72506621][bookmark: _Toc74151712]****6th CHANGE****
5.9.3	Service Flows
Fred receives a package that includes a 24/7 wearable monitoring device from his insurance company. The package also includes a set of instructions to follow. All he has to do is use the camera on his 5G enabled UE to scan a QR code on the wearable monitoring device (or e.g. touch the device with NFC).
Fred unpacks the 24/7 wearable monitoring device and scans the QR code using his 5G enabled UE, acting as a PIN gateway UE. Upon doing this, a sequence of events is initiated, which includes the provisioning of credentials (and other configuration information) onto the 24/7 wearable monitoring device enabling it to setup an identifiable connection to an application server through the 5G core network to which the 5G enabled UE is connected. 
The connection may be an indirect network connection through the 5G enabled UE, and may be operated by a slice that offers the QoS and reliability guarantees required for this application. In order to facilitate that the 24/7 wearable monitoring device can always connect to the application server, without requiring the 5G enabled UE to be always available or nearby (e.g. wearing the 24/7 wearable monitoring device under the shower, in bed or when the 5G enabled UE is out-of-energy), the 24/7 wearable monitoring device also gets temporary credentials to allow the device to temporarily disconnect from the 5G enabled UE and directly connect to the 5G core network via non-3GPP access to communicate with the application server. 
NOTE 1:	 The direct network connection via non-3GPP access could be enabled e.g. via a trusted network access entity, such as a managed residential gateway or a non-3GPP interworking function. This direct connection does not necessarily need to be permanently enabled, e.g. only be valid when the 24/7 wearable monitor device can temporarily not connect via the 5G enabled UE or when the signal between the 24/7 wearable monitor device and the 5G enabled UE is weak, or only be valid as long as the 5G enabled UE can once in a while update the credentials or validate that the 24/7 wearable monitor is still within operating range. 
NOTE 2:	 The wearable monitoring device can start beeping if it has not been in range of the gateway UE before the credentials expire. The device can also beep if it gets out of coverage of both the gateway UE and AP. 
NOTE 3: 	hHow the 24/7 wearable monitor device gets paired with a Wi-Fi access point is not in scope of this use case.
[bookmark: _Toc72506645][bookmark: _Toc74151736]****Last CHANGE****
5.12.6	Potential New Requirements needed to support the use case
[PR 5.12x.6-1] The 5G system shall support a mechanism for a network operator or authorized 3rd party to create a PIN and manage the PIN Elements for the PIN. 
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