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[bookmark: _Toc74151408]5.18	Control of Customer Premises Network by Authorised Administrator
[bookmark: _Toc74151409]5.18.1	Description
The Customer Premises Network (CPN), including the eRG and PRAS, is at least owned, configured and managed by the customer of a public network operator. This implies that the public network operator is at least not fully in control of the configuration and management of the eRG, PRAS and CPN.
Some aspects of the eRG and PRAS can be under control of the public network operator. For example if the PRAS uses licensed frequencies the radio configuration will be under control of the PLMN. Another example could be network settings in the eRG for the interface to the 5G core network.
Other settings are configured / managed by the 'customer of the public network operator'. It is proposed to specify more clearly how this configuration and management by the 'customer of the public network operator' works. We are proposing to define the role of an Authorized Administrator. The Authorized Administrator may be authorized to configure / manage a specific node (e.g. a specific PRAS, eRG), or may be authorized to configure / manage a specific customer premises network (including one or more eRGs and/or PRASs).
[bookmark: _Toc74151410]5.18.2	Pre-conditions
None
[bookmark: _Toc74151411]5.18.3	Service Flows
Joe is installing a new Customer Premises Network in his home.
First thing, Joe installs is the eRG, in this case a wireline eRG. He has obtained the eRG from the operator and now connects it to the fixed access line.
The fixed operator has arranged that various setting in the eRG are automatically configured (e.g. using TR-069 management).
The eRG also enables Joe to configure a username / password combination that Joe can use for configuration / management of settings that are not under operator control from any device within the CPN. With this username / password, Joe is now Authorized Administrator for the eRG. 
The public network operator also provides a service where Joe as Authorized Administrator can manage his eRG via a webpage (Ut interface) provided by the operator. Great aspect of this webpage is that the operator provides help with configuration. Joe is not exactly a network expert. Additionally, Joe can also manage his PRAS via a local webpage, on which some default configuration (e.g. password for the visitor accessing network via the PRAS) can be configured.
Joe now connects more devices (e.g. media server, home controller, printer, etc) to the eRG. Within the Customer Premises Network, devices can automatically discover what services other devices may provide (e.g. printer) using existing service discovery mechanisms (UPnP, zero config). Joe wants some of these services to be available also to devices that are connected to the PLMN. As Authorized Administrator of his 5GLAN service Joe can add his eRG to his 5GLAN VN group. Joe now configures which of the services from the devices on the CPN should be exposed to UEs on the PLMN. A specific service that Joe configures to be available for UEs on his 5GLAN is the configuration of his eRG.
Now Joe connects a PRAS to the eRG. Joe has obtained credentials for the PRAS from the PLMN. During installation the PRAS connects to the PLMN to obtain the settings under control of the operator (e.g. radio settings). 
Joe can also log on to the PRAS using credentials (e.g. username / password) that were supplied with the PRAS. Using these credentials, Joe can configure settings of the PRAS via devices on the CPN. An example is that Joe can set whether visitor access network via his PRAS is allowed (allowing all or no visitors, or allowing specific visitors only). Joe can also use a webpage provided by his PLMN to configure his PRAS.
[bookmark: _Toc74151412]5.18.4	Post-conditions
Joe is Authorised Administrator of his Customer Premises Network, including PRAS and eRG. Joe can configure and manage the devices and services on his CPN from anywhere in the CPN and also from UEs that are connected to his 5GLAN VN Group.
[bookmark: _Toc74151413]5.18.5	Existing features partly or fully covering the use case functionality
Configuring nodes such as an eRG or PRAS is widely supported functionality.
Service discovery within a Customer Premises Network (e.g. UPnP, zero config, or proprietary protocols) is existing functionality.
Management of fixed eRG settings by an operator are specified by BBF in TR-069. 
[bookmark: _Toc74151414]5.18.6	Potential New Requirements needed to support the use case
[PR 5.18.6-001] The 5G system shall enable configuration and management of an eRG by both the operator of the public (mobile) network the eRG is connected to and, within the boundaries defined by the operator, by an Authorised Administrator. 
Editor’s Note: it is FFS whether we need to specify who can configure what aspects and whether we need to specify how the Authorised Administrator can do secure configuration and management.
[PR 5.18.6-002] The 5G System shall support PRAS that use licensed spectrum, use unlicensed spectrum, or can use both unlicensed and licensed spectrum.
[PR 5.18.6-003] The 5G system shall enable configuration and management of a PRAS by a PLMN and, within the boundaries defined by the operator, by an Authorised Administrator. Specifically the PLMN shall be able to configure:
-	radio settings pertaining to licensed spectrum shall be configured by the PLMN that owns the spectrum.
Specifically the Authorised Administrator shall be able to configure:
-	 Whether visitor access network via the PRAS is allowed (allowing all or no visitors, or allowing specific visitors only)
Editor’s Note: it is FFS whether we need to specify other aspects that can be managed and whether we need to specify how the Authorised Administrator can do secure configuration and management.

