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***************** First Change *******************
[bookmark: _Toc74142877]5.7.1	Description
5G is expected to provide a highly reliable platform for communications. Requirements for industrial automation and URLLC (e.g. in TS 22.104) are extremely high and appropriate for connectivity for Smart Energy. However, network incidents could happen and the scenario in use case below may mitigate the impact of such a failure to further increase the system reliability.
It is important to emphasize that this use case is not theoretical. There are many substations around the world that use 3GPP access for communication services in more or less ad hoc fashion (where management interfaces between the 3GPP system and the DSO are not standardized.) This use case focusses on how 5G can provide service to DSOs as well.
A DSO has many, e.g. 100s to 10,000s of substations. These substations are managed from operation centers typically referred to as control centers. 
[image: ]
Figure 5.7.1-1: Remote DSO management of connectivity for Smart Energy
Within the substation there are many services (shown here remote metering, automation, MV supervision, LV supervision, etc.) In addition, there are power line communication links beyond, to customer premises equipment, that increasingly will spread the reach of IP services up to the smart meters. The thick red line represents the termination of communication outside the substation. For 3GPP telecommunication services supporting the DSO, the model of the interface between the switch and the network can be considered a 5GLAN service.
The actual topology between substations is more complex than shown, since there may be several communication services (back up links to provide greater reliability, etc.) For the purposes of this use case this is not considered further.
The traffic from the diverse services in the substation is aggregated before it leaves the switch and may be encrypted – the 5G system will not see the individual service flows. Of particular importance to the DSO is the interface exposed by the switch. Information about this from the mobile network that has proved very important in the past.
Previous generations of 3GPP systems, as deployed, did not effectively achieve high availability. 
There are different alternatives to achieve high availabity that a DSO might choose. This use case focuses on of the alternatives: closely monitoring actual performance. This is a way to enable DSOs to respond to possible future problems proactively. DSOs can troubleshoot more effectively. DSOs can continue service in the case of reductions in performance due to a number of factors. To identify these problems proactively, obtaining sufficient information about configuration and radio operation has been the key to identifying ‘communication health’ by the DSO, so as to identify patterns that result in poor performance and intervene in a timely way before communications performance declined to an inadequate level, e.g. by activating alternative access options to the 3GPP access whose performance shows signs of decline.
Editor’s Note: RAN Parameter aspects are FFS. 
Editor’s Note: it is is FFS what ‘timely’ information means.
It is important to note that for the purpose of this use case, the UE that is considered is the devices that connects the substation network to the DSO’s network, not any UE (e.g. a smart phone, or IoT device.) Nevertheless, it is seen by the 5G system as a UE.
Specific information that is required includes UE information, Connectivity status including QoS parameters, and session status information including user plane performance and fault information. Specific events should trigger timely delivery of information to the DSO from the MNO. Utilities (DSOs) can choose to rely on 3GPP technologies to enable telecommunications connectivity for mission critical services and sites. These technologies are used to connect endpoints (Substations) and a set of different Smart Grid traffic flows by means of a device with cellular WAN access.
Editor’s NOTE: It is FFS what ‘timely’ information means.
As with any other type of telecommunications networks, the connectivity status and performance management information must be available.
In the event of an incident affecting the MNO’s network, utilities need to have timely information relevant to potential communication performance failure, so that a DSO can take proactive measures such as switching to an ‘alternative’ connection. This information could be predicted future events related to possible communication service degradation (derived from information exposed by an operator’s network analytics), or it would be some additional information identified in close correlation with communication service degradation. The latter is the approach described further. This use case shows how an interface could deliver this information that could provide network management information to be accessible to utilities in a manageable way.
Editor’s Note: 	This use case does not suggest a mandated industrial approach or standard. This sentence will be revisited.
Editor’s Note: It is FFS what ‘timely’ information means.
Editor’s Note: It is FFS what ‘timely’ information means.
***************** End of Change *****************
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