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Impacts 

	Affects:
	UICC apps
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	AN
	CN
	Others (specify)
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	TR 28.517
	Study on access control for management service 
	Reference

	TS 33.501
	Security Architecture and Procedures for 5G System
	Reference


Dependency on non-3GPP (draft) specification: 
3
Justification

SA3 proposed access control solution to protect management interface, especially authorization of management service consumer’s request. It is proposed, after the mutual authentication, the management service producer determines whether the management service consumer is authorized to send requests to the management service producer. The management service producer shall authorize the requests from the management service consumer using the one of the following two options: 1) OAuth-based authorization mechanism following RFC 6749 [43]; 2) based on the local policy of the management service producer. (see clause 15.4 of TS 33.501). However, SA3 only addressed access control enforcement when MnS consumer accessing MnS provided by MnS producer. The detailed solution regarding how the access control polices are created, assigned, enforced and updated, what functionality and capability is needed to support administration, decision and enforcement of authentication and authentication, etc., are not specified in SA3, and likely not in the scope of SA3, because they’re tightly relied on management architecture framework and management system capability.
SA5 has conducted a study on access control for management service in TR 28.817, which raised potential requirements on 3GPP management system according to use cases and security risks, and proposed solutions to mitigate the risks.
As recommended by the study, normative work is needed to enhance service based management architecture (SBMA) and network resource model (NRM) to support access control capabilities.  

4
Objective

· Extend service based management architecture to support authentication and authorization capabilities.

Note: e.g. In TS 28.533, add authentication and authorization services in service based management architecture, and refine interactions between MnS producer and MnS consumer to include authentication and authorization steps. 
· Enhance generic Network Resource Model and generic management services, including stage 2 and stage 3, to support authentication and authorization capabilities.

Note: authentication and authorization solutions may be dependent on solution sets and protocols.
· Align the solutions with management plane security requirements and solutions of SA3 when applicable.
5
Expected Output and Time scale

	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	28.533
	May extend service based management architecture to support access control capabilities
	Dec. 2021 (SA#94)
	

	28.540
	May add NRM requirement for access control
	Dec. 2021 (SA#94)
	

	28.622
	May enhance generic NRM support authentication and authorization policy management
	Dec. 2021 (SA#94)
	

	28.623
	May enhance generic NRM support authentication and authorization policy management
	Dec. 2021 (SA#94)
	

	28.532
	May enhance operation to add authentication and authorization related information element in the header or payload of related protocol 
	Dec. 2021 (SA#94)
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Work item Rapporteur(s)
Jing Ping, Nokia, jing.ping@nokia-sbell.com
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Work item leadership

SA5
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Aspects that involve other WGs
SA3
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	Supporting IM name

	Nokia
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