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*************************** Start of Change 1 *************************
[bookmark: _Toc58340977][bookmark: _Toc26877687][bookmark: _Toc21335317]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501 (Release 15): "Security architecture and procedures for 5G system".
[3]	3GPP TS 33.117: "Catalogue of general security assurance requirements".
[4]	3GPP TS 23.501: "System Architecture for 5G system".
[5]	3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U) ".
[6]	3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".
[7]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[X]	3GPP TS 33.501 (Release 16): "Security architecture and procedures for 5G system".
*************************** End of Change 1 ***************************

******************* Start of Change 2****************************
[bookmark: _Toc58340993][bookmark: _Toc26877702][bookmark: _Toc21335332]4.2.2.A	IPUPS 
Requirement Name: IPUPS packeting handling
Requirement Reference: TS 33.501[X], clause 5.9.3.4
Requirement Description:
"The IPUPS shall only forward GTP-U packets that contain an F-TEID that belongs to an active PDU session and discard all others." as specified in TS 33.501[5], clause 5.9.3.4.
Threat Reference: TR 33.926 [7], Clause L.2.W, "invalid user plane data forwarding"
TEST CASE: 
NOTE Z1:	This test case is only applicable to UPF supporting IPUPS.
Test Name: TC_IPUPS_PACKET_HANDLING
Purpose:
Verify that the packets not belonging to an active PDU session is discarded.
Pre-Conditions:
Test environment is set up with a V-SMF, an H-SMF, an H-UPF and a gNB which may be simulated.
Execution Steps:
1. The V-SMF requests the UPF with IPUPS functionality under test to establish an N4 session for a PDU session in home-routing roaming. The UPF with IPUPS functionality under test responds to the SMF with the F-TEID for the N9 tunnel towards the H-UPF, and the F-TEID for the N3 tunnel towards the gNB.
2. The V-SMF requests the H-SMF to establish a PDU session providing the received F-TEID for the N9 tunnel. 
3. The H-SMF requests the H-UPF to establish an N4 session providing the received F-TEID for the N9 tunnel. H-UPF in the response provides its F-TEID for the N9 tunnel. The H-SMF provides the received F-TEID from the H-UPF to the V-SMF.
4. The V-SMF requests the gNB to allocate resource for the PDU session providing the F-TEID for the N3 tunnel received at step 1. The gNB replies with its F-TEID for the N3 tunnel to the V-SMF.
5. The V-SMF provides the UPF with IPUPS functionality under test with the received F-TEID assigned by the gNB for the N3 tunnel and the received F-TEID assigned by the H-UPF for the N9 tunnel.
6.  The H-UPF is triggered to send GTP-U packets using the F-TEID assigned by the V-UPF for the N9 tunnel.
7. The H-UPF is triggered to send GTP-U packets using an F-TEID different than the one assigned by V-UPF for N9 tunnel.
Expected Results:
When the H-UPF is triggered to send GTP-U packets using the F-TEID assigned by the V-UPF for the N9 tunnel (step 6 in the execution steps), GTP-U packets are witnessed over the N3 tunnel.
When the H-UPF is triggered to send GTP-U packets using an F-TEID different than the one assigned by the V-UPF (step 7 in the execution steps), no GTP-U packets are witnessed over the N3 tunnel.
Expected format of evidence:
Files recording the GTP packets captured (e.g. pcap trace).
4.2.2.B	Protection against malformed GTP-U messages
Requirement Name: Protection against malformed GTP-U messages
Requirement Reference: TS 33.501[X], clause 5.9.3.4
Requirement Description:
"The IPUPS shall discard malformed GTP-U messages." as specified in TS 33.501[X], clause 5.9.3.4.
Threat Reference: TR 33.926 [7], Clause L.2.V, “Threats of malformed GTP-U messages”
TEST CASE: 
NOTE Z2:	This test case is only applicable to UPF supporting IPUPS.
Test Name: TC_IPUPS_MALFORED_MESSAGES
Purpose:
Verify that malformed messages are discarded by UPF.
Pre-Conditions:
[bookmark: _GoBack]The pre-conditions in clause 4.4.4 of TS 33.117 [3] apply, except that fuzzing tools supporting GTP-U protocol is available. 
Execution Steps:
The execution steps follow those in clause 4.4.4 of TS 33.117 [3], except that the protocol the fuzzing tool is executed against is GTP-U and the interface is N9.
Expected Results:
The expected results in clause 4.4.4 of TS 33.117 [3] apply except that the protocol and the interface contained in the testing documentation are GTP-U and N9 respectively.
Expected format of evidence:
The expected format of evidence in clause 4.4.4 of TS 33.117 [3] apply.
************************ End of Change 2 ************************
