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[bookmark: _Toc74212836]*** Start of First Change ***
[bookmark: _Toc74212837]6.2.3.1	Architecture
In the 5GC network, user plane functions are separated from the control plane functions. The SMF that handles control plane actions (e.g. establishing, modifying, deleting) for the PDU sessions shall include an IRI-POI that has the LI capability to generate the related xIRI. The UPF that handles the user plane data shall include a CC-POI that has have the capability to duplicate the user plane packets from the PDU sessions based on the interception rules received from the SMF. Figure 6.2-4 shows the LI architecture for SMF/UPF based interception.


Figure 6.2-4: LI architecture showing LI at SMF/UPF
The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides it to the LIPF.
The LIPF present in the ADMF provisions IRI-POI (present in the SMF), MDF2 and MDF3 over the LI_X1 interfaces. To enable the interception of the target's user plane packets (e.g. when the warrant requires the interception of communication contents), the CC-TF present in the SMF is also provisioned with the intercept data.
NOTE 1:	The IRI-POI and CC-TF represented in figure 6.2-4 are logical functions and require correlation information be shared between them; they may be handled by the same process within the SMF.
The LIPF may interact with the SIRF (over LI_SI) present in the NRF to discover the SMFs and UPFs in the network. The IRI-POI present in the SMF detects the PDU session establishment, modification, and deletion related events, generates and delivers the related xIRI to the MDF2 over LI_X2. The MDF2 delivers the IRI messages to the LEMF over LI_HI2.
When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI present in the UPF over the LI_T3 interface. The CC-POI in the UPF shall present itself as the same CC-POI to all the CC-TFs in the same SMF set, such that a CC-TF is capable of modifying or deactivating a task activated/modified in the CC-POI by a different CC-TF in the same SMF set.
The trigger sent from the CC-TF to CC-POI includes the following information:
-	User plane packet detection rules.
-	Target identity.
-	Correlation information.
-	MDF3 address.
NOTE 2:	When LI_T3 is used, the LI_X1 between LIPF and CC-POI present in the UPF is used to monitor the user plane data.
The CC-POI present in the UPF generates the xCC from the user plane packets and delivers the xCC (that includes the correlation number and the target identity) to the MDF3. The MDF3 delivers the CC to the LEMF over LI_HI3.
A warrant that does not require the interception of communication contents, may require IRI messages that have to be derived from the user plane packets. To support the generation of related xIRI (i.e. that requires access to the user plane packets), the present document supports two implementation approaches as described in clause 7.12.2. When approach 1 from clause 7.12.2 is used, the IRI-POI in the UPF shall present itself as the same IRI-POI to all the IRI-TFs in the same SMF set, such that an IRI-TF is capable of modifying or deactivating a task activated/modified in the IRI-POI by a different IRI-TF in the same SMF set.
Clause 8.6.2 defines a CC-PAG (CC-POI Aggregator) as an architectural extension option that is located between the MDF3 and CC-POI and performs the function of aggregating the xCC from different CC-POIs towards the MDF3.
[bookmark: _Toc75355052][bookmark: _Toc74212838]*** Change 2 of 3 ***
[bookmark: _Toc74212839]6.2.3.3	IRI events
The IRI-POI present in the SMF shall generate xIRI, when it detects the following specific events or information:
-	PDU session establishment.
-	PDU session modification.
-	PDU session release.
-	Start of interception with an established PDU session.
The PDU session establishment xIRI is generated when the IRI-POI present in the SMF detects that a PDU session has been established for the target UE.
The PDU session modification xIRI is generated when the IRI-POI present in the SMF detects that a PDU session is modified for the target UE.
The PDU session release xIRI is generated when the IRI-POI present in the SMF detects that a PDU session is released for the target UE.
The start of interception with an established PDU session xIRI is generated when the IRI-POI present in a SMF detects that interception is activated on the target UE that has an already established PDU session in the 5GS. When a target UE has multiple PDU sessions, this xIRI shall be sent for each PDU session with a different value of correlation information.
When additional warrants are activated on a target UE, MDF2 shall be able to generate and deliver the start of interception with an established PDU session related IRI messages to the LEMF associated with the warrants without receiving the corresponding start of interception with an established PDU session xIRI.
When the warrant authorises the packet data header information reporting, the following xIRI shall be generated:
-	Packet data header information report. (See clause 7.12.2).
The generation of packet header data information reporting can be done by either the IRI-POI present in the UPF or the MDF2.
[bookmark: _Toc74212840]*** Change 3 of 3 ***
[bookmark: _Toc74213071]7.12.2	Packetd hHeader iInformation rReporting
7.12.2.1	General
A warrant that does not require the interception of communication contents, may require IRI messages that have to be derived from the user plane packets. One report type that requires such a capability is the packet header information report.
7.12.2.2	Report types
Depending on the requirements of the warrant, packet header information reporting may be done either in per-packet form, as one or more Packet Data Header Reports (PDHR), or in summary form, as one or more Packet Data Header Summary Reports (PDSR).
7.12.2.3	Implementation approaches
To support the generation of related xIRI (i.e. that requires access to the user plane packets), the present document supports two implementation approaches:
-	In approach 1, xIRI (that includes the correlation number and the target identity) is generated by the IRI-POI in the UP Entity. The IRI-POI generates the xIRI from the user plane packets and sends it to the MDF2. The MDF2 generates the IRI messages and sends them to the LEMF.
-	In approach 2, xCC is generated by the CC-POI in the UP Entity as if the warrant involves the interception of communication contents. To enable this, the CC-POI is presumed to be present and provisioned in the UP Entity even when the warrant does not require the interception of communication contents. The CC-POI generates the xCC and sends it to the MDF3. The MDF3 (based on the provisioned intercept information) does not generate and deliver the CC to the LEMF. Instead, the MDF3 forwards the xCC to the MDF2 over LI_MDF interface. The MDF2 then generates the IRI messages from xCC and delivers those IRI messages to the LEMF.
In 5GS and CUPS EPS, the POI in the UP Entity requires a trigger to enable it to detect the user plane packets. The corresponding Triggering Function (IRI-TF or CC-TF) resides in the CP Entity that has the IRI-POI for the generation of other xIRI. The trigger sent by the IRI-TF or CC-TF to the corresponding POI includes the following:
-	User plane packet detection rules.
-	Target identity.
-	Correlation information.
-	MDF2 (in approach 1) or MDF3 (in approach 2) address.
*** End of all Changes ***
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