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1. Overall Description:

3GPP TSG SA#88-e wants to thank GSMA CVD for their LS [SP-200304] which informs 3GPP about a new security threat published in February 2020 exploiting a lack of integrity protection of the user plane in LTE and NR. 
3GPP TSG SA has discussed the matter in their SA#88-e meeting and agreed that it is important to mitigate this vulnerability for 5GC-capable UEs. 

3GPP TSG SA therefore decided to mitigate the security threat caused by the lack of user plane integrity protection from Rel-16 on for all UEs supporting connection to the 5GC (Architecture Option 2) and instructed the relevant working groups to agree on necessary CRs for all their relevant specifications during their Q3/2020. 
3GPP TSG SA will inform GSMA CVD after the approval of the relevant CRs in September 2020.
2. Actions:

To GSMA CVD group.

ACTION: 
Please take the above information of 3GPP TSG SA into account for any potential further action.
3. Date of Next SA Meetings:

SA Meeting #89
16th – 18th September 2020
electronic meeting

SA Meeting #90
9th – 12th December 2020
electronic meeting
