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Abstract of the document: Discussion paper to mandate full rate User Plane Integrity Protection in UEs and follow up the request from GSMA in SP-200304.
1. Background
GSMA contacted 3GPP in March about new research on layer-2 attack scenarios against LTE [1]. The research has been published at [2] and was presented on the security conference NDSS [3] end of February 2020. The related Liaison statement was treated in TSG Plenaries #87-e. Discussion papers and proposed LSs in RAN#87-e and SA#87-e have been proposed by a significant number of companies but have been finally objected [4, 5]. Agreement was reached that TSG SA WG3 shall take this topic for their Q2 meetings and coordinate with other working groups. Although SA WG3 had 2 meetings and according proposals to mandate full rate UPIP have been discussed, SA WG3 was not able to conclude on this topic to mitigate the security exploit addressed by GSMA. 
2. Discussion

In the course of discussions at several meetings various aspects have been raised to take into account:
Observation #1: requirement for a mandatory and full-rate user plane integrity protection

Researchers [2] and GSMA [1] documented the need for changes in the 5G specifications to mandate full rate user plane integrity protection to address the known and prevent from potential future attacks and secure 5GS.

Observation #2: network side support of full rate UPIP in TS 33.501: 

Supporting User Plane Integrity Protection is mandatory for the network. Full rate is implicit, because there is no speed limit defined. If vendors declared ‘full compliance’ with 3GPP TS 33.501, it shall be supported.

Observation #3: UE support of full rate UPIP:

UEs are already now able to use full rate UPIP up to the maximum speed. The requirement for mandating full rate UPIP is technically correct and only needs to be implemented.

Observation #4: processing power:

Statements were received that mandating full rate UPIP will consume significant processing power and will therefore deteriorate the potential throughput of the UE. Currently although requested several times, no figure has been provided by vendors on the calculated impact. Anyhow it has to be noticed that according to Moore's Law this will be overcome in very short term, whereas 5G will be there for decades as technology ‘5G for everything’.
Observation #5: costs:
Every security measure comes with a certain amount of cost and the industry needs to determine the trade-off of security versus attacks. Numerous operators trust in high security 3GPP systems and support to close known security loopholes. Also cryptographic protection is the most important security measure with little impact on cost compared to other means. Once operators are accused by a security exploit, it will very negatively impact the market reputation and competition, and subsequently imply also costs to mitigate attacks and regain trustfulness.
Observation #6: timing for Release 16:

GSMA gave advance notice of the ALTER attack [2] already in April 2018 [6] and subsequently also in May 2019 [7]. In fact this vulnerability is not brand new and even if the standards up to now have not mandated a full rate UPIP, vendors could have taken preventive actions and prepared implementation in respective products accordingly. Adding security in a later release is an inadequate option, as backward compatibility weakens even newer releases. 
Observation #7: Informative Annexes and recommendations

In the Q2 meetings SA WG3 has several times discussed the proposal to mandate full rate UPIP and did not conclude on this. However, changes have been agreed on proposals for Security Aspects of DNS and ICMP [8]. These are captured in an informative Annex. It is common understanding that such informative Annexes will hardly lead to implementation and are not relevant for standards compliance.
3. Proposal

The co-signing companies propose to follow the request from GSMA in [1], agree on mandating support of full rate UPIP for UEs supporting Standalone NR connected to 5GC (architecture option2) from Release 16 onwards and extend such feature to be also enabled for UEs supporting other 5GC-based architectural options from Rel-17 onwards. The network operator shall retain the ability to control the use of UPIP on a PDU session basis. Working groups are requested to prepare the respective CRs in their upcoming meetings and submit them to 3GPP TSG#89 meetings in September 2020. 
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