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*** FIRST CHANGE ***

[bookmark: _Toc19628829]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System".
[3]	3GPP TS 33.126: "Lawful Interception Requirements".
[4]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[5]	3GPP TS 33.127: "Lawful Interception (LI) Architecture and Functions".
[6]	ETSI TS 103 120: " Lawful Interception (LI); Interface for warrant information".
[7]	ETSI TS 103 221-1: "Lawful Interception (LI); Internal Network Interfaces; Part 1: X1".
[8]	ETSI TS 103 221-2: "Lawful Interception (LI); Internal Network Interfaces; Part 2: X2/X3".
 [9]	ETSI TS 102 232-1: "Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 1: Handover specification for IP delivery".
[10]	ETSI TS 102 232-7: "Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 7: Service-specific details for Mobile Services".
[11]	3GPP TS 33.501: "Security Architecture and Procedures for the 5G System".
[12]	3GPP TS 33.108: "3G security; Handover interface for Lawful Interception (LI)".
[13]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS)".
[14]	3GPP TS 24.007: "Mobile radio interface signalling layer 3; General Aspects".
[15]	3GPP TS 29.244: "Interface between the Control Plane and the User Plane nodes".
[16]	3GPP TS 29.502: "5G System; Session Management Services; Stage 3".
[17]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[18]	3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".
[19]	3GPP TS 23.003: "Numbering, addressing and identification ".
[20]	OMA-TS-MLP-V3_5-20181211-C: "Open Mobile Alliance; Mobile Location Protocol, Candidate Version 3.5", https://www.openmobilealliance.org/release/MLS/V1_4-20181211-C/OMA-TS-MLP-V3_5-20181211-C.pdf. 
[21]	3GPP TS 29.540: "5G System; SMS Services; Stage 3".
[22]	3GPP TS 29.518: "5G System; Access and Mobility Management Services; Stage 3".
[23]	3GPP TS 38.413: "NG Application Protocol (NGAP)".
[24]	3GPP TS 29.572: "Location Management Services; Stage 3".
[25]	3GPP TS 29.503: "5G System; Unified Data Management Services".
[26]	IETF RFC 815: "IP DATAGRAM REASSEMBLY ALGORITHMS".
[27]	IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification".
[28]	IETF RFC 793: "TRANSMISSION CONTROL PROTOCOL".
[29]	IETF RFC 768: "User Datagram Protocol".
[30]	IETF RFC 4340: "Datagram Congestion Control Protocol (DCCP)".
[31]	IETF RFC 4960: "Stream Control Transmission Protocol".
[32]	IANA (www.iana.org): Assigned Internet Protocol Numbers, "Protocol Numbers".
[33]	IETF RFC 6437: "IPv6 Flow Label Specification".
[34]	IETF RFC 791: "Internet Protocol".
[35]	Open Geospatial Consortium OGC 05-010: "URNs of definitions in ogc namespace".
[XX]	3GPP TS 33.107: "3G security; Lawful interception architecture and functions".

*** NEXT CHANGE ***
[bookmark: _Toc19628854]
5.3.2	Usage for realising LI_X2
The POI sending xIRI over the LI_X2 interface shall set the PDU type field within the xIRI to “X2 PDU”. (see ETSI TS 103 221-2 [8] clause 5.1).
Where a single xIRI is sent as a result of a network procedure (i.e. as result of several signaling messages exchanged between the target UE and the network), the POI sending the xIRI shall set the Payload Direction field (see ETSI TS 103 221-2 [8] clause 5.2.6) based on the initiator of the network procedure.
Unless otherwise specified by the relevant clause, the payload shall consist of a BER-encoded TS33128Payloads.XIRIPayload structure. The payload format (see ETSI TS 103 221-2 [8] clause 5.4) shall be set according to the relevant clause of the present document (the value 2 is used for TS 33128Payloads.XIRIPayload). 
The TLS transport profile (see ETSI TS 103 221-2 [8] clause 6) shall be supported and used by default.
Unless otherwise specified, xIRI shall include the timestamp and sequence number conditional attribute fields, with the timestamp value set to the time at which the event occurred.
Unless otherwise specified, the LI_X2 "matched target identifier" conditional attribute shall be set to indicate what target identity was matched to generate the xIRI (see ETSI TS 103 221-2 [8] clause 5.3.18).
[bookmark: _Toc19628855]Unless otherwise specified, the LI_X2 "other target identifier" conditional attribute (see ETSI TS 103 221-2 [8] clause 5.3.19) may be omitted by the POI if the other target identifiers known to the POI are already included in the payload.
5.3.3	Usage for realising LI_X3
The POI sending xCC over the LI_X3 interface shall set the PDU type field in the xCC to "X3 PDU" (see ETSI TS 103 221-2 [8] clause 5.1).
The payload format shall be specified according to the relevant clause of the present document.
NOTE:	ETSI TS 103 221-2 [8] specifies in clause 6 a default profile which is mandatory to support, but allows further profiles to be defined. In scenarios where it may not be possible to achieve the necessary LI data rates based on the default profile, alternative profiles may be considered (e.g. based on UDP, multi path TCP or other protocols). Any alternative profile needs to ensure that LI reliability, security and completeness requirements as specified in TS 33.126 [3] are met.

*** NEXT CHANGE ***

[bookmark: _Toc19628911]6.3	4G
The present document does not specify details of the LI interfaces for 4G / LTE. Details for this release are specified in TS 33.108 [12].
6.3.1	General
The present document allows two options for EPC LI stage 3 interfaces for 4G / LTE:
1. Use standard LI_X interfaces specified below in the present document for stage 3.
2. Use TS 33.107 [XX] clause 12 natively as defined in that document.

In both cases, the present document specifies the stage 3 for the LI_HI2 and LI_HI3 interfaces.
6.3.2	LI at MME
6.3.2.1		Provisioning over LI_X1
The IRI-POI present in the MME is provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2.
The POI in the MME shall support the target identifiers specified in TS 33.107 [XX] clause 12.2.1.1:
-	IMSI (using the IMSI target identifier format from ETSI TS 103 221-1 [7]).
-	MSISDN (using the E164Number target identifier format from ETSI TS 103 221-1 [7]).
-	ME Identity (using the IMEI target identifier format from ETSI TS 103 221-1 [7]).
6.3.2.2		Generation of xIRI over LI_X2
The IRI-POI present in the MME shall send the xIRIs over LI_X2 for each of the events listed in TS 33.107 [XX] clause 12.2.1.1, the details of which are specified in clause 12.2.3 of the same TS.
The IRI-POI present in the MME shall set the payload format to EpsHI2Operations.EpsIRIContent (value 14, see clause 5.3 and ETSI TS 103 221-2 [8] clause 5.4). The payload field shall contain an EpsHI2Operations.EpsIRIContent structure encoded according to TS 33.108 [12] clauses 10.5 and B.9. 
As the LIID may be not available at the MME but is mandatory in EpsHI2Operations.EpsIRIContent according to Annex B.9 of TS 33.108 [12], its value in the lawfulInterceptionIdentifier field of the encoded PDU shall be set to the fixed string "LIIDNotPresent".

6.3.2.3	Generation of IRI over LI_HI2
When an xIRI is received over LI_X2 from the IRI-POI in the MME, the MDF2 shall generate the corresponding IRI message and deliver it over LI_HI2 without undue delay. The IRI message shall contain a copy of the relevant record received in the xIRI over LI_X2. 
When option 2 specified in clause 6.3.1 is used, the MDF2 shall generate IRI messages based on the proprietary information received from the MME and provide it over LI_HI2 without undue delay. 
The IRI messages shall include an IRI payload encoded according to Annex B.9 of TS 33.108 [12]. The MDF2 shall encode the correct value of LIID in the IRI message, replacing the value "LIIDNotPresent" given in the xIRI (see clause 6.3.2.2).
The IRI messages shall be delivered over LI_HI2 according to clause 10 of ETSI TS 102 232-7 [10].

6.3.3	LI at SGW/PGW and ePDG
6.3.3.1		Provisioning over LI_X1
The IRI-POI and CC-POI present in the SGW/PGW and ePDG are provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. A single task may be used.
The POIs in the SGW/PGW and ePDG shall support the target identifiers specified in TS 33.107 [XX] clause 12.2.1.1:
-	IMSI (using the IMSI target identifier format from ETSI TS 103 221-1 [7]).
-	MSISDN (using the E164Number target identifier format from ETSI TS 103 221-1 [7]).
-	ME Identity (using the IMEI target identifier format from ETSI TS 103 221-1 [7]).

6.3.3.2		Generation of xIRI over LI_X2
The IRI-POI present in the SGW/PGW and ePDG shall send the xIRIs over LI_X2 for each of the events listed in TS 33.107 [XX] clause 12.2.1.1, the details of which are specified in clause 12.2.3 of the same TS.
The IRI-POI present in the SGW/PGW and ePDG shall set the payload format to EpsHI2Operations.EpsIRIContent (value 14, see clause 5.3 and ETSI TS 103 221-2 [8] clause 5.4). The payload field shall contain an EpsHI2Operations.EpsIRIContent structure encoded according to TS 33.108 [12] clauses 10.5 and B.9. 
As the LIID may be not available at the SGW/PGW and ePDG but is mandatory in EpsHI2Operations.EpsIRIContent  according to Annex B.9 of TS 33.108 [12], its value in the lawfulInterceptionIdentifier field of the encoded PDU shall be set to the fixed string "LIIDNotPresent".

6.3.3.3	Generation of xCC at CC-POI in the SGW/PGW and ePDG over LI_X3
The CC-POI present in the SGW/PGW and ePDG shall send xCC over LI_X3 for each IP packet belonging to the target’s communication.
Each X3 PDU shall contain the contents of the user plane packet given using the GTP-U, IP or Ethernet payload format.
The CC-POI present in the SGW/PGW and ePDG shall set the payload format to indicate the appropriate payload type (5 for IPv4 Packet, 6 for IPv6 Packet, 7 for Ethernet frame or 12 for GTP-U packet as per ETSI TS 103 221-2 [8] clause 5..1).

If it is required to send the ICE-type for the xCC, the CC-POI shall set the NFID attribute (see ETSI TS 103 221-2 [8] clause 5.3.7) to the appropriate value from the ICE-type enumeration in TS 33.108 [12] Annex B.10 as a single octet. As an example, an ICE-type of "sgw" is indicated by setting the attribute to value 3.


6.3.3.4	Generation of IRI over LI_HI2
When an xIRI is received over LI_X2 from the IRI-POI in the SGW/PGW or ePDG, the MDF2 shall generate the corresponding IRI message and deliver it over LI_HI2 without undue delay. The IRI message shall contain a copy of the relevant record received in the xIRI over LI_X2.
When option 2 specified in clause 6.3.1 is used, the MDF2 shall generate IRI messages based on the proprietary information received from the SGW/PGW or ePDG and provide it over LI_HI2 without undue delay. 
The IRI messages shall include an IRI payload encoded according to Clause 10.5 and Annex B.9 of TS 33.108 [12]. The MDF2 shall encode the correct value of LIID in the IRI message, replacing the value "LIIDNotPresent" given in the xIRI (see clause 6.3.2.2).
The IRI messages shall be delivered over LI_HI2 according to clause 10 of ETSI TS 102 232-7 [10].

6.3.3.5	Generation of CC over LI_HI3
When xCC is received over LI_X3 from the CC-POI in the SGW/PGW or ePDG, the MDF3 shall generate the corresponding CC and deliver it over LI_HI3 without undue delay. The CC message shall contain a copy of the relevant xCC received over LI_X3.
When option 2 specified in clause 6.3.1 is used, the MDF3 shall generate CC based on the proprietary information received from the SGW/PGW or ePDG and provide it over LI_HI3 without undue delay. 
The CC shall include a CC payload encoded according to Annex B.10 of TS 33.108 [12].
The CC shall be delivered over LI_HI3 according to clause 10 of ETSI TS 102 232-7 [10].


*** END OF CHANGES ***
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