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********** START OF 1st CHANGE **********

4.2.2.1.3
User plane data ciphering and deciphering at the eNB 

Requirement Name: User plane data ciphering and deciphering at eNB 
Requirement Reference: TS 33.401 [3], clause 5.3.4

Requirement Description: "The eNB shall cipher and decipher user plane packets between the Uu reference point and the S1/X2 reference points." as specified in TS 33.401 [3], clause 5.3.4.  

Threat References: TR 33.926 [4], clause C.2.2.3 – User plane data ciphering and deciphering at eNB.

Test Case:
Test Name: TC-DATA-CIP-eNB-Uu
Purpose: To verify that the user data packets are confidentiality protected over the air interface.
Pre-Condition: 

-
The eNB network product shall be connected in emulated/real network environments. UE and the MME may be simulated,
-
The tester can capture the messages via the air interface. 

-
The tester shall enable the user plane ciphering protection and ensure EEA0 is not used.

Execution Steps: 
1. The UE sends an attach request to the MME.
2. The MME sends a KgNB and the UE security capability to the eNB.

3. eNB selects an algorithm and sends AS SMC to the UE, 
4. eNB receive AS SMP from the UE.

Expected Results: 

User plane packets sent by the eNB after eNB sending AS SMC is ciphered.
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.
Test Name: TC-DATA-CIP-eNB-S1/X2
The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [2].

********** END OF 1st CHANGE **********
********** START OF 2nd  CHANGE **********
4.2.2.1.14
UE NR security capability is only sent to a SgNB

Requirement Name: UE NR security capability is only sent to a SgNB
Requirement Reference: TS 33.401 [3], clause E.3.4.3

Requirement Description: "When adding SgNB while establishing an EN-DC connection, the MeNB shall send these created UE NR security capabilities to the SgNB. Other than for adding an SgNB, the created UE NR security capabilities shall not be sent from the MeNB." as specified in TS 33.401 [3], clause E.3.4.3.

Threat References: TBA

Test Case:

Test Name: TC_NR_SEC_CAP_SENT
Purpose: To verify that the UE NR security capabilities are only sent to a SgNB.
Pre-Condition: 

-
The UE, gNB and eNB network products are connected in the test environment. UE and gNB may be simulated. 


-
The tester shall have access to the X2 interface.  

Execution Steps:


1) The Tester triggers MeNB to send MN addition Request message to a SgNB.
2) The tetser triggers UE HO from MeNB to another eNB.
3) The Tester checks if the UE NR security capabilities were sent in the X2 interface in both step1 and step2.

Expected Results:  

The UE NR security capabilities are only sent to the SgNB.
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot contains the operation results.

********** END OF CHANGE **********
