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1. Inclusion of full-rate UPIP for 5GSA in 3GPP Release 16
GSMA has communicated with 3GPP since April 2018 about security vulnerabilities arising from the lack of mandatory support of full-rate user plane integrity protection (UPIP) [1,2]. Practical attacks [4,5] exploiting these vulnerabilities have been shown to undermine the security of individual users and the network as a whole.
In March 2020, GSMA submitted a Liaison Statement [3] requesting the inclusion of mandatory support of full-rate UPIP in Release 16 and the initial response we received was very positive. However, this feature has still yet to be included and the release is due to be frozen at the end of this month.
The support of full-rate UPIP is of considerable importance to our members and was discussed during the GSMA Board Meeting on 2nd June 2020. In that meeting, it was unanimously agreed, that support of full-rate UPIP should be mandatory and made available as soon as possible in devices and networks regardless of the potential performance drawbacks.
GSMA views the lack of full-rate UPIP as a significant setback for the security of the mobile industry as a whole and believes that not addressing a known security issue would cause harm to the reputation of 3GPP and, by reflection, of the mobile network operators.
1. Action
TO TSG SA: The GSMA Board requests 3GPP TSG SA to confirm, that mandatory support of full-rate UPIP in UEs supporting Standalone NR connected to 5GC will be required from Release 16 onwards. The network operator shall retain the ability to control the use of UPIP on a PDU session basis. Given the importance of this matter, we would appreciate a response in writing as soon as possible.
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