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******** START OF CHANGES


6.1	Solution #1: Solution for NPN network access via PLMN
[bookmark: _Toc25664760]6.1.1	Introduction
This solution addresses the security requirement for the Authentication and Authorization for Interworking between NPN and PLMN in key issue #2.1.
From the security point of view, three security requirements shall be specified for the access of UE to NPN via PLMN (and vice versa), i.e.
· Requirement 1: Authentication between UE and PLMN network while UE access to the PLMN network.
· Requirement 2: Authorization for the PLMN PDU session establishment to ensure that UE is authorized to access to NPN services.
· Requirement 3: Authentication between UE and NPN network via PLMN network.
If the Requirement 2 is specified by the secondary authentication in the PLMN network, two authentication procedures between UE and NPN will be introduced, i.e. one is used for PDU session establishment authorization, the other one is used for UE registration to NPN. Therefore, duplicate authentications between UE and NPN will consume the computation and communication resource between them.
This solution proposes a new procedure for the above security requirements and reuses the secondary authentication for the Authorization of the PLMN PDU session establishment. Meanwhile, protection between UE and NPN can be based on the output of secondary authentication.
Editor’s Note: The use of the secondary authentication requires more justification.
[bookmark: _Toc25664761]6.1.2	Solution details
[bookmark: _Toc25664762]6.1.2.1 	Registration to NPN via PLMN


Figure 6.1.2.1-1 Registration to NPN via PLMN
The procedure assumes that the UE has separate credentials for the PLMN and the NPN.
1. The UE firstly registers into the PLMN network based on the PLMN credential.
2. The UE sends the PDU session establishment request to the AMF, to setup the PDU session for the services provided by the NPN. 
The UE initiates the PDU session establishment procedure as in step 4 of Fig 11.1.2-1 in TS 33.501 [5].
The following steps 3a, 3b, 4 are the same as steps 5a-13 in clause 11.1.2 of TS 33.501 [5].
5. After the successful completion of the authentication procedure, NPN-AUSF shall send EAP Success message to the NPN-AMF, including the NPN SEAF key.
6. After receiving the EAP-success and NPN SEAF key from the NPN-AUSF, NPN-AMF generates the NPN AMF key, and NPN-GUTI for the UE, and sends EAP success, NPN-GUTI, NPN-ngKSI, and NPN-ABBA to the PLMN SMF via NPN-N3IWF and PLMN-UPF, where the NPN-ngKSI and NPN-ABBA are determined during the secondary authentication procedure.
7. The PLMN SMF sends a Namf_Communication_N1N2MessageTransfer to the AMF as in step 11 of Figure 4.3.2.2.1-1 in TS 23.502 [6]. This message shall include EAP success, NPN-GUTI, NPN-ngKSI, and NPN-ABBA to be sent to the UE within the NAS SM PDU Session Establishment Accept message. 
If the authorization is successful, PDU Session Establishment proceeds further starting at step 9a of Figure 4.3.2.2.1-1 in TS 23.502 [6]. The SMF initiates a N4 Session Modification procedure with the selected UPF as in steps 9.a and 9.b of Fig 4.3.2.2.1-1 in TS 23.502 [6].
8. PLMN AMF forwards NAS SM PDU Session Establishment Accept message along with EAP Success, NPN-GUTI, NPN-ngKSI, and NPN-ABBA to the UE as described in steps 12 and step 13 of Figure 4.3.2.2.1-1 in TS 23.502 [6].
The UE-requested PDU Session Establishment proceeds further as described in sub-clause 4.3.2.3 in TS 23.502 [6].
9. The UE sends the registration request message to the NPN-AMF, including the NPN-GUTI, NPN-ngKSI, NPN-UE security capability.
10. Based on the received NPN-GUTI, NPN-ngKSI, and NPN-UE capability, NPN-AMF firstly determines the NPN-AMF key, then proceeds the NPN-NAS SMC procedure with UE.
The UE-requested registration procedure proceeds further as described in clause 4.2.2.2.2 in TS 23.502 [6].
[bookmark: _Toc25664763]6.1.2.2 	Registration to PLMN via NPN
This procedure can refer to the clause 6.1.2.1.
[bookmark: _Toc25664764]6.1.3	Evaluation
The use of the secondary authentication in this solution requires more justification.TBD

******** END OF CHANGES
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