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	Feature / Item:
	Enhancement to mission critical security (MCXSec)

	Affects:
	UICC apps:

	ME:


	AN:


	CN:

X
	Others (specify):
Mission critical application

	Expected Completion Date:
	June 2020 (SA#88)

	Service(s) impacted:
	Mission critical security (SA3)

	Specification(s) affected:
	TS 33.180

	Task(s) within work which are not complete:
	The following tasks are incomplete or yet to be defined:

· Security for MC location server access and communications.
· Security for MCData message store server access and communications.
· Security for off-network signalling and communications.
· Security for Interworking key management.

	Consequences if not included in Release 16:
	Security for the above features will not be supported.


Abstract of document:

It is estimated that one additional meeting cycle is required to complete the tasks for Rel-16 mission critical security enhancements.
This work item exception requests a deadline extension for Rel-16 MCXSec until June 2020.
Contentious Issues:

· MCData message store server access security is not defined.
· MCData message store server SIP/HTTP communications between MCData message store client and message store server is not defined.
· MCData message store server SIP/HTTP communications between MCData service server and MCData message store server is not defined.
· Off-network security for protection of MONP signalling identities is not defined.
· Interworking key management for groups needs to be re-evaluated and possibly moved from GMS to KMS.
